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UNIT | INTRODUCTION TO SECURITY

SECURITY POLICIES:
A A security policy is a written document in an organization outlining how to protect the
organization from threats, including compusecurity threats, and how to handle situations
when they do occur.
A security policy must identify all ofa company's assets as well as all the potential threats to
those assets
Threemaintypesof policiesexist:
Organizationa(or Master)Policy.
SystemspecificPolicy.
IssuespecificPolicy.

To Do Do Do P>

Informationsecurityobjectives

A Integrityd data should be intact, accurateand complete, and IT systemsmust be kept
operational.

A Availabilityd usersshouldbeableto access informatioar systemsvhenneeded.

Structure of a Security Policy:

Descriptionof the Policy and whats theusagefor?

Wherethis policy shouldbeapplied?

Functionsandresponsibilitieof theemployeeshatareaffectedby this policy.
Procedurethatareinvolvedin this policy.

Consequencdst the policy is not compatiblewith companystandards.

To I o Do I

1. OSISECURITY ARCHITECTURE

To assess effectively the security needs of an organization and to evaluate and choose variou:
security products and policies, the manager responsible for security needs some systematic way o
defining the requirements for security and characterizing the approaches to satisfying those
requirements.

ITU-T RecommendatioX.800, SecurityArchitecturefor OS|, definessucha systemati@approach.
The OSI security architecture is useful to managers as a way of organizing the task of providing
security. The OS$ecurityarchitecture was developedtime context othe OSI protocoérchitecture.

TheOSl securityarchitecturdocuseson securityattacksmechanismsandservices:
Security attack: Any actionthatcompromiseshe securityof informationownedby anorganization.

Security mechanism:A process (or device incorporating suchprocessihat is designed to detect,
prevent, or recover from a security attack.




Security service: A processing orcommunication service that enhances the security of the data
processing systems and the information transfers of an organization. The services are intendged tc
countersecurityattacks andtheymakeuseof oneor moresecuritymechanismso providetheservice.
Threat

A potential for violation of security, which exists when there is a circumstance, capability, action,
or event that could breach security and cause harm. That is, a threat is a possible danger that migF
exploit a vulnerability Attack

An assaulbn systemsecuritythat derives fronanintelligentthreat;thatis, anintelligent acthatis
a deliberate attempt (especially in the sense of a method or technique) to evade security servicgs an
violate the security policy of a system.

S.No Threats

Attacks

1. | Threat isanattacktendsto beanact
which is in process

An attackis a threathathasbeenexecuted.

2. | Threatcanbeeitherintentionalor
unintentional

Attackis intentional

3. | Threatis acircumstancethathaspotential
to cause loss or damage

Attackis attemptedo causedamage

4. | Threat to information system does not
meaninformationwasalteredor damaged

Attack might causealterationof informationor
damage or obtain information.

Table 1. Difference betweenThreats and Attacks

SECURITY ATTACKS:
Securityattackscould bebroadlycategorizeds

I. Passive attacks Passive attacks are in the nature of eavesdropping on, or monitoring of,
transmissions. Passiattacksareverydifficult to detect becaustheydo notinvolve anyalterationof
data. However, it is feasible to prevent the success of these attacks. The goal of the opponent is t
obtain information that is being transmitted. Passive attacks are of two types:

Release of message content&:telephone conversation, ameil message and a transferred file
may containsensitiveor confidentialinformation.Wewouldlike to preventheopponenfrom learning
the contents of these transmissions.
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Traffic analysis If wehadencryptionprotectionin place anopponenmightstill beableto observe
the patterrof the message. Thepponent could determine the locatemd identityof communication
hostsandcouldobservehefrequencyandlengthof messagelseingexchangedr hisinformationmight
be useful in guessing the nature of communication that was taking place.
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[l. Active attacks, These attacks involve some modificatiortlof data strearor the creation of
a false stream. It iguite difficult to prevent active attackbsolutely, because to do so would require

physicalprotection ofall communication facilities and paths at all times. Instead, the goal is to detect

themand to recover fromany disruption or delays caused by them. These attacks can be classified in

to four categories:
Masquerade(Fabrication)i Oneentity pretenddo be a differententity.

Darth | Mesage from Danh
that appers o be
from Bob

Internet or
wuther comms. facility

Replay i involves passive capture of a data unit and its subsegagrsmission to produce an
unauthorized effect.

Alice
Modification of messages Some portion of message is altered or the messages are delayeg
recorded, to produce an unauthorized effect.

or



Rateimeel of
oheer oo facilily

&

Aline

Denial of servicel Prevent®r inhibitsthenormaluseor managementf communicatiorfacilities.
Another form of service denial is the disruption of an entire network, either by disabling the netw
or overloading it with messages so as to degpad®rmance.
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SECURITY SERVICES
Security Services
Data Data Authenti- Non- Access
Confidentiality Integrity cation repudiation control

Peer entity Proof of origin

Data origin Proof of delivery

(i) Authentication: The authentication service is concerned with assuring that a communication i
authentic.

Two specificauthenticatiorservicesaredefinedin X.800:
A Peerentity authentication: Provideconfidencan theidentity of entitiesconnected.
A Data origin authentication: Provideassurancéhatthe sourceof receiveddatais asclaimed.

(i) Access contral Access control is the ability to limit and control the access to host systems ang
applications.

(i) Data Confidentiality: Confidentialityis the protectionof transmitteddatafrom passiveattacks.
A ConnectionConfidentiality - The protectionof all userdataon a connection
A ConnectionlesConfidentiality - The protectiorof all userdata inasingle datélock

ork




A

A

(iv) Data Integrity: Theassurancéhatdatareceivedareexactlyassentby anauthorizedentity.

A

A

form of determination of whether the selected fields have been modified.

(v) Non repudiation: Provides protection againstdenial by one of the entities involved in a
communication of having participated in all or part of the communication.

A
A

SECURITY MECHANISM

SelectiveField Confidentiality - The confidentialityof selected fieldsvithin the userdataon

a connection or in a single data block

Traffic -Flow Confidentiality - The protection othe information that might be derived from
observation of traffic flows

Connection Integrity with Recovery

Provides for the integrity of all user data on a connection and detects any modificati
insertion, deletion, or replay of any data within an entire data sequence, with recov
attempted.

ConnectionIntegrity without Recovery

As above but providesonly detectionwithout recovery.

SelectiveField ConnectionIntegrity

Provides fotheintegrity of selectedields within theuser dataf a datablock transferredbver

a connection and takes the form of determination of whether the selected fields have I
modified, inserted, deleted, or replayed.

Connectionlesdntegrity

Provides for the integrity of a single connectionless data block and may take the form
detection of data modification. Additionally, a limited form of replay detection may b
provided.

SelectiveField Connectionlesdntegrity

Provides foithe integrityof selectedields within a singleconnectionlesdatablock; takesthe

Nonrepudiation, Origin - Proofthatthe messagevassentby the specifiedparty
Nonrepudiation, Destination - Proofthatthe messag&vasreceivedoy the specifiedparty

A

Encipherment:

It uses mathematical algorithm to transfatata into a fornthat is not readily intelligible. It
depends upon encryption algorithm and key

Digital signature:

Data appended to or a cryptographic transformati@ndzta unitthat is to prove integritgf
data unit and prevents from forgery

Accesscontrol

A varietyof mechanismshatenforceaccessightsto resources.

Data integrity

A varietyof mechanisnare usedo ensurentegrity of dataunit
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A Traffic padding
The insertiorof bitsinto gapsin adatastreanto frustratetraffic analysisattempts.

A Notarization
Theuseof atrustedthird partyto assure certaiproperties oh dataexchange

SECURITY MECHANISM (X.800 Standard)

SPECIFIC SECURITY MECHAN]SMS
May be incorparated into the appropriata protocol
layer in order Lo provide some of the OSI security
SeTVICSS.

Eacphament

Tha use of mathematical algorithms 1o transform
data into a form that is pot readily intelligible, The
transformation and subsequent recovery of the

-dota depend oa ao alporithm and ' zero or more

eacryption kovs.

Digital Signature

Data appzaded (o, or a cryptograpine transformation
of a data unit that allows a recipient of the data unit
1o prove the source and integrity of the data uniz and

protect against forgery (2.g. by the recipient).
Access Control
Tesources.

Data Inteprity
A vanely of mechanisms used to assure the inteprity
of a data unit or stream of data unils.

Aunthentication Exchange
vAmechnmsmmlendedtoensm‘élhesdenn&yofan
eatity by mwans of information exchange.

Traffic Padding

The insartion of bits into paps in a data straam o
frustrate traffic analysis attermpts.

Routing Control

Enables selection of particular physecally secure
Tosrtes for certain data and allows routmg changes,
‘especially when a breach of security s suspected.

Notarization
The use of a trusted third pady (0 assure certain
properties of a data exchanpe.

A varisty of mechanisms that enforce access rights to

FERVASW E scmnn'v MECBAMS&IS

Mmmx;mnmmwwm
OS1 security sarvice or protocol layer.

Trusted Funcdonality
hBlwhm;peroewedtobeomrectmhresmdm
somanena(egp, as establisbed by ayacumypolrcy).

Secarity Label

The markiag bound to = resource {which may be a
data uon) that names ordeaynl.esthesemnly
attributes of that resource.

Detection of security-relevant events:.

Seclliym‘li‘d

Data coflected and potentiaily used to faciinate a
security audit, which is an independent review amd
examination of system records and activities.

Deals with requests from mechanisms, such as event

fabic 1.4 Relationship Between Security Services and Mechanisms

Mechanism

Digital Aceess Data Authentication | Traffic | Routing
Service Encipherment | Signature | Control | Integrity Exchange Padding | Confrol | Notarization
Peer Entity Authentication Y i ) §
Data Origin Authentication X ¥
Access Control Y
Confidentiality Y Y
Traffic Flow Confidentiality Y Y Y
Data Integrity Y g Y
Nonrepudiation Y Y Y
Availability Y Y




2. A MODEL FOR NETWORK SECURITY

Encryption/Decryptiomethoddall into two categories.
~ Symmetrickey

~ Public key
In symmetrickey algorithms theencryptionanddecryptionkeysareknownbothto senderand

receiver. The encryption key is shared and the decryption key is easily calculated from it. In many

cases, the encrypti@and decryptiorkeys areghe same. Irpublic keycryptography, encryptiokey is

made public, but it is computationally infeasible to find the decryption key without the information

known to the receiver.

Trusted third party
(e.g., arbiter, distributer
of secret in{ormation)

Sender Recipient
Security-related Information Security-related
transformation A Channel transformation

& gk ¢ & g
3 3 2 l—» ; 3 7
: : J E :
2 -
Secret Secret
information information

Opponent

A message is to be transferred frome partyto another across some sort of internet. The twqg
parties, whaare the principal#n this transactionmustcooperate for the exchange to take plake.
logical information channelis establishedby defining a route throughthe internetfrom sourceto
destinatiorandby thecooperativaiseof communicatiomprotocolge.g., TCP/IP)bythetwo principals.
All the techniques for providing security have two componeni:securityrelated transformation
on the information to be sent. Examplesinclude the encryptionof the messagewhich
scrambleshe messagsothatit is unreadablédy the opponent.

0 Some secret information shared by the two principals and, it is hoped, unknown to the

opponentAn examples anencryptionkey usedin conjunctionwith thetransformation
to scramble the message before transmission
A trustedthird partymaybe needetb achievesecurdransmissionfFor exampleathird partymay
be responsible for distributing the secret information to the two principals while keeping @rfyom
opponent. This general model shows that there are four basic tasks in designing a particular secu

service:

rity




1. Design an algorithm for performingthe securityrelatedtransformation.The algorithm
should be such that an opponent cannot defeat its purpose.

2. Generate¢hesecretinformationto be usedwith thealgorithm.

3. Develop method#or thedistributionandsharingof thesecretinformation.

4. Specifya protocoko be used bthe twoprincipals that makes use thie securityalgorithm
and the secret information to achieve a particular security service.

MODEL FORNETWORK ACCESS SECURITY

Information System

('r}mpul'ug (Rt T et
Opponent (processer, memery, 1)
==l (. cracher | Diata

= Wl | Ware
(e ¥ i, P

Frocrses

Access Channedl  Galekeeper | somware
lumetion

Inicrmal scourity coniruks

Using this model requires usto:

T selectappropriateggatekeepefunctionsto identify users

i implement security controls to ensure only authorized users access designated information or
resources

- Trustedcomputersystemsanbe usedto implementthis model

3. CLASSICAL ENCRYPTION TECHNIQUES

Symmetricencryptionalso referredto as conventionalencryptionor singlekey encryption.
Here,thesendeandrecipientshareacommonkey.




secret key shared by Secret key shared by
sender and recipient sender and recipient

1 1

| ransmitied

@ ciphenext @
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Plantext _ . . Plarntext
inpul Eneryption aigt.\mhm Decry ption algotithm output
(e.g., DES) (reverse of encryption
algonthm)

Y

A symmetricencryptionschemehasfive ingredients
Plaintext: This istheoriginalintelligible messager datathatis fedinto thealgorithmasinput.

Encryption algorithm: Theencryptionalgorithmperforms variousubstitutionsandtransformations
on the plaintext.

Secretkey: Thesecretkeyis also inputto theencryptionalgorithm.Thekeyis avalueindependenof

the plaintext and of the algorithm. The algorithm will produce a different output depending on
specific key being used at the time. The exact substitutions and transformations performed by
algorithm depend on the key.

Cipher text: This is the scrambled message produced as output. It depends on the plaintext ant
secret keyForagivenmessagetwo different keyswill producetwo different ciphetexts.Thecipher
text is an apparently randostream of data and, as it stands, is unintelligible.

Decryption algorithm: This is essentiallfhe encryptioralgorithmrun inreverse. It takethe cipher
text and the secret key and produces the original plaintext.
Therearetwo requirementdor securauseof conventionakncryption:
1. We needa strongencryptionalgorithm.
2. Senderlndreceivermusthaveobtainedcopiesof thesecrekeyin asecurdashionandmust
keep the key secure.

It is impractical to decrypt a message on the basis of the ciphepltexknowledge of the
encryption/decryptiomlgorithm.In other wordsyve do not needto keepthealgorithmsecretwe need
to keep only the key secret.
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Message Encry Ptmn > Decry PuOn Destination
source algorithm Y = E(K. X) algorithm

L 3

Key
source

Model of symmetric cryptosystem
A sourceproducesa messagén plaintextX
= [ X1, X2,..., Xm].
M- elementf X areletters.
For encryption,a keyof theform
K =[Ky, Ko, é , Kj] is generated.
If the key is generated at the message source, then it must also be provided to the destinatic
meansof somesecurechannel. Alternatively, third partycouldgeneratehe key andsecurelydeliver
it to both source and destination.
With the messag& and the encryption kel as input, the encryption algorithm forms the
cipher text
Y=[Y1, Y2, €Y.
Y =E(K, X)
Y- ciphertext
E- Encryptionalgorithm

Secure channel

K- Key
X-Plain text
At thereceiver sidehetransformation:
X=D(K,Y)

Y- ciphertext

D-Decryptionalgorithm

K- Key

X-Plain text
If theopponent isnterestedn only this particularmessagenly, triesto find the messagestimate
A
X' Butwhentheopponenis interestedn thecurrentandfuturemessagedriesto find key estimate

A

K

Cryptographicsystemsaregenerallyclassifiedalong3 independentimensions:

DN by




Type of operationsusedfor transforming plain text to cipher text
All the encryptioralgorithmsare based otwo generabrinciples:

©  Substitution, in which eachelementn the plaintext ismappednto anotherlement

Transposition, in which elements irthe plaintextarerearranged.
The number of keysused

° If thesendemandreceiverusessamekeythenit is saidto be symmetric key (or) single
key (or) conventional encryption

° If thesenderlandreceiverusedifferentkeysthenit is saidto be public key encryption.

The way in which the plain text is processed

° A block cipher processes the input abtbck of elements at a time, producing output
block for each input block.

° A streamcipher processethe input elementsontinuously producingoutputelement
one at a time, as it goes along.

CRYPTANALYSIS AND BRUTE-FORCE ATTACK
Therearetwo generabpproacheso attacking aconventionaéncryptionscheme:

° Cryptanalysis: Cryptanalytic attacks rely on the nature of the algorithm and som
knowledgeof thegenerakharacteristicsf theplaintextor evensomesampleplaintexi
cipher text pairs.

° Brute-force attack: Theattackettrieseverypossiblekey onapieceof ciphertext until
an intelligible translation into plaintext is obtained.

There are various types ofyptanalytic attacks based on the amount of information kriowime
cryptanalyst.

Zfaiif Known to Cryptanalyst

Ciphertext AEncryptionalgorithm

Only ACiphertext
AEncryptionalgorithm

Known :

Plaintext ACiphertext
AOneor moreplaintexi ciphertext pairsformedwith the secretkey
A Encryptionalgorithm

Chosen A Ciphertext APlaintextmessagehoserby cryptanalyst,

Plaintext togethemwith its corresponding

Ciphertext generateavith thesecretkey

A Encryptionalgorithm
ChoserCipher | A Ciphertext

text A Cipher text chosen by cryptanalyst, together with its
correspondinglecryptedlaintextgenerateavith thesecrekey
AEncryptionalgorithm

Choserirext

ACiphertext




A Plaintextmessagehoserby cryptanalysttogethemith its
corresponding

Ciphertext generateavith thesecretkey

A Cipher text chosen by cryptanalyst, together with its
correspondinglecryptedlaintextgenerateavith thesecrekey

Encryption algorithms are to be
° Unconditionally secure

° Computationally secure

An encryption scheme isconditionally secureif the cipher text generated fiye scheme does
not contain enough information to determine uniquely the corresponding plaintext.
An encryptionschemas saidto be computationally secure

° If thecostof breakingthe cipherexceedshevalueof the encryptednformation
° If thetimerequired to breakhe cipherexceedsheusefullifetime of the information.

4. SUBSTITUTION TECHNIQUES

A substitutiortechniquds onein whichthelettersof plaintextarereplacedy otherlettersor by
numbers or symbols.

Substitutiorcipherscanbe categorizedseither

i) Monoalphabetic ciphersor ii) polyalphabetic ciphers.
In monoalphabetisubstitutiontherelationshipbetweera symbolin the plaintextto asymbolin
the ciphertext is always ofte-one.

In polyalphabetic substitution, each occurrence of a character may have a different substitute.
The relationship between a character in the plaintext to a character in the cipher text is pne
tomany.

ST SU SE

VARIOUS SUBSTITUTIONCIPHERSARE

() CaesaCipheror Shift CipherOr Additive Cipher(Monoalphabeti€ipher)
(i) Playfaircipher

(i) Hill cipher

(iv) Vignerecipher(Polyalphabeticipher)

(v) VernamCipher orOnetime pad(Poly alphabetiacipher)




(i) CAESAR CIPHER (OR) SHIFT CIPHER

Caeser cipher was proposed by Julius Caesar. The Caesar cipher involves replacing each |
of the alphabet with the letter standing 3 places further down the alphabet.

plain: meet me after the toga party
cipher: PHHW PH DIWHU WKH WRJD SDUWB

plain: abcdefghijklmnopgrstuvwxyz
cipher: DEFGHIJKLMNOPQRSTUVWXYZABC

Let usassignranumericalequivalento eachletter:

g (b || |e|[F |03 |&|[1]|mn
013 [ |3 (4|80 T8[90

nlo|lplq|r s | t]ulv|w
B4 | 151617181 19]2]2 |2

-
™~

2
L)
o e~
4
| )
N

Traditionaf Symmetrlc«key Ciphers - ‘

Use the adqj
OLUTION We ; ) e cipher with key =15t0 encrypt the message “hello”.
apply the eneryption algorithn

Plaintext: h — ()7 M 10 the plaintext, character by character:

Plaintext: e — 4 gncnmry'plion: (07 + 15) mod 26 Ciphertext: 22 — W
Plaintext: | — 11 Encmpptgon: (04 +15) mod 26 Ciphertext: 19 — T
Plaintext: | — [} nepbuon: (114 15 mod 26 Ciphertext: 00 — A
Plaintext: o — 14 Tyption: (11 + 15) mod 26 Ciphertext: 00 — A

The result is “WTA E YPlion: (14 +15)mod 26 Ciphertext: 03 — D
laintext Charn(;t X AD”. Note that the cipher is monoalphabetic because two instances of the same
P er (I's) are encrypted as the same character (A ).

=

EXAMPLE 3.
2B Usethe additive cipher with key = 15 to decrypt the message “WTAAD".

SOLUTION - We apply the decryption algorithm to the plaintext character by character:

C.l phertext: W — 22 Decryption: (22 — 15) mod 26 Plaintext: 07 —= h
C'nphertext: T— 19 Decryption: (19 — 15) mod 26 Plaintext: 04 — ¢
Ciphertext: A — 00 Decryption: (00— 15)mod 26 Plaintext: 11 1
Ciphertext; A — 00 Decryption: (00 - 15) mod 26 Plaintext: 11 — 1
Ciphertext: D — 03 Decryption: (03 — 15) mod 26 Plaintext: 14 = o

The result is “hello™. Note that the operation is in modulo 26 (see Chapter 2), which means that a negative
Notethatthealphabeis wrappedaround, sdhatletterfollowing 6 z @ aid s
Foreachplaintext lettemp, substitutehe ciphertext letterc suchthat

C=E(3, P =(P+3) mod 26

Decryptionis

etter




P=D(3,c)=(G3) mod 26
ThegeneralCaesar algorithns

C =E(K, P)=(P+K) mod 26 where
k takesonavalue intherangel to 25.
The decryption algorithm is simply

P=D(K, C) =(C -K) mod 26

If it is knownthat agivencipher text isaCaesar cipher, thembruteforce cryptanalysis is easily
performed: simply try all the 26 possible keys.

Cryptanalysis of CaesarCipher

1. Theencryptionanddecryptionalgorithmsareknown

2. Thereareonly 26 possibl&keys.Hencebruteforceattacktakesplace
3. Thelanguageof the plaintextis knownandeasilyrecognizable

PHHW PH DIWHU WEKHE WRJID SDUWEB
KEY

I oggwv og <hrwgt vig vgic rctva
2 nffu nf bgufs uif uphb gbsuz
3 meet me after the toga parxtcy
4 ladds 14 zesdg sgd snfz ozgsx
= Xcecr ko ydrcp rfc rmey nyprw
& dbbag jb xcgbo geb gldx mxogwv
7 iaap ia wbpan pda pkcocw lwnpu
a nzzo hz vaozm ocz ojbv kvmot
a gyyn gy uznyl nby niau julns
10 fxxon £x - tymxk max mhzt ictkmre
TE ewwl ew sxiw]j lzw lgys hsilg
12 avevk dv rwkvi kyv kfxr grikp
13 cuuj cu - gviuh Jjxu jewg faohjc
14 btci bt puicg dwt idvp epgin
15 assh as othsf hvs hcuc defhm
i6 ZYYTg Zr nsSgre gur gdobtn cnegl
17 yvogf vg mrfgd frtg fasm bmdfk
18 XxXppe Xp lgepc =sp ezrl alcsad
i9 wood wo kpdeb dro dvgk  zxbdi
20 vnnc vn jocna can cxpj viach
21 ummb um inbmz bpm bwoi xizbg
22 tila ©i hmaly aci avnh whyat
23 skkz sk glzkx znk zumg vVgxze

N
i

rijy ri fkyjw ymi ytlf ufwyd
giix gi ejxiv xIi xske tcevxc

N
(4]

Brute-Force Cryptanalysis of CaesarCipher
(i) MONOALPHABETIC CIPHER
A Eachplaintextlettermapsto a differentrandomciphertext letter
A Here,26! Possiblekeysareusedto eliminatebruteforceattack
Thereis, howeveranotheline of attack.If thecryptanalysknowsthenatureof theplaintext(e.qg.,
noncompressed English text), then the analyst can exploiethearities of the language.

MONOALPHABETIC CIPHER:
A A SingleCipher alphabetor eachplaintext alphabeis usedthroughouthe process.




As a first stepthe relative frequencyf the lettercanbe determined and compared tstandard
frequency distribution for English

Ratherthanjust shifting thealphabetouldshuffle (jumble)thelettersarbitrarily
Relationship between a character in the plain text to a symbol in cipher text is always one {
one

Assumethebelowtable(withouttherepetitionof letter,anyletterscanbe mapped)

Plain: abcdefghlklmnopqgrstuvwxyz

Cipher:DKVQF IB JWPESCXHTMYAUOLRGZN

Example 1( By referring the abovetable)

Plaintext: MY NAME

CipherText: CZ XDCF

Fromtheaboveexample, wesaythat wherevewe useM. TheM lettercanreplacedoy C.
(i.e) A SingleCipheralphabetgor eachplaintext alphabet isisedthroughoutheprocess.

P 1333 H 583 F 333 B 167 C 000
Z 11.67 D 5.00 W 333 G 1.67 K 0.00
S 833 E 500 0O 250 Y 167 L 0.00
U 833 YV 417 A I 083 N 0.00
O 750 X 4.17 A 167 J 083 R 0.00
M 667
14 o
12
10 £
z 3 S~ &
g 6 i E B
4 ol i :
| ¢ 5 THIE
. A B C D E F G H 1 ? K L M \ O l; Q R S§ T U =¥ V\ ":\‘ Y 7

(0]



Relative frequency of letters in English text

UZQSOVUOHXMOPVGPOZPEVSGZWSZOPFPESXUDBMETSXATZ
t a & e te a that e e a a
VUEPHZHMDZSHZOWSFPAPPDTSVEPQUZWYMXUZUHSX

e t ta € ha e ee =2 e th t a
EPYEPOPDZSZUFPOMBZWPFUPZHMDJUDTMOHMQ

e e e tat e the t

Only four lettershave been identified, but alreagye have quite &it of the message. Continued
analysisof frequencieplustrial anderrorshouldeasilyyield a solutionfrom this point. Thecomplete
plaintext, with spaces added between words, follows:

it was disclosed yesterday that several informal but
direct contacts have been made with political
representatives of the viet cong in moscow

(i) PLAYFAIR CIPHER

The best known multiple letter encryption cipher is the playfair, which treats diagrams in the
plaintext as single units arithnslateghese units into cipher text diagrams. The playfair algorithm is
based on the use of 5x5 matrix of letters constructed using a keyword.

Letthekeywordbei monar c hy
Thematrixis constructedy
A Filling in the lettersof the keyword fromleft to right andfrom topto bottom
A Duplicatesareremoved
A Remainingunfilled cellsof the matrixis filled with remainingalphabetsn alphabeticabrder.
Thematrixis 5x5. It canaccommodat&5 alphabetsTo accommodatthe 26™ alphabet andJare
counted as one character.

M[O|[N|[A]|R
C|H|Y |B|D
E|F |G || K
L | P &|3|T
Ul VI IW|[X ]| Z

Rulesfor encryption

A Repeatinglaintextlettersthatwould fall in the samepair areseparateavith afiller letter such
asé x 6 .

A Two plaintext letters that fall in the same row of the matrix are each replaced by the lettef to
the right, with the first element of the row circularly following the last. For example, ar is
encrypted as RM.

A Two plaintext lettershat fallin the same column are eaplaced byhe letter beneath, with
the top element of the column circularly following the last. For example, mu is encrypted|as
CM.




A Otherwise gachplaintextletterin apair is replacedoy theletterthatlies in its ownrow andthe
columnoccupiedoy theotherplaintextletter. Thus,hsbecome®8P andeabecomed$M (or JM,
as the encipherer wishes).

Example

Plaintext: Balloon
Balloon

Ba Ix lo on

Ba? 1/JB

Ix2 SUlo2 PM
or? NA

Strength of playfair cipher
_ Playfair cipher isagreat advancever simple mono alphabetigphers.
[ Sincethereare26 letters, 26x26= 676diagramsarepossible, so identificatioaf individual
digram is more difficult.
Frequencyanalysiss muchmoredifficult.
Disadvantage

Easyto breakbecausét hasthe structureandtheresemblancef the plain textlanguage

(iv) HILL CIPHER

It is a multtletter cipher. It is developed by Lester Hill. The encryption algorithm takes 1
successivplaintextlettersandsubstitutegor themm ciphertextletters.The substitutions determined
by m linearequationsn whicheachcharacters assignechumericavalue( a =0, b = 1IFérm=2 5
the system can be described as follows:

a b c d e f g h i j k 1 m

0 1 2 3 4 5 6 7 8 9 10 11 12

n 0 p q r 5 L u v w X y VA
16 17 18 19 | 20 | 21 22 | 23 24 | 25

'(C] rKIIKIZR’[.? FT
C‘J = K“P{'HKB R mod 26
_CE mjiﬁljfilfcﬁi f:_

)

._.

)
—
-
—
wn

C=KP mod 26
C andP arecolumn vector®f length3 representinghe cipherandplain text respectively. Consider
the message 'ACT', and




0

2
19
Thekeybelow(or GYBNQKURPIn letters)
6 24 1
13 16 10
20 17 15
Thustheencipheredrectoris givenby:
6 24 1 0 67 15
13 16 10 2 1=122)])=|14 (mod 26)
20 17 15 19 319 7

which
correspondso aciphertextof' P OH 0

Decryption
Decryptionalgorithmis doneas P=K-1C mod 26

In orderto decrypt, wdaurntheciphertext back into aector,thensimply multiply by the inverse
matrix of the key matrix (IFKVIVVMI in letters).

6 24 1\ ° 8 5 10
13 16 10 =l21 8 21
20 17 15 21 12 8
Cipher text ofPOH'
8 5 10\ /15 260 0
21 8 21||1a])=|514]=] 2 (mod 26)
21 12 8§ 7 539 19

Now getsusbacktheplaintext'ACT'

Merits and Demerits

A Completelyhidessingleletterand? letterfrequencyinformation.
A Easilyattackedwith knownplaintext attack

(v) POLYALPHABETIC CIPHERS
Polyalphabeticipheris a simpletechniqueo improvemoncalphabetidechnique.
A Thereis nofixed substitution
A EachOccurrencef acharacter may hawedifferent substitut€i.e) wecanuse morghanone
substitution for the same letter
PlainText: MY NAME
CipherText: NP OBXZ ( here,M Letter carbereplacedvith N andX. No fixed substitute)

Thefeaturesare
_ A set ofrelated monealphabetic substitutiorules are used
C



https://en.wikipedia.org/wiki/Ciphertext

A keydeterminesvhich particularrule is chosen fol giventransformation.
Example:VigenereCipher
Eachof the 26 ciphers is laidbut horizontally, withthe key letter for eacltipher to itdeft. A normal

alphabet fothe plaintext runsacrosghetop. The procesf encryptionis simple:Givenakey letterx
andaplaintextlettery, theciphertextis attheintersectiorof therow labelledx andthe columnlabelled
y; in thiscasetheciphertextis V. To encryptamessagegkeyis neededhatis aslong asthemessage.
Usually, the key is a repeating keyword.
Key=deceptive
Plaintext=we arediscoveredsaveyourself
e.g..key=deceptivedeceptivedeceptive
PT=wearedscoveredsavenrself

CT =ZICVTWQNGRZGVTWAVZHCQYGLMGJ

Decryption is equally simple. The key letter again identifies the row. The position of the cipher

text letter in that row determines the column, andpthatext letter is at the top ¢iat column.

A B J K L Lad T UVIWXY|Z
J

0
ol
m
=
0
T
2

z
0

Z2rA—-IONTMMUNODPNXXSKCHANIOTO
0Z22rA=-IQOTMMUNWPNLXSEKCHNRIOT
TOZIrA--INTMUNBPN<KXSKCH0IO0
OTVO0ZIrA—-IONTMOUNWPN<LXSLCH0NRZT
POTVOZIrA——-IQMMUNBOPN<XSLCH0W

WIDTVOZIrA—=IQTMTMUNEIPN<LXSLCH

10|

OQTMMUNEDPNLXSKCHWIOTOZZrA==—-1I

N<XXSKCHWPOTO0ZErA=-IQOTMIN®D|
NXXSKCHANW IO TOZIFA=-IOTMUN®)»
PNXXSKCHAWIQOUTVOZIrA--IONTmMON®
WIN<XSKCANDOT0ZIrA=~-IQTMTN
NBPN<XSKCHNROTVOZZIrA——-IOTMO|
DNBPNKXSKCHANPQT0ZZrA=—-I QM|
MOND>N<XS<CANTOTOZEr Am=T 0|
MTMONWPNLXSLKCHANIOTVOZZrA——
IOTMOUNEDONLKXSKCANIOTOZRr A~
—IOTMUNOPNLXSKCHANEOTOZZrA
—=-IOTMMUNTDPNLXS<KCHANIPOVOZIrA
A—=IO0TMONODPN<LXS<KCHWIDTOZZr
FA=—IOTMUNWIPN<XXS<CH0n20v0Z3
ZFrA--IQTMUNWPNLXS<CHANRO0D02Z
4N PO0TVO0Z2rA-—-INTMMOUNBIPN<XSLC
CHAVPO0TO0Z22rA=—IOTMUNWPN<XXEL
KCHWIQUVOZZrA—-IQTMMUNWPN<XS
SKCHNPNT0ZRrA==-I0TMMUNTDN<X
XSEKCHVW RO DVOZ22rA=—-IQOTMON®> N
<XSKCHWAQTVOZZrA—-INTMUN®>N

EXAMPLE 2:




Expressed numerically,

key 3| 4|24 |15|19]|s8|21| 43| 4]|2]|4]15]
plaintext 22| -4 ) | 17 4 3 8 IS 2 14 | 21 4 17| 4
ciphertext 25 8 2 21 19 22 | 16 |13 O 17| 25 6 21 19
key o|slals]3 [2T3sTis[we]s]21] s
plaintext 3 |18| o0 21| 4 [24|2a|20 27|18 s [0 |5
Tmhcru\! 22| 21 |25 | 7 2 116|249 6 |11 12]| @6 q

Strength of Vigenerecipher o Therearemultiple ciphertext letters
for each plaintext lettero Letter frequency information is
obscured

(vii VERNAM CIPHER or ONE-TIME PAD
It is an unbreakable cryptosystem. It represents the message as a sequence of 0s and 1
can be accomplished by writing all numbers in binary, for example, asibngASCII. The key is a
randomsequencef0 amdl ofsame lengtlasthe messageOnceakeyis usedi,it is discardecand
never used again.
Thesystemcanbeexpressed a®llows:
Ci =Rk K;
Ci - ith binarydigit of ciphertext P; - i binarydigit of plaintextK; - ith binarydigit of key
07 exclusiveOR operation
Thus the cipher text is generatedg®rforming the bitwise XOR dhe plaintext and the key.
Decryptionuseshesamekey. Becausef thepropertieof XOR, decryptionsimply involvesthesame
bitwise operation:
Pi=Ci0 Ki
e.g.,plaintext=00101001
Key = 10101100
ciphertext=10000101

Key stream Keystream
generator generator
Cryptographic Cryptographic
bit stream ( &;) bit stream ( k)
Plaintext Ciphertext Phintext
(p) (e;) > (p)

Advantages

A

Vernam Cipher

It is unbreakableinceciphertext bearsno statisticalrelationshipto the plaintext

U7

Th



A Not easyto breakDrawbacks
A Practicallyimpossibleto generatearandomkey as tothelengthof the message
A Thesecondproblem isthat ofkey distributionandkey protection.
Dueto theabovetwo drawbackspnetime padis of limited useandis usedfor low bandwidth channel
which needs high security.
5. TRANSPOSITION TECHNIQUES

A very different kind of mapping is achieved by performing some sort of permutation on the
plaintext letters. Thitechnique is referred to agransposition cipher. iRail Fence Cipher
It is simplestof suchcipher,in whichtheplaintextis writtendownasa sequencef diagonalsaindthen
read off as a sequence of rows.
Plaintext= meetatthe schoolhouse

To encipher this messagath arail fenceof depth2, We
write the message as follows:
m e at e c o | o s

e t t h s h o hu e
The encryptednessag€iphertext MEATECOLOSETTHSHOHUEI)
Row Transposition Ciphers
A morecomplexscheme is tovrite the message imarectangle, rovby row, andreadthe messageff,
columnby column, but permutthe orderof thecolumns. Therderof columnsthenbecomeshe key
of the algorithm.
e.g.,plaintext= meetattheschoolhouse
Key=4312567
PT=meetatt
heschoo

| hous ex

CT =ESOTCUEEHMHLAHSTOETOX
Demerits

A Easilyrecognizeecausehe frequencyis samein bothplaintext andciphertext.

A Canbemadesecureby performingmorenumberof transpositions.

6. STEGANOGRAPHY

In Steganography, the plaintext is hidden. The existence of the message is concealed,
examplethesequencef first lettersof eachword of theoverallmessagspellsoutthehiddenmessage.
Various other techniques have been usstbrically; some examples are the following:

A Character marking: Selected letters of printed or typewritten text are overwritten in pencil.
The marks are ordinarily not visible unless the paper is held at an angle to bright light.

A Invisible ink: A number ofsubstances care used for writing but leave no visible trace until
heat or some chemical is applied to the paper.

A Pin punctures: Small pin puncturesn selected letters are ordinarily nasible unlessthe
paper is held up in front of a light.

For



A Typewriter correction ribbon: Used between lines typed with a black ribbon, the results of
typing with the correction tape are visible only under a strong light.

Drawback
A It requiresalot of overheado hidearelativelyfew bits of information.
A Oncethesystemis discoveredit becomewirtually worthless

MODERN CRYPTOGRAPHY:

Modern cryptography is the cornerstone of computer and communications security. Its foundatign is
based on various concepts of mathematics such as number theory, comptatigpiakity theory,
and probability theory.

Difference betweenClassicalCryptography and Modern Cryptography:

It manipulates traditional It operates on binary bit
characters, i.e., letters and digits sequences.
directly.

It is mainly based on ‘security It relies on publicly known
through obscurity’. mathematical algorithms for
coding the information.

It requires the entire Modern cryptography requires

cryptosystem for parties interested in secure

communicating confidentially. communication to possess the
secret key only.

Cryptology:
° Cryptographyis the art and scienceof making a cryptosystenthat is capableof
providing information security.
° The art and scienceof breaking the cipher text is known as Cryptanalysis®
Cryptologyis the studyof codesbothcreating andolvingthem.




Cryptology

Cryptography Cryptanalysis

Perfect Security:

Perfect Secrecy (or Informatigheoretic secure) means that the ciphertext conveys no informatia
about the content @he plaintext. Ireffect this means that, no matter how muaghertext you have,

it does not convey anything about what the plaintext and key were.

Perfect Security

Shannon C. E, A Mathematical Theory of
Communication, Bell system technical journal, 1948

O Also called Unconditional security, Information-theoretic security

Q) Attack model : ciphertext-only attack

B—s—F
= -
K i
R

(Computationally unbounded)

O Informal definition : “Irrespective of any prior info. the attacker has about m,
the cipher-text ¢ should leak no additional information about the plaintext”

n



Perfect Security : Original Definition

d Informal definition : “Irrespective of any prior info. the attacker has about m,
the cipher-text ¢ should leak no additional information about the plaintext”

O Formal definition : An encryption scheme (Gen, Enc, Dec) over a plain-text
space M is perfectly-secure if for every probability distribution over Mand X,
every plain-text m € M and every cipher-text ¢ € C, the following holds:

PriM=m|C=c] = PrM=m] N
g \
Posteriori probability that m a-priori probability that m
is encrypted in ¢ might be communicated )
Observing the cipher-text ¢ does not change the )
attacker’s knowledge about the distribution of plaintext

Perfect Security : Various Definitions

U Shannon’s definition : for every O Equivalent definition: for every
probability distribution over Mand K, probability distribution over Mand X,
every plain-text m € M and every et every plain-text my, m; & M and every
cipher-text ¢ € C: cipher-text ¢ & C:

PrM=m|C=c¢c] = Pr [M=m)] PrfC=c |M=mgy] = Pr(C=c|M=m,]

Interpretation:

1)Probability of knowing a plain text remains the same before and after seeing the
cipher text

2)Probability distribution of cipher text is independent of Plain text.

Perfect secrecy has nothing to do with plaintext distribution. Thus a crypto-scheme
will achieve perfect secrecy irrespective of the language used in the plaintext.

Information theory:
A Concepts, methods and results from coding theory and information theory are widely used
cryptography and cryptanalysis. See dinicle ban (unit) for a historical application.
A Information theory is also usedin information retrieval, intelligence gathering,gambling,
statistics, and even in musical composition.
A A key measure in informatiatheoryis Entropy. Entropyuantifiesthe amount ofincertainty
involved in the value of a random variable or the outcome of a random process.




A In termsof Cryptographyentropymustbesuppliedby thecipherfor injectioninto theplaintext
of amessageo asto neutraliseheamountof structurehatis present irtheunsecurelaintext

message.
Product Cryptosystem:
P-box S-box Product cipher
] I 0 (1) : 81 85 Sg :
] T — 8 Er— L
| - o @ = S Sg S —
] L 8 6 — P Py Py Ps [
AN 9 3 — S S; Siy —
—1 O o — [—
— — O [ — I
_V N = = — Sy Sg St —
(a) (b) (c)

Basicelementsof product ciphers.
(a) P-box. (b) S-box. (c) Product.

Cryptanalysis:
Cryptanalysis ishe studyof ciphertextciphersandcryptosystemsvith theaim of understanding how
they work and finding and improving techniques for defeating or weakening them.




UNIT I SYMMETRIC KEY CRYPTOGRAPHY

SYMMETRIC KEY CRYPTOGRAPHY: Algebraic structures Modular arithmetiecEu c | i d s-
Congruence and matricessroups, Rings, FieldsFinite fieldsSYMMETRIC KEY CIPHERS: SDESI
Block cipher Principles of DE$ Strength of DES Differential and linear cryptanalysisBlock cipher
design principles Block cipher mode of operatiain Evaluation criteria for AES Advanced Encryption
Standard RC4i Key distribution.

ALGEBRAIC STRUCTURES

° Cryptographyrequiressetsof integersandspecificoperationghataredefinedfor thosesets.
° The combinatiorof the set andhe operations that are appliedhe elements dhe set is called
an Algebraic Structure.
MODULAR ARITHMETIC

If ais anintegerandn is apositiveinteger, wedefinea modnto betheremaindewhena is divided by

n. The integern is ) calledthemodulus.
a=gn+r O0=r<mnm

g = laln
The  division R relationship (a = q x n + r) discussed in the previg

section has two inputs (a and n) and two outputs (g and r). In maditlanetic, we are interested in on
one of the outputs, the remainder r.

The modulo operatas shownasmod. Thesecond input (n) isalledthe modulusTheoutputr is calledthe
residue.

Z=(. . 21012 ... Z=¢. ... 21012 ...
l(l la

Relation n—> mod Operator

(positive)
q r (nonnegative) r (nonnegative)

n—>
(positive)

al

us



Examples
Find the result of the following operations:
a. 27 mod5 b. 36 mod 12
Solution
a. Dividing 27 by5 resultsnr =2
b. Dividing 36 by12 resultsnr = 0.

CONGRUENCE
Two integersaandb aresaidto becongruent modulao if

a (mod n)l b (mod n) a [ b (mod n) 73
23
Properties of Congruences
Congruencebkavethefollowing properties:
1.a b (mod n) ifn|(ab)
2.a [b(modn) impliesb fa(modn)
3.al b(modn) andbl c(modn)implyal c(modn).
To showthattwo integersarecongruentwe usethecongruenc@perator( [ )Forexamplewe write:

2 =12 (mod 10) 13=23 (mod 10)
3=8(mod 5) 8=13(mod)5)

Example:

Perform the following operations(the inputs comefrom Zn): a.
Add 7 to 14 in Z15.

b. Subtract 11 from 7 in Z13.

c. Multiply 11by 7in Z20.

Solution
(14 +7)mod 15 — (21)mod 15=6
(7—11)mod 13 — (—4) mod 13=9

(7X11)mod20 — (77)mod20=17

MODULAR _ARITHMETIC OPERATIONS
Modulararithmeticexhibitsthe followingproperties:
1.[(amodn) + (b modn)] modn=(a+ b) modn
2. [(amodn) - (b modn)] modn =(a- b) modn
3.[(amodn) * (b modn)] modn=(a* b) modn

Example: 11 mod 8 =3; 15 mod 8 =/




[(211 mod8) + (15mod8)] mod 8= 10mod 8=2
(11+ 15)mod 8 = 26mod8 =2

[(211 mod 8)- (15 mod 8)jmod8 =-4 mod 8 =4
(11-15)mod8=-4mod8=4

[(212 mod8) * (15 mod8)] mod 8=21mod 8=5
(11* 15)mod 8 =165 mod8 =5

RELATIVELY PRIME
Two integersarerelatively prime, if theironly commonpositiveintegerfactoris 1.
8 andl15arerelativelyprimebecause
Positive divisors of 8 are 1,2,4,8
Positivedivisorsof 15arel, 3,5, 15 Therefore,
common positive factor=1.

EUCLIDEAN ALGORITHM
Euclidean algorithm is a simple procedure for determining the greatest common diwsompokitive
integers.
Thepositiveintegerc is saidto bethegreatestommondivisor ofa andb if
1.cisadivisorof aand ofb.
2. Any divisor of a andb is adivisor of c.
Fact1l:gcd(a,0)=a
Fact 2: gcd(a, b) = gcd(b, r), where ris the remainderof dividing a byb

”'1 =a r=> ‘—" T | Py & s — B (Initialization)
e T while (75 > 0)
[ 72 |- {
p e q «— ryl rs;
’ i s ‘ >| 0 7’ rooeIn gy
S ¥y s=Fzi Tp =¥
v \ 4
o] |
ged (a, b)=r ged (a, b) «— 7y
a. Process b. Algorithm

EUCLID(a, b)




1.A4 a,Bab

2.if B=0return A = gcd@, b)

3.R=AmodB
4.Aa B
5.Ba R
6.goto 2

Euclidean Algorithm Revisited

For any integersa, b, with aOb O  @cd(,

b) = gcd(b, amod b)

Example 1 gcd(55,22) = gcd(22,55 mod 22) gcd(22,11)
=119gcd(18,12)=gcd(12,6) =gcd(6,0) = 6 gcd(11,
10)=gcd(10,1) =gcd(1,0)=1

Example 2 Find the greatestcommondivisor of 2740and 1760.Solution:

We have gcd (2740, 1760) = 20.

: We have gc@25,65)=5.

o ry L rr
1 2740 1760 080
1 1 760 980 780
1 980 780 200
3 780 200 180
I 200 180 20
o 180 20 9]
20 0
Example 3 Find the greatestcommondivisor of 25 and 60.Solution
ry ro r
(6] 25 60 25
2 60 25 10
2 25 10 5
2 10 5 0

5

0




Recursivefunction: If (b=0)
then return a; else return
Euclid(b, a mod b);

Euclidean Algorithm
Calculate Which satishies
ry = amod b a = qb +
r- = bmod ry b =g +r
3 = rpmodrz = qgara + r3
- -
-
- -
r, =r,_modr, , T2 = Gu¥n—3 + Tn
Thnst = Fp—ymodr, = 0 Tn-1 = Gni1Tn + 0
d = ged(a.b) =r,

EXTENDED EUCLIDEAN ALGORITHM

Giventwo integersa andb, we oftenneedto find othertwo integers s andt, suchthat

sXa+txb=gcd(a,b)
The extendedEuclideanalgorithmcancalculatethe gcd (a, b) andat the sametime calculatethe valueof s
andt.
h=an=by 15=1 5=00 h=0 b=l G Beh
1740 I 5 § =% Si—15 w0 (Imtialization)
‘ ] | B F = | he0, fHel
Y Y Y Y Y Y while (, > 0)
rl r3—> I SI 53—} § l] !2—-) | |
; e Gyl
L] L] ] ' '
[ [} ' [ ' ren—g%h;
(] [} [} (] ' & Todating #'s
Ty, e (Updaiig3)
I h S H g h h=y |
il Updating s's)
— % =T R Rt poempes
Y Y Y Y
| B (et gt
o "l L (Updating ')
L
wd(a,b)=r 575, (= |
ged(a,b) =i ses 11

2. Drocess

b. Algorithm




Examplel: Given a=161and b =28, find gcd (a, b) and the valuesof sand t.

ron r S; 8 § i b f
5 | I6l 28 21 0 I 0 |1 =5
I 28 21 ] 0 1 =} I =5 6
3 21 7 | = o I < (B
“EEN EWN KEN
Solution
Wegetged(161,28)= 7,5=  Tanit = 6.

POLYNOMIAL ARITHMETIC

A polynomial of degreen (integern O0) is anexpressiorof the form

n

1 "l i
+ax + ay = D ax

f(x) =ax" + a,_x""" + -

wherethea; i coefficients

n=m

fix) = Jax;  gx) = X bxh
=0 i=1
Addition is definedas

fix) + g(x) = Z(a + B+ Ell\

i=m+1

Multiplication is definedas

fx) % g(x) = 3 et
=)
where

Cp = Qyby + ayby_y + -+ agp_1by + apby




Eg.: Letf(x) = x3+ x2 + 2andg(X) = X* - x + 1, whereS s the set ofintegers Then
f(x) +g(¥) =X+ 2% - x + 3f(x) - g(x) =3 + X + 1f(X) * g(x) =x° + 3x?- 2x + 2

Example 1 Find gecd[a(x), b(x)] for a(x) =x8 +x°>+ x*+x3+x2+ x+ land b(x) =x*+ x?>+ x + 1.
Euclidean algorithm to compute the greatest common divisor of two polynomials gcdfa(x),
b()] = gcdb(X), a(x) modb(x)]

=gcd(b(x),r1(x))

=gcd[r1(x),b(x)modrl(x)]

P+ x
.1'4+x3+,\'+'l/k°+x5+x4+x3+x2+x+1
x° ity gyl
2 +.x 41
x X4+ xt+x
3 2
X+ x* + 1

Then, we divide b(x) by ri(x).

x+1
X+t 1/t +xf+x + 1
s e +x
4 2 +1
2+ x> +1

This yields r>(x) = O and g»(x) = x + 1.
Therefore, geda(x).b(x)] = ri(x) = x° + ¥* + 1.

MULTIPLICATIVE INVERSE

It is easyto find themultiplicative inverseof anelement inGF(p) for smallvaluesof p by constructinga
multiplication table, such as shown in Table and the desired result can be read directly. However, for la
values ofp, this approach is not practical.




- 0 1 2 3 -+ 5 6
0 0 1 2 3 4 5 6
1 1 2 3 4 5 6 0
2 2 3 4 5 6 (] 1
3 3 4 5 6 0 1 2
4 4 5 6 0 1 2 3
5 5 6 0 1 2 3 +
6 6 0 1 2 3 - 5
(a) Addition modulo 7
e 0 1 2 3 4 5 6
0 0 0 0 0 0 0 0
1 0 1 2 3 4 5 6
2 0 2 4 6 1 3 5
3 0 3 6 2 5 1 4
- 0 + 1 5 2 6 3
5 0 5 3 1 6 + 2
6 0 6 5 4 3 2 1

(b) Multiplication modulo 7

W -w !
0 0 ~
1 6 1
2 5 <
3 -+ 5
4 3 2
5 2 3
6 1 6

(c) Additive and multiplicative
inverses modulo 7

If a andb arerelatively primethenb hasa multiplicative inversemoduloa. Thatis, if gcd@, b) = 1, thenb
hasa multiplicative inversemoduloa. Thatis, for positiveintegerb < a, thereexistsa b-1 < a suchthat bb!
=1 moda.

If aisaprimenumberandb < a, thenclearlya andb arerelativelyprimeandhaveagreatestommon
divisor of 1. We now show that we can easiynputeb-1 using theextended Euclidean algorithm.




Finding the

Polynomial Arithmetic Modulo (x* + x + 1)

000 001 010 (11 100 101 110 111

+ 0 1 x x+1 s Sl Oax rx+l
000 0 0 1 X x+1 e 241 P41 S G |
001 1 1 0 x+1 X P41 e rr+ SHx
010 X X x+1 0 ! by Prx+l T ©+1
0 x+1 r+1 % 1 0} Prr+l ¥i+x 41 v
100 X Y 2 +1 P +x b ST | 0 1 X ¥ +1
101 241 2 +1 e O orx4l 2o+ 1 0 x +1 x
1o 24 Prx | x4 2 2+l x x+1 0 !
11 ?+x+l | P4+ &+ ?+1 Y ¥ +1 X ! 0

(a) Addition
000 001 010 011 100 1M 110 1

X 0 ! x x+1 ¥ x*+1 X +x ¥ +x+1
000 0 0 0 0 0 0 0 0 0
001 1 0 ! X r+1 x 241 x| +x+d
010 x 0 x x> x +x X+ 1 X +rx+1| ¥ +1
on x +1 0 ¥t ¥ +x Vel | ra+d % 1 x
100 x? 0 x* x+1 [ +x+1| x*+x x ¥+ 1
01 2+1 0 Z4a 1 2 x F extd| B3 -
110 P+x 0 X +x [ +x+d 1 a2+ x +1 x i
33 X+x+1 0 2 +x+1 2 +1 x 1 2 +1 P x+1

(b) Multiplication

Multiplicative Inverse of a polynomial




CONGRUENCE AND MATRICES

Forapositiveintegern, two integersaandb aresaidto becongruentmodulon (or ais congruento b modulo
n), if aandb havethe sameremaindewhendividedby n (or equivalentlyif ai bis divisible by n). It canbe
expressed as a [ b mod n.

Matrices:A matrix of sizel X m
m columns

Matrix A:

[ rows
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Examples ofmatrices

[2 1 5 11] 2 23 14 56 0 0 [1 0}
Row matrix 4 12 21 18 g g 0 1
- 10 8 31 I
Column ‘ 0
matrix Squa.re
matrix

Operationsand Relations: Addition and subtraction of matrices

12 4 4 - s 2> 1| " 7 2 3
11 12 30 | 3 2 10 | ] 10 20
C = A + B
> o > s > ! 7 2 3
—s —8 10| | 3 2 10 | 8 10 20
D = A — B

Multiplication of a row matrix by a columnmatrix:

[§]=[531]x[

—

N oS W

Il

In which: 53 =5 <7 +2 <8+ 1 < 2

Multiplication of a 2 x 3 matrix by a 3 x 4 matrix

B
C A
7 3 2 1
52 18 14 9 a 2 |1
= x(8 0 0 2
41 21 22 7 3 2 4
1 3 4 0
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Scalarmultiplication

B A
15 6 3 5 2 1
= Fix
[9 6 12} {% 2 4}

The determinant of a squarematrix A of sizem x m denotedasdet (A) is a scalar calculated
recursively as shown below:

1. Iftm=1,det(A)=ay,

2. Ifm>1,det (A) = E (—1)*1x a;; x det (Aj;)

1=1...m
Where A;; is a matrix obtained from A
by deleting the ith row and jth column.

Calculating the determinant of a 2 x2 matrix based on thedeterminant of a 1 x1 matrix
5 2 )
det 3 4 =(-l)]'lxsxdet4‘+(—1)1+2X2Xdet]3|—>5><4—2><3:14

ap; ap
de{ = aj; X ay T appXay

dy) 4y

or

Calculating the determinant of a 3 x 3 matrix

3 4

5 2 1 0 -4
det| 3 0 -4|=(-1)*1 x5 x det + (=112 x 2 x det g i

3
+ (=D x 1 x det 5

=(+1) % 3 x (+4) + (=1) x 2 x (24) T (+t1) x 1 x(3)=-25
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Cryptography uses residuematrices: matriceswhere all elementsare in Z,. A residuematrix hasa
multiplicative inverse if gcd (det(A), n) = 1.

3 5 7 2 15 21 0 15
1 4 7 2 23 9 0 22
A: A_II
6 3 9 17 15 16 18 3
13 5 4 16 24 7 15 3
det(A) = 21 det(tA™) =5

GROUPS,RINGS, AND FIELDS
Groups, rings, and fields are the fundamental elements of a branch of mathematics known as
algebra, or modern algebra.

GROUPS

A group G, sometimeslenotedby {G, 8 gsetof elementsvith abinaryoperatiordenotecoy At
associateto eachorderedpair (a, b) of elementsn G anelement & Ab) in G, suchthatthe following axioms
are obeyed:

(A1) Closure: If aandb belongto G, thena Ab is alsoin G.

(A2) Associative:aAlfk) = (at) dfor all a, b, cin G.

(A3) Identity element: Thereis anelementein G suchthata Ae=eAa=aforallain G.

(A4) Inverse element: Foreacha in G, thereis anelementa™ in G suchthataAa =a'Aa=e.

If a group has a finite number of elements, it is referred tofiste group, and theorder of the group is
eqgualto the number of elements in the group. Otherwise, the groupindi@ite group. A group is said to
beabelianif it satisfies the following additional condition:

(A5) Commutative: a Ab =b Aafor all a, bin G.

A groupG is cyclic if everyelementof G is apowera® (k is aninteger)of afixed elementa UG. Theelement
a is said togeneratethe groupG or to be agenerator of G. A cyclic group is always abelian and may

finite or infinite.

RINGS
A ring R, sometimegdenotedby {R, +, *}, is a setof elementswith two binary operationscalled
additionandmultiplication 6 suchthatfor all a, b, c in R thefollowing axiomsareobeyed.
(Ali A5) Ris anabeliangroupwith respecto addition;thatis, R satisfiesaxiomsAl throughAb5.
(M1) Closure under multiplication: If a andb belongto R, thenab is alsoin R.
(M2) Associativity of multiplication: a(bc) =(ab)cfor alla, b, cin R.
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(M3) Distributive laws: a(b +c) =ab+ acforalla, b,cinR
(a+b)c=ac+bcforalla b, cinR
A ring is saidto becommutative if it satisfiesghefollowing additionalcondition:
(M4) Commutativity of multiplication: ab=baforalla, bin R.
An integral domain, which is a commutative ring that obeys the
following axioms.
(M5) Multiplicative identity: Thereis anelementl in Rsuchthatal = la=aforallain R
(M6) No zerodivisors: If a, bin Randab= 0,theneithera=0orb=0.

FIELDS

A field F, sometimesienotedby { F, +, *}, is asetof elementsvith two binaryoperationscalledaddition
andmultiplication, such that for alf, b, c in F the following axioms are obeye(A1li M6) F is an integral
domain; that isF satisfies axioms Al through A5 and M1 through NIG.7) Multiplicative inverse: For
eachain F, except 0, there is an element in F such thataa® = (a@ha=1

.

(A1) Closure under addition:
(A2} Associativity of addition:
(A3) Additive identity:

Group

(A4) Additive inverse:

Abelian group

(AS) Commutativity of addition:

(M 1) Closure under multiplication:
{M2) Associativity of multiplication:
(M3) Distributive laws:

Commutative ring
Ring

Field
e

Integral domain

(M4) Commutativity of multiplication:
(MS5) Multiplicative identity:

{M6) No zero divisors:

(M7) Multiplicative inverse:
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FINITE (GALOIS) FIELDS
° Finitefields playakeyrole in cryptography.

° Finitefield is afield thatcontainsafinite numberof elements
° |t Canshownumberof elementsn afinite field must beapowerof aprimep”
° knownasGaloisfields, denotedGF(p")

° In particularoftenusethefields:
n=1 thenwe sayasGF(p),or p=2 thenwe sayasGF(2"n).

°  GF(p)istheset ofintegerd0,1, é , p-1} with addition& multiplicationmodulop.

° Thisformsan weblelh avedi@d fi nite
DATA ENCRYPTION STANDARD

Introduction:

The most widelysedprivatekey block cipher, isthe DataEncryptionStandardDES).

DES encrypts data in édit blocks using a 56it key.
IBM developed_ucifer cipher
T byteamled by Feistelin late6 0 6 s
T used64-bit datablockswith 128-bit key
° thenredeveloped as a commeraigdher withinput fromNationalSecurityAgency(NSA)
and others.
° IBM submittedheirrevisedLucifer whichwaseventuallyaccepteasthe DES. Over View

of DES:
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The overall schemefor DES encryption is illustrated:
Plaintext mustbe 64 bits inlengthandkey lengthis 56 bits inlength.

In thefigure givenbelow theleft sideshowsthebasicprocesgor encipheringa 64-bit datablock
which consists of:
A aninitial permutatior(IP) which shufflesthe 64-bit input block
A 16 roundsof a complexkey dependentound function involving substitutions&
permutations
A afinal permutation, beintgheinverseof IP
Theright sideshowsthe handlingof the 56-bit key andconsistof:

A aninitial permutatiorof thekey (PC1)whichselect6-bits out of the 64-bits input, in
two 28bit halves

A 16stagego generat¢he 48-bit subkeysusinga leftcircularshift anda permutatiorof
the two 28bit halves
Fig 1.1 Overviewof DES

64-bit plaintext

64-bit key
B /\Aﬁ
f++¥¥vvvvvv4\ v WY ¥¥¥¥yx¥d

( Initial Permutation ) (Permuted Choice 1 )
¢64 ¢56

( Round 1 i = Permuted Choice 2)1—?2( Left circular shift )
¢64 ¢56

( Round 2 K e TP )1752( Left circular shift )

v

y
K 48 56
( Round 16 H’—(Permuted Choice 2 H Left circular shift )

( 32-bit Swap )
&64 bits

Inverse Initial
Permutation
L 387,

B ~— =3
64-bit ciphertext

Themainphases itheleft handsideof theabovefigurei.e. processingf theplaintextare
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1 2 3 4 5 6 7 8

9 10 11 12 13 14 15 16
17 18 19 20 21 22 23 24
25 26 27 28 29 30 31 32
33 34 35 36 37 38 39 40
41 42 43 44 45 46 47 48
49 50 51 52 53 54 55 56
57 58 o9 60 61 62 63 64

Table 1: Actual 64 bit order

Initial Permutation (IP): Theplaintextblock undergoesninitial permutation. 64its of the block
arepermuted. Foexamplethe actualinput messagerdercanbeas followsaccordingto their bit
positions:

An example initialPermutation obtained by just writing the even numbemdmns first
in the row wise and odd numbered columns later in the row wise.

Table 2: Initial Permutation

58 50 42 34 26 18 10 2 |l
60 52 = 36 28 20 12 -
62 54 46 38 30 22 14 6
cd 56 48 40 32 24 16 8
57 49 41 33 25 17 9 1
59 51 43 35 27 19 11 3
61 53 45 37 29 21 13 5
63 55 47 39 31 23 15 7

A Single RoundTransformation:

A On the right handside part of the figure, the usageof the 56 bit key is shown.
Initially the key is passethrough a permutation function.

Now for each of the 16 iterations, a new subf€y is produced bycombination
of a left circular shift and a permutation functahich issame for each iteration.
A differentsubkeyis produced because dpeatedhifting ofthe key bits.

The left and right halvesf each64 bit intermediate value are treatecsaparated
32-bit quantities labeled L (left) and R (Right).
Theoverallprocessingteachiterationis givenby following stepswhichformone
round in arS-P network.

p ST S S
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Li =Ri-1.
Ri=Li-1 FR&1Ki)

WhereFunction Fcanbe described aB ( S(E(R(i-1)9) K(i) ))

The following figure shows a closer view aligorithms for a single iteration. The 64bit

permuted input passes through 16 iterations, producing an intermedibie \Bdue at the
conclusion of each iteration.

= &2 B L = =32 Bliny = —— 28 hics—e a—28 hics—
Lil I Rig I Cil I D1 I
| e SR o T 'v L
XI Left zhiftiss I Left shiftist

K. 1"|. Permatation/contraction
' \  {Permuted Choice 2)

i

e

Single Round of DES Algorithm

Fig 1.2 Single Round Function A

Complex Transformation (F):

Thisagaincontaingwo subtransformation$) Expansiortransformatior(E)
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i) Substitutiortransformation(S)

i) Expansiontransformation
[ 64 bit permutedlock undergoed 6 roundsof complextransformation.
C Subkeys are used in each of the 16 iterations.
C Theround KeyKi is 48 bits.
O The R input is 32 bits. The R input is first expanded to 48 bit by using a table
that defines a permutation plus an expansion that involves duplication of 16 of R
bits.

L TheExpansioris asfollows: Themiddleelementelongto the32 bit R inputand
Left and right 8 elements are the duplicationthefR input, to make as 48 bit.

32 1 2 3 B =
= 5 (=3 7 8 =.
8 = 10 11 12 13

12 13 14 15 16 17

16 17 is8 is 20 21

20 21 22 23 24 25

24 25 26 27 28 29

28 29 30 31 32 = 3

Table 3: Expansion Permutation

i) Substitution transformation
TheRole of the S-Box in thetransformatior(F) is asfollows,

Thesubstitutionconsistof a set 0f8 S-Boxes,eachaccepts$ inputand producé outputbits.

Thesetransformations are defined asfollows:

L Thefirst and last bit®f 6bitsusedto specifytherow, andtherestof the 4 bits are
usedto specifythe columnof the specific box.The datain the specifiedpositionis
used to replace.

[ The first and last bits of the input to box Si form-aibinary number to select
one of four substitutions defined by the four rows in the table for Si.

L The middle four bits select one of thixteen columns. The decimal value in the
cell selected byhe rowand column is thenonvertedo its 4bit representatioto
produce the output.

Table 4: Substitution Table (S-Box)
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Col| Col| Col| Col| Col| Col| Col| Col| Col| Col| Col| Col| Col| Col| Col| Col

o 1 2| 3 4 5 6 7/ 8 9 10| 11| 12| 13| 14| 15
RowO| 14| 4, 13] 1| 2| 15 11, 8| 3| 10| 6| 12| 5 9| O0f 7
Rowll O] 15 7| 4| 14 2| 13, 1| 10, 6| 120 11} 9| 5 3| 8
Row2| 4| 1| 14| 84 13} 6, 2| 11| 15 12| 9] 7| 3| 10f 5 O
Row3| 15| 12 8 2 4 9 1 7| 5| 11} 3| 14 10, 04 6| 13

For example

In S1, for input01110Q therow is 01 (row 1) andthecolumnis 1100(column12). The
value in row 1, column 12 is 9, so the output is 1001.

[ R (32 bits) |
[ 48 Ibits | s [ K <4z§ bits) |
\l/
(50 (3) () (s) (8 () (s) (o)

[ 32 bits ]

Calculation of F(R.K)

Theoutertwo bitsof eachgroupselect on@f four possiblesubstitutiongonerow of anS-
box). Then a it output value is substituted for the particulanittinput (the middle four input
bits). The 32bit output from the eight -Boxes is then permuted, so that on the mewnhd, the
output from each -Box immediately affects as many others as possible.

Inverse Initial Permutation (IP'l): The 64bit output undergoes permutatiorthat is inverse of
the initial permutation.

Table5: FinalPermutation
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(b) Inverse Initial Permutation (IP-1)

40 8 48 16 56 24 64 32
39 7 47 15 55 23 63 31
38 6 46 14 54 22 62 30
37 5 45 13 53 21 61 29
36 4 - 12 52 20 60 28
35 3 43 11 51 19 59 27
24 2 42 10 50 18 58 26
33 i 41 9 49 17 57 25

Sub Key Generation Algorithm: A 64-bit key is used as input to the algorithm. The bitthefkey are
numbered from 1 through 64yery eighth bit is ignored, as indicated by lack of shadinm Table 6.
The key is first subjected to a permutation governed table labelled Permuted Choice One, indicated
in Table 7.

The resulting 5&it key is then treated as two-P& quantities, labelled CO and DAt
eachround, Ci-1 and Di-1 are separatelysubjectedto a circular left shift or (rotation) of 1 or
2 bits, as governed by Table 9These shifted values serve as input to the next round. dlkey
serve as input to the part labelled Permuted Choice Two, represented in Table 8, which produce
a 48bit output that serves as input to the function .

UJ

Table 6: Input Key
] 2| 3| 4| 5| 6| 7| 8
9| 10|11 (12|13 |14 | 15| 16

17118 |19 2C| 21| 22| 23| 24

28| 26| 2728 29|30|31]| 32

35|34 35|3€|37|38|39| 40

41 | 42 | 43| 44| 45| 46 | 47 | 48

4¢ | 50 | 51| 52 | 53 | 54 | 55 | 56

5/ | 58| 59| 6C|61|62| 63| 64

Table 7: Permuted Choice-1
57| 49| 41| 33| 25| 17 9

1| 58| 50| 42| 34| 26| 18

CS8792CRYPTOGRAPHYAND NETWORKSECURITY Page21




PRATHYUSHENGINEERIN@OLLEGE

10| 2| 59| 51| 43| 35| 27
19| 11| 3| 60| 52| 44| 36
63| 55| 47| 39| 31| 23| 15
7| 62| 54| 46| 38| 30| 22
14| 6| 61| 53| 45| 37| 29
21| 13| 5| 28| 20| 12| 4

Table 8: Permuted Choice-2
14| 17| 11| 24| 1| 5| 3| 28
15| 6| 21| 10| 23| 18| 12| 4
26| 8| 16| 7| 27| 20| 13| 2
41| 52| 31| 37| 47| 55| 30| 40
51| 45| 33| 48| 44| 49| 39| 56
34| 53| 46| 42| 50| 36| 29| 32

Table 9: Scheduleof Left Shifts

Round
Numbers 1| 2| 3| 4| 5| 6| 7| 8| 9| 10| 11| 12| 13| 14| 15| 16

BitsRotated | 1| 1| 2| 2| 2| 2| 2| 2| 1| 2| 2| 2| 2| 2| 2| 1

DES Decryption:

The DES decryption uses the same algoridsnencryption, except the applicatiorsab
key in the reverse order.

The Avalanche Affect of DES:

A desirable property of any encryption algorithm is that a small change in either the plaintext or the
key should produce a significant change in the ciphertext. In particular, a change in one bit of th
plaintext or one bit ofthe key should produce achangein many bits of the ciphertext. This is referred
to as the avalanche effect.

Strength of DEST Key Size

1. TheKey
[ Thelevelof security provided by DESin two areas:key sizeand the nature of the algorithm.

L With a key length of 56 bits, there are 2756 possiblekeys, which is approximately
7.2*10716 keys. Thus a brute-force attack appearedimpractical. HoweverDES was
finally anddefinitively provedinsecuren July 1998.W
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L Itisimportantto notethatthereis moreto akey-searchattackthansimply runningthrough
all possiblekeys.Unlessknownplaintextis provided theanalystmustbeableto recognize
plaintext as plaintext. Clearly must nmonsider alternatives to DEe most important
of which are AES and triple DES.

2. The Nature of the Encryption algorithm
The focusof concernhas beemn the eight substitutioniables, or Soxes, that are
used in each iteration.

Thesdechniquesitilize somedeepstructureof thecipherby gatheringnformation
aboutencryptionssothateventuallyyou canrecoversome/allof the subkey bits, andthen
exhaustively search for the rest if necessary.

Generally these are statistical attacks which depend on the amount of information
gathered for their likelihood of success. Attacks of this form incldd&erential
cryptanalysis. Linear cryptanalysis, and related key attacks

3. The Timing Attack

A timing attack exploits the fact that an encryption or decryption algorithm often
takesslightly different amount®f time ondifferent inputs.The AES analysiprocesshas
highlightedthis attackapproachandshowedhatit is aconcerrparticularlywith smartcard
implementations, though DES appears to be fairly resistant to a successful timing attack.

TRIPLE DES Double

DES:

The simplestform of multiple encryptionhastwo encryptionstagesandtwo keys,Fig 2.1
GivenaplaintextP andtwo encryptionkeys KlandKz2,ciphertextis generate@s
L= E[K_:\_.E{K|. P':I_]
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Decryptionrequiresthat thekeysbeappliedin reverseorder:
P = D[K,. D[.I!'::_. f.‘_] )
ForDES,thisschemapparentlynvolvesakeylengthof 56 X 2=112bits, resulting
in a dramatic increase in cryptographic strength. But we need to examine the algorithm
more closely.

X, K,
I l X 43
r— ) )
Encryption
K; K,

/_i; X g l

Decryption
(a) Double encryption

Fig 2.1 DoubleDES

Thefirst answetto problemsof DESis analgorithmcalledDoubleDESwhichincludes
double encryption with two keys. It increases the key size to 112 bits, which seems to be
secureBut, therearesomeproblemsassociatewvith thisapproach-  Issueof reduction
to single stage

Supposet weretruefor DES,for all 56-bit keyvaluesthatgivenanytwo keysK1 and
K2, it would be possible to find a key K3 such that

E(R.. E(K. P)) = E(K; P)

If this were the case, then double encryption, and indeed any number of stages of
multiple encryptiorwith DES,would be useledsecause the result would be equivalent to
a single encryption with a single & key.

Meetin-themi d dalttaeko

Givenaknownpair (P, C), theattack proceedasfollows.

First, encryptP for all 256 possiblevaluesof K1. Storetheseresultsin atableand

thensortthetable bythe valueof X. Next, decrypt C, using 3256 possible valuesf
K2.

As eachdecryptionis producedcheckthe resultagainstthe table for a match.If a
matchoccurs thentestthetwo resultingkeysagainst anewknownplaintexi cipher text
pair.

If thetwo keysproducethe correct cipher textaccepthemasthe correct keys. Test
the two keys for the second pairm&intextcipher text and if they match, correct keys
are found.
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Triple DES

Triple DES was the answer to maofythe shortcomings dDES. Since it is based
ontheDESalgorithm, itis very easyto modify existingsoftwareto useTriple DES.3 DES
was developed in 1999 by IBMby a team led by Walter Tuchman.

3 DESpreventsameetin-themiddleattack.3 DEShasa168-bit keyandenciphers
blocksof 64 bits. It alsohastheadvantag®f provenreliability andalongerkeylengththat
eliminates many of the shortcut attacks that can be used to reduce the amount of time it
takes to break DES.

3DES uses three keys and three executions of the DES algorithm. The function
follows an encryptlecryptencrypt (EDE) sequence.

Ky F o K

s W o W o GRS

(o} Encryption

K Ko Ky

e

(h) Decryption

Fig 2.2 Triple DES Encryption and Decryption

C=Ek3[Dk2[EK1[p]]] WhereC= ciphertext,P=plaintext andEK[X] = encryptionof X usingkey
K DK[Y] = decryptionof Y using keyK. Decryptionis simply the same operationith the keys
reversed.P=Dk1[Ek2[Dk3[c]]]

Triple DESruns thredimes slower thastandardDES, but is much morgecure if
used properly. With three distinct keys, TDEA has an effective key length of 168 bits
making it a formidable algorithm. As the underlying algorithm is DEA, it offers the same
resistanceo cryptanalysissis DEA. Triple DEScanbedoneusing2 keysor 3 keys.There
is no cryptographic significance to the use of decryption for the second stage of 3DES
encryption. Itonly advantage ithat it allowsusersof 3DESto decrypt dat@ncryptedoy
users of the older single DES: ¢ = EK1 [D2l [EK3 [P]]] = EK1 [P]

Strength of Triple DES:

If we assume that the cracker would perform 1 million decryptions per 1micro second, then
DESwouldtake10 hoursto break. With128bit Key It would take1018yearsto break. With

168 bit key Brute force attack is impossible.

CS879ZRYPTOGRAPHY AND NETWORK SECURITY Page25




PRATHYUSHENGINEERIN@OLLEGE

1044
104 >
1036 -
1032 (/
1028 st
1024 =
1020 : /
1016 /
1012 :

7 :
10% 4 -

104

Years to Break

10°

Lo ; H
5056 100 128 150 168 200

Key Length (bits)

Fig 2.3 Time to break Code

BLOCK CIPHER PRINCIPLES
Any plaintext canbetransformednto ciphertextwith following Ciphers

© Stream Cipher is the one that encrypts the digital data one bit or one byte at a
time to produce the cipher text. EXutokeyed Vigenere Cipher and Verman
Cipher

° Block Cipher is theonein whichablock of plaintextis treatedaswholeandused
to produce a cipher text of equal length.-BBES

Motivations for Feistel Cipher Structure:
° A blockcipheroperate®naplaintext of n-bitsto producethe ciphertext of nbits.

There are 2 different possible plain text blocks for encryptions to be reversible
(Eg: for decryption to be possible), and each must prodawpie cipher text
bl oc k. Such transformation is called
Anonsingul ar o
° If samecipher block hasdifferent plain text block suchschemes called
Ai rrevierransflcer mati ono
Table 1: Reversibleand Irreversible Transformations

I_DrI:;rtl Cipher PlainText Cipher
Text Text
00 11 00 11
10 01 10 01
01 00 01 01

In theaboveexamplehesamecipherblock"01" is producingdifferentplain
text blocks; this is called "irreversible transformation".

Block Cipher Principles:
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Mostsymmetricblock encryptionalgorithmsin currentusearebasednastructure
referred to as a Feistel block cipher.

A block cipheroperate®naplaintext blockof n bitsto produceaciphertext block
of n bits. An arbitraryeversible substitution cipher for a large block size is not practical,
however, from an implementation and performance point of view.

Feistelpointsout that what isieeded is aapproximatiorto the ideal block cipher
system for large n, built up out of components that are easily realizable.

Ideal Block Cipher:

The most general form of the block cipher is Ideal Block Cipher in which a
reversiblemappingbetweerplaintextandciphertextis possible Thisallowsthemaximum

number of possible encryption mappings from plain text to cipher text.
4-Bit Input

| | | |

4 to 16 Decoder
(6] 1 2 = 4 5 6 7 8 9 10 11 12 13 14 15

A 4 A 4 y A 4 A 4 y v A y A 4 v v A 4 A A
(6] 1 > 3 4 5 6 7 8 9 10 11 12 13 14 15
16 to 4 Encoder

' ' ' '

4-Bit Output

Fig 3.1 Generaln-bit by n-bit Ideal Block Cipher

FeistelCipher:

° HorstFeistel,workingatIBM Thomas] WatsonResearcl.absdevisedasuitable
invertible cipher structure in early 70's.

°© He proposed that we can actually approximate the concept of a product cipher,
which is the execution of two or more simple ciphers in sequence in such a way
that to produce the final result or product that is cryptographically stronger than
any of the component ciphers.

© The structure uses the alternate use of substitutions and permutations, which is
proposed by th€laude Shannonto develop the product cipher that alternates
confusionanddiffusion.

Confusion and Diffusion:
CS879ZRYPTOGRAPHY AND NETWORK SECURITY Page27




PRATHYUSHENGINEERIN@OLLEGE

Thetermsdiffusion andconfusionwereintroducedoy ClaudeShannorto capture
the two basic building blocks for amyyptographic system.

Every block cipher involves a transformation of a block of plaintext into a block
of cipher text, where the transformation depends on the key.

Themechanisnof diffusion seekgo makethe statisticalrelationshipbetweerthe
plaintext and ciphertext as complex as possible in order to prevent attempts to
deduce the key.

Confusion seeks to make the relationship between the statistics of the ciphertext
and the value of the encryption key as complex as possible, again to thwart
attempts to discover the key.

So successful are diffusion and confusion in capturing the essence of the desired
attributesof ablock cipherthattheyhavebecomehecornerston®f modernblock

cipher design.

FeistelCipher Structure

(0]

oo Pe Do oo o

T

Horst Feistedevised thdeistel cipher # based on concept of invertible product
cipher

partitions input block into two halve® process through multiple rounds which
performa substitutioron left data hal#® based omound functionof right half &

# sub key then have permutation swapping halves

implementsS h a n nSePm&iceoncept
The DesignElementsof the Feistel Cipherare asfollows:

Block size- increasingsize improvesecurity,but slowscipher

Key size - increasingsize improvessecurity, makesexhaustivekey searching
harder, but may slow cipher

Number of roundsi single round offers inadequate security, but multiple rounds
increase security, increasing number improves security, but slows cipher

Sub key generationalgorithm- greater complexitgan make analysis harder, but
slows cipher

Round function - greater complexitganmakeanalysis hardefut slowscipher
Fast software encryption/decryption i in manycasesncryptionis embeddedn
hardware to increase speedcigfher, more recent concern for practical use
Ease of analysis for easiervalidation & there is a great advantagediesigning
easier algorithm to find all the vulnerabilities, testing of strength
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Plaintext (2w bits)

L i } i R
Rouandr o} w_bits 4 w bits o
K4
h 4
'_Fﬂ‘
L |
s R
1Y ¥ 1
¥ ¥
Y ¥
Round i
Ki
h 4
I_F_L
| I
L; R;
¥ ¥
¥ ¥
¥ ¥
Round n
|—L| N
F |=
Ln Rn
L R

Ciphertext (2w bits)

Fig 3.2EncryptionProcess
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Output (plaintext)

h

Input (plaintext)
I I RDye = LEg LD, = REg
y

LEg

LDys = REg RD;6 = LEg

F a%
? >ri—| Working
RD;5 = LE; LD;5 = RE;

)
U/
2
3
N
|
X
m
N
I
X
o
h
|
o
m
N

1 I
I I
4 4
LD2=RE14 RD2=LE14

RD; = LE;s LD; =REqs
Kis
LDg:=REye ROy = LEqg
Kie
>

R8:3 Encryption andBeciyption Processe | ]

y Input (ciphertext)

Output (ciphertext)

procedure of FeistelCipher:

Theplaintextblock isdivided intotwo halves,Lo andRo.

The two halves dthe data pass througirounds ofprocessing and then combine
to produce the ciphertext block.

Eachroundi hasasinputsLi-l andR;-I' derivedfrom thepreviousround,aswell as
a subkey Kiderived from the overak.

In general,the subkeysKi are different from K and from eachother and are
generated from the key by a subkey generation algorithm.

All rounds have the same structure. A substitution is performed on the left half of
the data. This is done by applyingaaind functionF to the right halbf the data and then
taking the exclusiv®©R (X OR)of the outpubf that functionand the lefhalf of the data.

The round function has the same general structure for each round but is
parameterizedy the round subkeyKi. Following this substitution,a permutationis

performedhat consistsf the interchangef thetwo halvesf thedata.

Thegeneral process of the encryption will be as

CS879ZRYPTOGRAPHY AND NETWORK SECURITY Page30




PRATHYUSHENGINEERIN@OLLEGE

follows: LEi= REi-1 REi=LEI
X F(REKF1,Ki)
TheDecryptionis as

follows: LE16=RE15
RE16=LE15X F(RE15,K16)

Differential Cryptanalysis

One of the most significant advances in cryptanalysis in recent years is differential
cryptanalysis. In this section, we discuss the technique and its applicability to DES. The
differential cryptanalysis attack ®mplex.

Therationale behind differentialcryptanalysis igo observethe behaviorof pairsof
text blocksevolving along eactound ofthecipher, instead adbserving thesvolution of
a single text block.
Considerthe originalplaintext blockm to consist otwo halvegmO0, m1 Eachround
of DES maps the rigkttand input intahe lefthand output and setise righthand output
to beafunctionof theleft-handinput andthe subkeyfor thisround.So,ateachround,only
onenew 32b i t bl ock is created. I f we | abel ea
intermediate message halves are related as follows:

my, =my, ®f(m,, K)),i=1,2,..,16

This attack is known as Differential Cryptanalysis because the analysis compares differences
between two related encryptions, and looks for a known difference in leading to a known
difference out with some (pretty small but still significant) probability. If a number of such
differences are determined, it is feasible to determine the suiskelyin the function f.
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C Arz;_y Il Amz; = 40 08 00 00 04 00 00 00 )

f(Anz;) = 40 08 00 00 Arz; = 04 00 00 00
f h p=0.25

,:J (A2, )= 00 00 00 00 Az = 00 00 00 00
9 f 7= 1.0

f(Anz;, ) = 40 08 00 00 Az, > = 04 00 00 00
f e r 0.

C Anti z3 1 Are; 5> = 40 08 00 00 04 00 00 00 '

¥
h

Figure 3.7 Differential Propagation through Three Round of DES
(mnumbers in hexadecimal)

The overall strategy of differential cryptanalysis is based on these considerations for a single ro
The procedure is to begin with twol ai nt ext messages m and mob
througha probablepatternof differencesafter eactroundto yield a probabledifference forthe cipher
text. Yousubmitmand mdé f or encr ypt idffarenteander ¢he enknown key
andcompareheresultto theprobabledifference If thereis a match thensuspecthatall theprobable
patterns at all the intermediate rounds are correct. With that assumption, can make some dedu
about the key bits. Thigrocedure must be repeated mémes to determine alhe key bits.

Linear Cryptanalysis

A more recent development is linear cryptanalysis. atieck is based on finding
linearapproximationgo describehetransformationperformed irDES. This methodan
find a DES key given 243 known plaintexts, as compared to 247 chosen plaintexts for
differential cryptanalysis. Althougkhis isa minor improvement, because it mageasier
to acquire known plaintext rather than chosen plaintext, it still leaves linear cryptanalysis
infeasible as an attack on DES.

Distinguish betweendifferential and linear cryptanalysis. (May 2012)
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° Linear cryptanalysis is ageneraform of cryptanalysis baseoh finding affine
approximations to the actiaf a cipher. Linear cryptanalysis is onetioé most
widely used attacks on block ciphers;

Differential cryptanalysisis ageneraform of cryptanalysisapplicableprimarily to
block ciphers, but also to stream ciphers and cryptographic hash functions. In the
broadest sense, it is the stuahyhow differences in information input can affect the
resultant difference at the output.

Linear cryptanalysis focuses orstatistical analysis against one round of decrypted
ciphertext. Differential analysis focusesn statisticalanalysisof two inputsandtwo
outputs of a cryptographic algorithm.

BLOCK CIPHER DESIGN PRINCIPLES
1) Numberof Rounds
2) Designof FunctionF
3) Key ScheduleAlgorithm

1)Numberof Rounds

In general, the
criterion should be

that the number of if DES'had 15 or

The greater the
number of rounds,

the more diffjcult it
is to perform
cryptanalysis

rounds is chosen so
that known
cryptanalytic efforts
reguire greater
effort than a simple
brute-force key
search attack

CS879ZRYPTOGRAPHY AND NETWORK SECURITY

2)Designof FunctionF

fewer rounds,
differential
cryptanalysis would
require less effort
than a brute-force
key search
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DeSIgn of Functlon F

The heart of a Feistel The algorithm should have good
avalanche properties

block cipher is the
function F

The more nonlinear F,
the more difficult any
type of cryptanalysis will

be
States that any ou t States that output bits
The S.AC an d B l C bitj of an S—b':));t sht;)l::d J -and k should change
criteria appear to change with probabiiity independently when
strength en the 1/2 when any single input any single input bit i is
: biti isinverted forall i, j inverted foralli, j,
effectiveness of the and k

confusion function

3)Key ScheduIeAIgorlthm
With anyfeistelblock cipherthekeyis used togeneratenesubkeyfor eachround.

° Ingeneralwewould liketo select subkey® maximizethedifficulty of deducing
individual subkeys and the diff iculty of deducing individual subkeys and the
difficulty of working back to the main key.

o |t is suggestedhat,ata minimum,thekey scheduleshould guaranteleey/ cipher
textstrict AvalanchecriterionandBit independenc€riterion.

BLOCK CIPHER MODES OF OPERATION
A symmetric block cipher processes one blocKata at a time. In the case of
DES and 3DES, the block length is 64 bits. For longer amoumpigiotext, it is
necessarto breaktheplaintext into 64-bit blocks(paddingthe last blockf n ecessary).
There are five modes of operations:

ElectronicCodebookviode
CipherBlock ChainingMode
CipherFeedbackiMode.
OutputFeedbackviode
CounterMode

T>o J>0 T>0 T>o T>o

Electronic CodebookMode:

(i) (ECB) mode,in which plaintext is handled 64 bits at atime and each
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A The termcodebookis used because, for a given key, there is a unique
ciphertext for every 64it block of plaintext.

A Therefore, one can imagine a gigantic codebook in which there is an entry
for every possible 64it plaintext pattern showing its corresponding

ciphertext.
I 7, I I o I I Ve I
K + K h 4 K 4
L» Encrypt I—» Encrypt - = = I—> Encrypt
y v A
I C I I [ I I TN I
(a) Encryption
I <y I I 2 I I Cp I
K E K 4 K h 4
I—> Decrypt I—» Deccrypt . ©o o l—» Dccerypt
A A 4 y
I 7, ] [ 75 | [ P |

(b) Decryption
Electronic Codebook (ECB) Mode
Advantagesand Limitations of ECB:

° Main use is sending few blocks of data.(i.e) If we want to securely send keyDES or
AES we can use this mode to send the key securely

° When two messages which have two blockplafntexts in common are encrypted with

ECB modethecorrespondingiphertextblockswill bethesameMessageaepetitions may
show in ciphertext.
° Weaknesss dueto the encrypted messagélocks being independent

(i) Cipher Block Chaining Mode (CBC):

A To overcome the problems of repetitions and order independence in ECB, want some
way of makingtheciphertextdependenonall blocksbeforeit. Thisis whatCBC gives
us, bycombining the previous ciphertext block witke current message block before
encrypting.

A To start the process, use an Initial Value (IV), which is usually well known (often all
0's).

A CBC mode is applicable whenever large amounts of data need to be sent securely,
provided that all data is available in advance (eg efa®, web etc).
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A In effect, wehave chained togethéite processing dhe sequence gfiaintext blocks,
to avoid thesimilarities. The input to the encryptidnction for eactplaintext block

bears no fixed relationship to the plaintext block. Therefore, repeating patterns of 64
bits are not exposed.

A TheEncryptionprocesss asfollows:

Ci=EK[Ci-1 XOR Pi], whereEK[x] is theencryptionof plaintext x, usinghekey
K, and XOR is the Exclusive OR operation.

A TheDecryptionprocesss asfollows: Pi=Dk [Ci] XOR Ci-1

For decryption, each cipher block is passed through the decrgdjonthm. The
result is XORed with the preceding ciphertext block to produeglaintext block.

Time =1 Time =2
v Py

Encrypt

Cy

(a) Encryption

h 4

; DES I - » DES
5 Decrypt K Decrypt < 2 e

Py P, Py

(b) Decryption

Fig 4.2 Cipher Block Chaining Mode
Advantages and Limitations of CBC:
° A ciphertextblock depend®nall blocks beforat

° Any changeo ablock affectsall following ciphertextblocks
° Needinitialization Vector (1V)
(0]

Padding islone(Last blockpaddedwith b bitsif it is partial block) (iii)
Cipher Feedback Mode (CFB):

It is possible to convert any block cipher into a stream cipher by usirmgptier
feedback (CFB) mode.

CS879ZRYPTOGRAPHY AND NETWORK SECURITY Page36




PRATHYUSHENGINEERIN@OLLEGE

A stream cipher eliminates the need to pad a message to be an integral number of
blocks.It alsocanoperatan realtime. Thus,if acharactestreamnis beingtransmittedeach
charactecanbe encryptedandtransmittedmmediatelyusinga character orientedstream
cipher.

First,considerencryption.o The input to the encryption function is a-b# shift
register that ignitially set to some initialization vector (V).
o The leftmost (most significany bits of the output othe encryption function
areXORedwith thefirst unit of plaintext to producethefirst unit of ciphertext
, Which isthentransmitted.
o Inaddition,thecontentf theshift registerareshiftedleft by s bitsandCipher

textis placedin therightmost(leastsignificant) s bits of the shift register.This
process continues until all plaintext units have been encrypted.

Mode Advantages and Limitations of CFB: ©

Appropriatewhendataarrivesin bits/bytes

© Most commorstreammode
° Limitation is need tostallwhile do block encryptioraftereveryn-bits

° Errors propagate for several blocks after the ethat if its used over dnoisy"
link, then any corrupted bit will destroy values in the current and next blocks
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Shill regisfer Shill regisper SHEll regicper
Gk = & bil;:"‘ I o hil 3

=1 hils = & bils s hils

Sedect
¥ s

Iriscard
i = 1 hils

Seleet
1 hils

Dhisrard

Eelect Discard
il = ¥ bils

i hils fidd = v iy

C, C,

{a} Encryption

1y

Shill register
=y bil:ﬂh % hils

Shill register Ehill register
64 = 5 hils & hils 4 = & hils & hilx

Sebect Driseard Select Driscard Selecl Discard
i hils 6d = j hils = hits il = § bils % bils 6id = & bilts

{b) Decry ption

Fig 4.3Cipher Feedback

(iv)  Output FeedbackMode (OFB):
Theoutput feedback(OFB) modeis similar in structureto thatof CFB.
1) From the below fig, it is the output of the encryption function
thatis fed backto theshift registein OFB, whereasn CFB, theciphertext unit
is fed back tahe become an input for encrypting the next block.

2) OFB modeoperate®n full blocksof plaintext and ciphertext,
whereas CFB operates on ahissubset.

3)Like CBC & CFB, OFB uses IV ( Must be Nonddumber used once)
(i.ethelV must beuniqueto eachexecutiorof the encryptioralgorithm.)
Encryptioncanbeexpressed aBy rearranging

terms,Cj = Pj_XOR E(K, [C]-1 XOR Pj-1]) wecan

demonstrate that decryption works.

Pj = Cj XORE(K, [Cj-1 XORPj-1])
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L} 1
1 1
: I Nonce I :
1 ]
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L 1
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L} ]
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(a) Encryption
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1 1
1 1
H I Nance I H
1 1
L L]
[} 1
1 K ¥ K ¥ I A ¥ i
1
H l—» Encrypt |—> Encrypt e o |—> Encrypt :
L]

: | :
. L]
L R I E ) -l

b 4 b 4 b 4

D Se) D
v v Y
| Py | | P I | P |

(h} Decryption

Fig 4.4 Output Feedback Mode
Advantage of OFB Mode: Thebit errorsin transmissiorlo not propagate
(any bit error only affects a single bit)

Disadvantageof OFB Mode: The disadvantagef OFB is thatit is morevulnerableto a
message stream modification attack than is CFB.

(V) Counter Mode (CTR):

° Similar to OFB but encrypts counter value (hencename)ratherthan any
feedback value

© Musthave a different key & counter value forevery plaintext block (never
reused).

° ltisbeingusedwith applicationsn ATM (asynchronousansfermode)network
security and IPSec (IP security).

° A counter, equdb theplaintextblock sizeis used.

°  Typically the counters initialized to some value and then incremented byr
each subsequent block.
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(b} Decryption
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Fig 4,5Counter
Mode Advantages and Limitations of CTR:

o Efficiency
] cando parallelencryptionan h/w or s/w
] canpre-process iradvanceof need
] goodfor burstyhigh speedinks
Randomaccess t@ncrypteddatablocks

Provablesecurity(goodasothermodes) But must ensuneverreusekey/countenvalues,
otherwise could break.

ADVANCED ENCRYPTION STANDARD
AES Evaluation Criteria:

V
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—_—)

Algorithm & implementatiorcharacteristic8 Finalcriteria

| Generabkecurity

1 Easeof software &hardwar@mplementation

T Implementatiorattacks

T Flexibility (in en/decrypt, keying, othdactors)AES Requirements:

A Privatekey symmetricblock cipher
A 128bit data,128/192/256bit keys
A Stronger& fasterthanTriple-DES

The AES Cipher:

° designedy RijmenDaemenn Belgium

© The Advanced Encryptio8tandard (AES) was published BYST (Nationallnstitute
of Standards and Technology)2001.

© hasl28/192/25it keys,128bit data® aniterative ratherthanfeistel cipher
| processedata adblock of 4 columnsof 4 bytes
| operate®nentiredatablockin everyround® designed tde:
| resistant againgnownattacks
| speedandcodecompactnessn manyCPUs

| designsimplicity
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Plaintext - 16 bytes (128 bits)

LTI TITTITTITIT]

Input state
(16 bytes)

I Initial transformation |

Round 0 key
(16 bytes)

Key - M bytes

LLLIIIILI

[ITITIII]

Key

(M bytes)

]

State after
initial
transformation
(16 bytes)

Round 1

(4 transformations)

Round 1 kev
{16 bytes)

Round 1
output state
(16 bytes)

-0 o »

Round N =1

(4 transformations)

Round N -1 key
(16 bytes)

Round ¥V -1
output state
(16 hytes)

Round N

(3 transformations)

Round N key
(16 bytes)

Final state
(16 bytes)

(LIITT I T I ITTLT]
Cipehertext - 16 bytes (128 bits)

Key expansion

AES ENCRYPTION PROCESS
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AESDATASTRUCTURE

1y

iy

Input, state array, and output

The key as a square matrix of bytes expanded into an array of key schedule words. Each word is four
bytes, andthe total key schedule is 44 words forthe 128-bit key.

Ko ky A

N |

— . | — [ - [ r— N

e - [
Key and expanded Key

Key Size (words/bytes/bits) 4/16/128 6/24/192 8/32/256
Plaintext Block Size (words/bytes/bits) 4/16/128 4/16/128 4/16/128
Number of Rounds 10 12 14
Round Key Size (words/bytes/bits) 4/16/128 4/16/128 4/16/128
Expanded Key Size (words/bytes) 44/176 521208 60/240

Commentsabout the Overall Structure:
One noteworthyeatureof this structureis thatit is not a Feistelstructure.

The key that igprovided as input is expanded into an array of foty 32bit
words, wl[i]. Four distinct words (128 bits) serve as a round key for each round. Four
different stages are used, one of permutation and three of substitution:

Substitutebytes : Uses arB-boxto performa byteby-byte substitutionof the block
ShiftRows : A simplepermutation
MixColumns . A substitutionthatmakesuseof arithmetic

AddRoundKey : A simple bitwise XOR of the current block with a portion of the
expanded key

Thestructure is quite simple. Ontile AddRoundKey stage makes usehaf key.

The other three stages together provide confusion, diffusion, and nonlinearity, but by
themselvesvould provideno securitybecauseheydo not usethekey. Eachstageis easily
reversible As with mostblock ciphersthedecryptionalgorithmmakesuseof theexpanded

key in reverse order. Decryption is not identiwathe encryption. This is just because of
the structure of the AES.

Once it is established that all four stages are reversible, it is easy to verify that
decryption does recover the plaintext. The final round of both encryption and decryption
consists of only three stages.

AESSTRUCTURE
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Plaintext

Key

Plaintext

Add round key

—i
-1 — wi[0,2] —— |

Add round key

Substitute byrtes

Expand key ] |

Inverse sub bytes

T

Found 10

inverse shift rows

Mix columns

Inverse mix cols

Add round key

Add round key

= % % K 4=

Inverse sub bytes

found 9

Inverse shift rows

Substitute bytes

1=

Shif

[ad
~

oOwWs

=

) & &K =

Mix columns

Inverse mix cols

I~

| 1 |

Add round key

j=—+F wizs. 291 —— 1

Add round key

=

f

Substitute bytes

Inverse sub bytes

I

6

Shift rows

| " |

Inverse shift rows

Round 1

Add round key

jJ=—— w40, 43] — ]

Add round key

Ciphertext

(a) Encryption
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Ciphertext

(b) Decryption
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State | [ [ [ [ \

| |
SubBytes? E
|

Statel‘l.ll.l‘l"l‘lvl.l.l.l.l.‘l‘lvl
Remmmnr-——"SERE
BAVEVANEVAVEVENEY,
MixColumns M M M M
el eEe eVl
e 5% 55 5% 505 BB B

State | [ I [ \ [ [ I [ [ [ [
AES ENCRYPTION ROUND

Byte Substitution:

A simple substitution of each byte uses one table of 16x16 bytes containing a
permutation of all 256 -8it values each byte of state is replaced by byte indexed by row
(left 4-bits) & column (right 4bits)

Eg. byte {95} is replaced by byte in row 9 column 5 which has value {28Jbox constructed

using definedransformation of values in GF(28) designed to be resistant to all known attacks.
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y
y
x b

1 1 1 1
So.0 | So{ | S02 | S0z S-box So0 | SoW| So2 | Soz
S'l" I s"l] 1 1
S1,0 B2 | 512 S10 A B2 | 513
3 1 1 1
S30| S21 | 522 | S23 Sa0 | 521 | S22 S23
1 1 1 1
S0 | 831 | 532 | S3a3 S30 | 831 | S32 | B3z

Shift Rows:

A circular byte shift in each; 1st row is unchanged, 2nd does 1 byte circular
shift to left, 3rd row doe& byte circular shift to left, 4th row does 3 byte circular shift to
left decrypt inverts using shifts to right since state is processed by columns, this step
permutes bytes between the columns

Soo | So1 | S0z | Soa K\ Soo | Sa1 | So2 | So3
LSRN SN

S10| S11 | 12| S12 /I I l I I\b 511 | 512 513 | 510

Spo| Saa Sz |Saal— | | | | > | 52| S23 | S20| Saa

S30| S31 | 532 | 533 — |

Mix Columns;

Each column is processed separately. Each byte is replaced by a value dependent
onall 4 bytesin the column.Effectively amatrix multiplicationin GF(28)usingprimepoly
m(X) =x8+x4+x3+x+1
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111231 _
pl|1123 =
=V V4] L1 L]
—p
| | | | | Y | T l
e rd - -~ i'r p. 1

r()" (); () ) 1 ) ' ' ' SU.E §0‘3
<~ U I O{%0 %1 %2 %3 o Son1 Y2 Y03 T e
’ ' ] ' . ' ]'2 1'3
0l 02 03 (”‘ \l.() \|.| \l..'.’. -\|_1 - .\L() .\Ll "\1.2 \'_‘ ‘ ,
! — ' ' ] ' s
01 01 02 03ll%0 % %22 %3 0 S21 %3 3 %22 | 523

. 2, 2. 22 &
. 1] . L] 1 1
03 01 01 02)[s30 S350 %32 $33] |s0 S %32 %3] 52|

Mix Columns:
P
251
mhanl ] L
1123 =
JIEERE
—

vV Vv l

1 1 |} 1

So0 | So1 | So2 | S0z S00 | %01 | So2 | o3

' L} A 1

Si0] 511 | 512 | $i2 Si0] 512 | Si12| Si3

1 Ll Ll 1

S20| S21 | S22 | S22 S20| S21 | S22| Sa3

| Ll 1 1

S0 | S31| 532 | S33 S30| 831 | S32| a3

AddRoundKey Transformation

operationis viewedasa columnwiseoperatiorbetweerthe 4 bytesof a Statecolumnand
one word othe round key; it can also be viewed as a{bg¥el operation. For example:

The 128 bits ofState are bitwise XORed with the 128 bits of the round key. the

S02

522

532

Win

Wi

Wi

1
500

503

S‘p

Al

$20

523

U

$30

1

S33
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alwlale] [aclwlals] [m]s]s]nw
woe|m ] [nleofe] [« sl
W R ¢ | o [@[0C[E W] - (RS [B[%
ID[AS|AG[BC| (13 [0 ] 41 (G| [TE[®|E7 D6

AES Key Expansion:

The 128 bit key is copied into the first four words of the expanded key. The
remainder of the expanded key is filled in four words at a time. Each added new word

depend®nthew[i] andw]i-4]. In threeoutof four casesasimpleXOR is used Foraword

whose position in the w array is a multiple of 4, a more complex function is used. The

complex function g consists of the followisgbfunctions.

Ky | Ky | Ky | ki
ky | ks | Ky | k3
K | ke | kg kg
Ky | ks | kg | ks

St
N

Wye| ¥s | W5 | ¥y

AA A
-

5| W | W

(3 Overall algorithm

Figure 59 ALS Key Expansion

WhereR is thecalled RotateConstant.
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C RotWord(RotateWord) performsa onebyte circular left shift onaword.
C SubWord(Substitute Worgjerforms a byte substitutiam each byte of its input
word, using the ®ox

[ Theresultof stepsl and2 is XORed witha round constanR

RC4is astreantipherdesignedn 1987 byRonRivestfor RSA Security.

It is a variablekey-sizestreancipher withbyte-orientedoperations.

Thealgorithmis basednthe useof a randonpermutation.

RC4is probablythe mostwidely used strearaipher.

It is usedin the SSL/TLSsecure web protoco& in the WEP & WPA wireless LAN
security protocols.

RC4 was kept as a trade secretby RSA Security, but in September1994 was
anonymously posted on the Internet on the Cypherpunks anonymous remailers list.
the RC4key is uedto form a random permutation of all8t values,it then uses that
permutation to scramble input info processed a byte at a time.

RC4 Key Schedule

TheRC4key schedule initialisethe stateS tothenumber..255 After doingthis 256times,
the result is a well and truly shuffled array.

Thetotalnumber ofpossiblestateds 256! - atruly enormousiumber, mucharger everthanthe
2048 bit (256*8) maxkey allowed carselect. S formsinternal stateof the cipher

fori=0to 255do

Sli]=i

T[i] =K][i modkeylen])
j=0

fori=0to 255doj=(j +
S[i] + T[i]) (mod256) swap
(S[il. Sl

RC4 Encryption:

To formthe streankey for en/decryption (which are identical), RC4 continues to shuffle the
permutation array bycontinuing to swap each element in turn with some other entry, and
usingthe sumof thesetwo entryvaluesto select another value froiime permutationo useas
the stream key, which is then XORO6d with

i=j=0
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for each message byte M
i=(@+1) (mod 256)j=

( + S[i]) (mod 256)
swap(SI[i],S[i]) t = (S[i] +
S[j) (mod 256)

Ci = Mi XOR S[t]

Overviewof RC4:

S{of1]2]3]4 yyy 255] 255|255

A

—
D

—
i)
=
4

Y¥¥

\ 4 L \ Y y \ Y Y Y y A
T }m{ }4¥ yyy |;¥

(a] Initial state of Sand T

T yyy yyy
< j=j+ S+ T[] 3

S ¥yy S[il ¥yy S[j! ¥Yy
% i > Swa

(b) Initial permutation of 5

-

j=j+9

v

S yyy

FYY ¥¥¥

-

-

v

£=50i]+ S

(c) Stream Generation
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RC4 Security:

A number ofpapershave beepublishedanalyzing methodsf attackingRC4, but nonef these
approaches is practical against RC4 with a reasonable key length, such as 128 bits.

A moreseriougproblemoccursin its usein the WEP protocol,notwith RC4 itselfbutthewayin
which keys are generated for use as input to RC4.

CurrentlyRC4i trégardedasquitesecure, iusedcorrectly,with a sufficiently largekey.

KEY DISTRIBUTION:

0]

(0]

0]

Symmetricschemesequirebothpartiesto sharea commonsecretkey
Issueis howto secureldistributethis key
Oftensecuresystenfailure dueto abreakin thekeydistributionscheme

Given parties A and B havevarious key distribution alternatives:

1. A canselectkeyandphysicallydeliverto B

2. Third partycanselect& deliverkeyto A & B

3. if A & B have communicated previousignuse previougeyto encryptanewkey

4. if A & B havesecurecommunicationsvith athird partyC, Ccanrelay key between
A&B

Thestrengthof any cryptographic systeitinus dependsnthekey distributiontechnique.

For two parties A and B, key distribution canbe achievedin a number of ways

A

A
A

A

Physicaldelivery(1 & 2)is simplest butonly applicablevhenthereis personatontactbetween
recipient and key issuer. This is fine for link encryption where devices & keys occur in pai
but does not scale as number of parties who wish to communicate grows.

3 is mostly basean 1 or 2 occurringfirst.

A third party, whom all parties trust, can be used a&sisted intermediary to mediate the
establishment of secure communications between them (4).

Must trust intermediary not to abuse the knowledge of all session Reyisumber of parties
grow, some variant of 4 is only practical solution to the huge growth in number of ke
potentially needed.

KEY HIERARCHY:

Theuseof akeydistributioncenter idoased orthe useof a hierarchyof keys.

At a minimum, two levels of keys are used:

A
A

A sessiorkey, usedfor thedurationof a logical connection;
A mastekeysharedy thekeydistributioncenterandanendsystenor userandusedo encrypt
the session key.

CS879ZRYPTOGRAPHY AND NETWORK SECURITY Page52

I's,




PRATHYUSHEANGINEERINGOLLEGE

Key Hierarchy

Cryptographic
Protection

Session Keys Cg:g:g: i 3 Cryptographic
W e 2 Protection
Master Keys e = Non-Cryptographic
s e Protection

Key Distribution Scenariofi K eDystribution C e n t (KDC)which sharesa uniquekey with each
party(user)

(1) IDA || 1Dg || N4

Key distribution

(2) E(K, [K, || IDA ]} 1D [| N9 D) || E(Kp, [Ks, IDAD)
steps

(3) E(Ko, Ks || IDAD \
e\iespon
-

(4) E(Ks, N2) ’—/—//'

Authentication (5) EK;, fIN2)

steps
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The major issuesassociatedwith the useof Key Distribution Centers( KDCb6 s ) :

° Hierarchies of K D C deguiredfor largenetworks, butnusttrusteachother
Significant of hierarchical key control. (Nov/ Dec2017)

A Therecanbe localKDC(Key DistributionCenter)responsible fosmalldomainin the
large networks.

A Whenthetwo principalsare inthe samelomainthe localKDC doesthekey
distribution.

A Whenthetwo principalsare indifferent domainthe localkDC communicate$o the
global KDC.

A Thekeyselectioncanbedoneby anyone KDC. Theumberof layersdependuponthe
network size.

° sessiorkey lifetimes shouldbe limited forgreatersecurity

° useof automatic key distribution onbehalfof usersbut musttrustsystem
° useof decentralizedkey distribution

° Controlling key usage
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UNIT Il PUBLIC KEY CRYPTOGRAPHY

MATHEMATICS OF ASYMMETRIC KEY CRYPTOGRAPHY: Primes i Primality Testing 1
Factorizationi Eul er 6s totient funct i ohnhChinése Remaindér She@amd
Exponentiation and logarithm

ASYMMETRIC KEY CIPHERS: RSA cryptosystemi Key distribution’ Key management Diffie
Hellman key exchangdlGamal cryptosyster Elliptic curve arithmetieElliptic curve cryptography.

MATHEMATICS OF ASYMMETRIC KEY CRYPTOGRAPHY

PRIME NUMBER
An integerp > 1 is a prime number if and only if its only divisors are +1 atpd Any integera> 1 can be
factored in a unique way as

a=pp X pF X Xpp

wherepi1<p2 < € g areprimenumbersand wheresacha; is apositiveinteger.

Eg,91=7*13
3600 =24 * 32* 52
11011=7 * 112* 13

If Pisthesetof all primenumbersthenany positiveintegera canbewritten uniquelyin thefollowing
form:

a= []p* whereeacha, =0
pEP

It is easyto determinghe greatestommondivisor of two positiveintegersif we expressachintegerasthe
product of primes
Eg 300 =22* 31* 52
18=21* 3
gcd(18,300)=21*31*50=6

Thefollowing relationshipalways holdslif k = gcd@, b), thenk, = min(ay, bp) for all p.

TESTING FOR PRIMALITY
For many cryptographic algorithms, it is necessary to select one or more very large prime number:
random. Thus, we are faced with the task of determining whether a given large number is prime. There i
simple yet efficient means of accomplishing this task.

Miller -Rabin Algorithm
The algorithm due to Miller and Rabin [MILL75, RABI80] is typically used to test a large number for

primality.
TEST (n)

1. Findintegersk, g, with k> 0, g odd, sathat(n - 1 = 24q);

2. Selecta randomintegera, 1<a<n- 1;

3.if amod n= 1 then return("inconclusive");

4.forj=0tok-1do

5.if a®9mod n=n - 1 then return("inconclusive");

6. return("composite");



Example 1: Let us apply the test to theprime number n = 29.
(n-1) =28=2%(7) = 2.
First, let us trya = 10.
Computel0’ mod29=17,
(10)2 mod29 = 28, andthetestreturnsinconclusive.
So nis prime number.

FERMAT AND EULER'S THEOREM

Two theoremghat playimportantroles inpublic-key cryptographyareF e r mtadorérsandEu |l er 6 s
theorem

Fermat's Theorem (alsocalledasF e r m éitile 6Tkeorem)

Definition:
If P is primeand ais apositive integer nadivisible by p, thera”! [ 1 (modp)

Fermat's little theorem is the basis for the Fermat primality test and &f treefundamental results
of elementary number theory.
Thistheoremis useful ingeneratingpublickey in RSA andPrimality testing
Proof:
1) Considetthesetof positiveintegerdessthanp:{1,2,3..p-1}

2) Multiply each element bya, modulo pto get theset
X={amod p, 2a -bardodpg.€. ( p

0 Noneof theelementof X is equal to zerdecause doesnot dividea.
0 Notwo ofthe integersn X areequal.
0  We know that(p-1) elementf X areall positive integers witlno two elementsare equal.
So, we can conclude X cons..,pi}sprsoméordehe s et
3) Multiplying thenumbersn both setgp andX) and takinghe resulimodp yields.
a*2a* é* (VDpl [ ( 1* 2 *13(rhadp
{1*2* é* LpaP [ (1* 2 *Brhadm
(p-1)! & (p-1)!(modp)
aP[ 1(modp)

Example

a=7.p=19 @ '=1 (mod p).
72=4 9 11 (mod19)

74=72x 72 =1 2 17 (hod19)
B=74*74=7x7 =4 9 11 (mod19)

780 78X78 =11x11=1 2 17 (rhod19)
Pl=718=716%72[ 7+1 1 1 (mod19)

To To I Do Io

An alternative form of F e r m ¢heodes:
If p is primeand ais apositive integer,a®l a @)mo d



Eg:a=3,p=5
aP=3>=2 4 B[(mod 5)=a(modp)
a [ a(modp)

E u | eTotéErs function
Euler'stotientfunctionwritten asr (¢), (calledasphi) is definedasthe numberof positiveintegers lesthan
n and relatively prime (G&rime) ton.

ThePropertiesareasfollows
1) g(1)=1
2) a(p)=p1 forp (p prime)
3) &(p.q)=(p1)x(c+1) for p.q (p,gprime)

Supposehat wehavetwo prime numbersg andq, with p not equato g. Thenwe can showthat
n=pg.
2(n)=2(pa)=2(p)* 2(a)=(p-1)*(a-1)

Examples:
1) 2(37)=36 {@(p)=p-1for p (p prime)]
2) 9(21)=2(3)* a(7)= (31)x(7i 1) =2x6 =12 wherethe 12 integerare{1,2,4,5,8,10,11,13,16,119,
20}

[ 2(p.a)=(p1)x(c+1) for p.q(p.q prime)]

SampleExamples
1. Whatisthe valueof 0 ( 1 3) ?
Becausd3isapr i m@3)=(i81 1)12.=
2. Whatis the valueof 0 (10)?
Wecanusd he t hi r d=0r(2) k0e : (=3x4E 4, because 2 and 5 gremes.
3. Whatis thenumber ofelementsn Z14*?
Theanswer igi (14)=0 ( T) (35 X1=6. Themembersrel, 3,5,9, 11, and.3.

Eul dhediemn

E u | ¢heotesstateghatfor everya andn thatarerelatively prime:
a?™[ 1(modn)

Proof:
The aboveequationis true, if n is prime, becausan that caseg(n)=(n1) and F e r mthéodemholds.
Howeverit holds foranyintegern.

1)Recall that g(n)is the number of positive integers less than n that are relatively pnimertsider the set
of such integers, labeled as follows:

R={X1,%2€ . ¥n}
Thatis, eachelement xof R isaunique positiventegerless tham with gcd(x,n)=1.

2)Now multiply eachelement bya modulon:
S={(axa modn),(@emo d n(XgrHEmodn)}



3) Theset Sis a permutation of Ry thefollowing reasons:
1.Becausa is relatively prime tor and x is relatively prime ta,ax must also be relatively prime to thus

all the members of S are integers that are less than n and that are relatively prime to n.
2. Thereareno duplicates in Sif ax; mod n=axmodn, thenxi=x;

) d(n)
[](ax;mod n) = J]x
i=1 i=1
&n) d(n)
[Tax. = J]x (mod n)
i=1 i=1
din) i)

ud)(nl % th H,\',- (ﬂlDd n)
=1 i=1

a®™ = 1 (mod n)
An alternative fornof thetheoremis alsouseful:

a®mtl = g(mod n)
a=23n=10;¢(10) = 44*" =3* =81 = 1(mod 10) = 1(mod n)
a=2n=11;¢(11) = 10a*" = 2" = 1024 = 1 (mod 11) = 1 (mod n)

THE CHINESE REMAINDER THEOREM

The Chinese remainder theorem (CRT) is used to solve a set of congruent equations with one variak
but different moduli, which are relatively prime, as shown below:

Let my, m2 € é . pbeintegers with gcd(mm;) = 1, wheneveri j. Leta, @ € é e integers, there
exists exactly one solution x (mod,nme € . .o the simultaneous congruences

xk a1 (mod my)
xk & (mod my)
Xk & (modm)

If ni,ny,..,nc are positive integersthat are pairwiseco-prime and ai,a, €  ame any integers,then CRT is
used to find the values of x that solves the following congruence simultaneously.

Valueof x=(aumiyi1t+amy2+ é +cakyk)modM
Where M=nnzns..rn

mi=M/n;

miyi=1 modn

Example 1:
Find the solutionto thesimultaneougquations: X 1 (mod 5),xk 2 (mod6), xk 3 (mod7).
Solution

M=n1nzn3

M=5*6*7=210



mi=M/n;

m1=210/5=42

m2=210/6=35

m3=210/7=30
miyi=1 modn
42y1=1 mod5
y1=2

35y,=1mod6
y2=5

30ys=1mod7
ys=2

x=(asmyy1+amyy2+ azmzys)modM
=((1*42*2)+(2*35*5)+(3*30*3)) mod 210
=193

Example 2:

Find an integethat hasa remaindeof 3 when dividedoy 7and 13 but isdivisible by12.

Solution: Thisis a CRTproblem. Wecan form thre@quations and solwbem to find thevalue ofx.
X =3 mod 7
x=3mod 13
x=0mod 12

If we follow the four steps, we find x = 276. We can check that
276 = 3 mod 7, 276 = 3 mod 13 and 276 is divisible by 12 (the
quotient is 23 and the remainder is zero).

Example 3:

A bag has contained number of pens if you take out 3 pens at a time 2 pens are left. If you take out
pensatatime 1 penis left andif youtakeout5 pensatatime 3 pensareleft in thebag.Whatis the number
of pens in the bag.

X 2mod3
x 1U'mod4
x 3mod5
a=2

a=1

=3

m=3

n=4

ns=5
M=n1n2n3
M=3*4*5=60



mi=M/n;

m1=60/3=20
m2=60/4=15
m3=60/5=12

miyi=1 modn
20y1=1 mod3
Y1=2mod3

15y,= 1 mod4
y>=3 mod4

12ys=1 mod5
y3=3 mod5

X=(agmy1+ampy2+ asmays)mod M
=((2%20%2)+(1*15*3)+(3*12*3)) mod 60
=233mod 60
=53

DISCRETE LOGARITHMS.

Discretelogarithmsarefundamentato anumberof public-key algorithms. Discretéogarithmsare
analogous to ordinary logarithms lare defined using modular arithmetic.

Discretelogarithmsarefundamentato a numberof public-key algorithms,including Diffie -Hellmankey
exchange and the digital signature algorithm (DSA)

The Powersof an Integer, Modulo n
RecallfromE u | ¢heodesthat,for everyandthatare relativelyprime,

a*™ = | (mod n)

Where ¢(n) | E u | ¢ofiedtRinction,is thenumber ofpositiveintegerdessthan
andrelatively primeto . Now considerthe moregeneralexpression:

a" = 1 (mod n)

If a andn arerelativelyprime,thenthereis atleastoneinteger m thatsatisfies
Equation, namelyM= ¢(n) , . The least positive exponentfor which

Equation holdsis referredto in severalways:

ATheorder ofa(modn)

ATheexponent tavhich abelongs(modn)

AThelengthof the period generateby a

Thehighest possiblexponent to which aumber can belong (mod 1§ ¢(n) . If anumberis of thisorder,

it is referredto asa primitive root of n.Theimportanceof this notionis thatif is aprimitive rootof , then
its powers



Logarithms for Modular Arithmetic
A primitive root of a prime number p is one whose powers modulo p generate all the integers from
top-1. That is, i f 6abdé Iis a primitive root of th
amod p, dmodp , éPlmaap
aredistinct andconsist oftheintegers fronil through p 1 in somepermutation.
Forany integer landa primitive root aof primenumberp, wecanfind auniqueexponent i suckhat
b [d (mod p)where0 &é (- p)
Theexponent is referredto asthediscretdogarithmof b for thebasea, modp.
We denote this value as dloga,p(b)
Notethefollowing:
dloga,p(a) =1 because' modp=a
dloga,p(1) = 0 because® modp =1 modp = 1

Calculation of Discrete Logarithms
Considertheequation
y=gxmod p

Given g, X, and p , it is a straightforward matter to calculate y. At the worst, we must
performrepeatednultiplications,andalgorithmsexistfor achievinggreaterefficiency.

PUBLIC KEY CRYPTOGRAPHY

Introduction to Public key Cryptography:

U Publickey cryptographyalsocalledasasymmetric cryptography.

U It was invented by whitfieldDiffie and Martin Hellman in 1976. Sometimes this
cryptography also called &iffie-Helman Encryption.

U Public key algorithms are based amathematical problems which admit no efficient
solution that are inherent in certain integer factorization, discrete logarithm and Elliptic
curve relations.

Public key Cryptosystentrinciples:
U The concept of public key cryptography in invented for two most difficult problems of
Symmetric key encryption.

A TheKeyExchangeProblem

A TheTrustProblem
The Key Exchange Problemfhe key exchange problem arises from the fact that
communicating parties must somehow share a secret key before any secure
communication can be initiated, and both parties must then ensure that the key
remains secret. Of course, direct key exchange is not always feasible due to risk,
inconvenience, and cost factors.

The Trust Problem:Ensuring the integrity of receivedata and verifying the

identity of the source of that data can be very important. Means in the symmetric
key cryptography system, receiver doesn
for particular sender.



This public key cryptosystenusestwo keysaspair for encryptionof plain textand
Decryption of cipher text.

Thesawo keysarenamesasfiPublic keyo andfiPrivate keyo The private keyis kept
secrewwhereagublickey is distributedwidely.

A messager textdatawhichis encryptedwith the public key canbedecryptedonly with
the corresponding privaieey

Thistwo key systenvery usefulin theareasof confidentiality(secureand
authentication

A public-key encryption schemeéhassix ingredients

Plaintext Thisis the readablenessager datathatis fed intothe algorithm agput.
Encryptlon Theencryptionalgorithm performs variousansformation®n the plaintext.
algorithm
, This is a pair of keys that have been selected so that if oneseid for
Public key . . .
encryption, the other is used for decryption. The exact transformg
Privaie performed by the algorithm depend on the public or private key that is prc
as input
Key
This is the scrambled message produced as output. It depends on the ¢
Ciphertext | and the key. For a given message, two different keys will produce two diff
ciphertexts.
Decryption | Thisalgorithmacceptgheciphertextandthematchingkey andproduceghe

algorithm

original plaintext.




Public key cryptography for providing confidentiality (secrecy)

Bobs's

public key

doy Ted ?
Mike Alice
PU, | Alice's public PR, Alice's private
key key
v
Xi=

Transmitted

e S DIPR,. Y]
e iphertext a

Y =E[PU, X]

Plaintext ' : 3 . : Plaintext
St Encryption algorithm Decryption algorithm pEae
P (e.g.. RSA) 3

Bob (a) Encryption with public key Alice

Theessential steps atiee following.

1. Each user generates a pair of keys to be used for the encryption and decryption of
messages.

2. Each user places one of the two keys in a public register or other accessible file. This is
the public key. The companion key is kept private. So above fig states that each user
maintains a collection of public keys obtained from others.

3. If Bob wishesto senda confidentialmessagédo Alice, Bob encryptsthe messageising

Al i publileey.
4. When Alice receivesthe messageshe decryptsit using her private key. No other
recipientcandecryptthe messagbeecausenly Alice knowsA | i @revaiekey.
[ }—x
Cryptanalyst A
S>> PR,
A a
Source A Destination B
Message Encryption N _ | Decryption e e -
algorithm Y=E[PU,X| [ algorithm 5 = Hestmiation
Y y 1 DIPRy, Y|
PU, PR,

Key pair
source

Figure 9.2 Public-Key Cryptosystem: Secrecy



Thereis some sourcA that producea messagén plaintextX = [X1, X2, .. . ,XM].
TheM elementof X arelettersin somefinite alphabetThemessagés intendedor

destinatiorB. B generates a related pair of keys: a public Ré&ls, and a private keyPR.
PRyis knownonly to B, wheread? Uy is publicly availableandthereforeaccessibldy A.

With themessag& and theencryptionkey PUp as input A formsthe ciphertexy =[Y1,Y2, ...
N

Y =E(PU,, X)
The intended receiver, in possessionof the matching private key, is able to invert the
transformation:

X=D(PRy.Y)

Publickey cryptography foproving Authentication:

Ted

Bob

jb Joy

PR, Bob's private
key

Mike
PU Bob's public
key

X=
DIPU,, Y]] =

= ’ Transmitted
i L\ ciphertext ; =
— —> ———
= Y = E[PR,, X] =
. = Plaintext
Decryption algorithm output

v

Plaintext . . o
Encryption algorithm

input (e.gz.. RSA)

Bob (b) Encryption with private key Alice

Cryptanalyst

Destination B

—— A

Source A

———A

Message Encryption Decryption = s
source algorithm 7= r algorithm D dinaton
S - Y =E[PR,. X] g | x=

y DIPU,. Y]

Key pair
source

Figure 9.3 Public-Key Cryptosystem: Authentication



Theabovediagrams show theseof public-key encryption to providauthentication:
=E(PR,, X)

X=D(PU,LY)

O In this case, A prepares a message to B an
transmitting it. B can decr Bepause thdhreessape s s a g ¢
wasencryptedusingA 6 wivatekey, only A could havepreparedhe messageTherefore,
the entire encrypted message servesdigital signature.

U It is impossibleto alterthe messageavithout accesgo A 6 wivatekey, sothe messagés
authenticatetbothin termsof sourceand interms ofdataintegrity.

Public key cryptoaraphy for both authentication and confidentiality (Secrecy)

Source A Destination B
S e — = =, —
Memae} X tnenmpion Yo | Eneomiien L Deeovmien | Deermtion L X Mesase)
A T A h
Pl PRy
1|
(==
PR, | PU,
(i Key pair ]
N e Public-Kcecy Cryptosystem: Authentication and Sccrecy
It is, however p055|bleto provideboththe authenticatiorfunctionandconfidentialityby
a double use of the publiey scheme (above figure):
Z=E(PU E(PR,. X))
X=D(PU, D(PRy, 2))
I n this case, we begin as before by encryp
This provides the digital signatur e. Next, we

final ciphertext can be decrypted only by the intended receiver, who alone has the matching
private key. Thus, confidentiality is provided.

Applications for Public-Key Cryptosystems
Theuseof public-key cryptosystemsnto threecategories

AEncryption /decryption Thesender encryptamessagevith ther e ¢ i ppubticikdy.d s

ADigital signature The sender fisignsdo a message with i
cryptographic algorithm applied to the message or to a small block ofhdates a function of

the message.

AKey exchangeTwo sides cooperate to exchange a session key. Several different approaches
are possible, involving the private key(s) of one or both parties.



i

i

Algorithm Encryption/Decryption | Digital Signature Key Exchange
RSA Yes Yes Yes
Elliptic Curve | Yes Yes Yes
Diffie-Hellman | No No Yes
DSS No Yes No

RSA

It is the mostcommonpublic key algorithm.
This RSA nameis getfrom its inventorsfirst letter (Rivest(R), Shamir(S) andAdleman

(A)) in the year 1977.
TheRSA schemas ablock cipherin which theplaintext& ciphertextareintegers
betweenOand-fa f or s ome
A typical sizefor 6 nisdl024bits or 309 decimatligits. Thatis, n islessthan210%

Description of the Algorithm:
RSA algorithmusesanexpressiomwith exponentials.

In RSA plaintextis encryptedn blocks,with eachblock havinga binaryvaluelessthan

6no.

some number n. that is, the block size must be less than or etpg{id
RSA usestwo exponent® eaddd dwiereeis publicandd isprivate.
Encryptionanddecryption aref following form, for somePlainText6 Mand
CipherTextblock6 C 6

\ C=M-* mod 11|

M=Cdmodn

M=C%mod= (M®mod n)¥mon n =(M)?mod n= MYmodn

Both senderand receiver mudtnow thevalueof n.

Thesendeknowsthevalueof 6 e Gonly&thereviver knowshevalueo f

publickey encryptionalgorithmwith a
Public key PU={e, n}
Privatekey PR={d, n}

Requirements:

TheRSA algorithmto besatisfactoryfor public key encryption thefollowing requirementsnust

be met:
It is possibleto find valuesof e, dn such thafiM®mod n=M o&for allM<n
It is relatively easy tacalculateiMemodn filandACidmod n ii f Bl<n

1.
2.
3.

It is infeasibleto determinei dgivend e&& nTheii Memod n =M o relationship
are multiplicative

hol ds

if 6eb6 & 6d6

@(n) is Euler Totient function
Forp,qprimeswherep*qandp | q .
@(n)= B(pa)=(p1)(cr1)

6doisahus

t h

nve



Thentherelationb e t we & @ dcénbe@&xpresseds ﬁ‘ed mod B(@)=1 ‘ i
thisis equivalento saying

‘edz 1 mod {Z’!(n)‘
‘dz el mod G(n) ‘
Thatis 6 eaddd dafemultiplicativeinversesmod @(n).
Note: accordingto therulesof modulararithmetic thisis trueonly if 6 d@ndé ei® )
relatively prime to @(n).
Equivalentlygcd(d(n),d)=1.
Stepsof RSA algorithm:
Stepl Select2 primenumberp & q
Step 2 Calculate n=pq
Step3Calculategd(n)=(p-1)(a-1)
Step4 Selector find integere (publickey)whichis relativelyprimeto @(n).ie.,ewith
gcd (3(n), e)=1 where 1<e< @(n).

Step5 Calculatei d(privatekey) by usingfollowing condition| ed= L mod Om)|
d<@d(n).

| C=M* mod n|

Step6 Performencryptionby using

M= cd
Step7 perform Decryption bysing@

Example:
1. Selecttwo primenumbersp =17 andqg = 11.

2. Calculaten=pg=17x 11 =187.

3. Calculated(n) = (p- 1)(g- 1) =16 % 10 =160.

4. Selecte such thatis relatively primeo @) =160 and less than @); we choosee=7.

5. Determined suchthatdel 1 (mod 160)andd < 160.Thecorrectvalueis d = 23, becaus@3*
7=161=(1x160)+Hcan be calculated using the extende
Theresulting keys arpublickey PU = {7, 187} and privat&key PR= {23, 187}.

Theexampleshows the usef thesekeys fora plaintextinput of M= 88. Forencryption,

we needto calculateC = 88’ mod 187.Exploiting the propertiesof modulararithmetic,we can

do this as follows.

887 mod 187 =[(88* mod 187) x (882 mod 187)
% (88! mod 187)] mod 187

88" mod 187 =88

882 mod 187 = 7744 mod 187 =77

88* mod 187 = 59,969,536 mod 187 = 132

887 mod 187 = (88 x 77 x 132) mod 187 = 894.432 mod 187 = 11

Encryption Decryption

. Ciphertext )
Plaintext = 1 Plaintext
8§ — P> 880mod@8D= 11 1S mod (8= 88— 55

|/ |/
I, \ ]
PU=17.187 PR =23, 187

Example of RSA Algorithm



For decryption, we calculate M = 11% mod 187:

112 mod 187 = [(11! mod 187) x (112 mod 187) x (11* mod 187)

% (11% mod 187) x (11% mod 187)] mod 187

11" mod 187 =11
112 mod 187 =121
11* mod 187 = 14,641 mod 187 =55

11 mod 187 =214,358.881 mod 187 =

J

2
B |

b

112 mod 187 = (11 x 121 x 55 x 33 x 33) mod 187 = 79.,720.245 mod 187 = 88

RSA Attacks

Therearefour possibleapproacheso attackthe RSA:
1 Brute force: This involves trying all possible private keys. The defence against this
attack is the use of large key space.

1 Mathematical attacks There are several approaches, all equivalent in effort to factoring
the product of two primes. Three approaches that could be identified of this type are:

(0]

(0]

(0]

Factorn into itstwo prime factorsvhich enables calculatioaf f (n) = (p- 1) x (q
- 1), whichin turnenables determinatiasf d* e (modf (n)).

Determinef (n) directly, without first determiningp and g. Again, this enables
determination ofi * e (modf (n)).

Determined directly, without first determiningf (n).

1 Timing attacks: These depend on the running time of the decryption algorithm. This
attack isalarming for two reasons namely it comes from a completely unexpected
direction, and it is a cipher ternly attack. Modular exponentiation algorithm that is
accomplished bit by bit, with one modular multiplication performed every iteration and
an additional modular multiplication performed for each 1 bit can be used to perform this
attack. Simple counter measures could be used to overcome the timing attack. They are

(0]

Constant exponentiation timeEnsure that all exponentiations take thame
amount of time before returning a result. This is a simple fix but does degrade
performance.

Random delayBetter performance could be achieved by adding a random delay
to the exponentiation algorithm to confuse the timing attack. Kocher points out
t hat i f defenders donot add enough
collecting additional measurements to compensate for the random delays.
Blinding: Multiply the cipher text by a random number before performing
exponentiation. This process prevents the attacker from knowing what cipher text
bits are being processed inside the computer and therefore preventsbyribit
analysis essential to the timing attack.

1 Chosen cipher text attacks (CCAS)This type of attack exploits properties of the RSA
algorithm. It is defined as an attack in which the adversary chooses a number of
ciphertextsand is then given the correspondingplaintexts,decryptedwith thet ar get 6 s

no



private key. Thus, the adversarycould selecta plaintext, encryptit with thet ar get 6 s
public key, and then be able to get the plaintext back by having it decrypted with the
private key. Clearly, this providesthe adversarywith no new information. Instead,the
adversaryexploits propertiesof RSA and selectsblocks of datathat, when processed
using the targetodés private key, yield info
To overcome this simple attack, practical RB#sed cryptosystems randomly pad
the plaintext prior to encryption. More sophisticated CCAs are possible and simple padding
with a random value is insufficient to provide the desired security. To counter such attacks
modifying the plaintext using a procedure known as optimal asymmetric encryption padding
will help.
Diffie-Hellman key exchange is the first published public key algorithm, also known a:
exponentiakey agreementAnd it is basedon mathematicgbrinciples. Thepurpose othe algorithm
IS to enable two users to exchange a key securely that can then be used for subsequent encrypti

messages.This algorithm itself is limited to exchange of the keys. Security of algorithm depends
computing discrete logarithms values.

KEY MANAGEMENT

Thereareactually twodistinct aspectt theuseof public-key cryptography:
0 Thedistribution ofpublickeys
0 Theuseof public-key encryption talistributesecrekeys

1. Distribution of Public Keys

There are four different schemes
U Publicannouncement

U Publicly availabledirectory
U Publickeyauthority
U Publickeycertificates

A.Public announcement
Any participantcansendhis or herpublickey to anyotherparticipantor broadcastthe
key to the community. Uncontrolled Pubkey Distribution

Limitation : Anyonecanforgesuchapublicannouncement hatis, someusercould pretendo be
user A and send a public keyanother participant or broadcast such a public key. Authentication
is needed to avoid this problem.

A

ity P,



B. Publicly Available Directory
A greater degree of security can be achieved by maintaining a publicly available dynamic

directoryof public keys.Maintenanceinddistributionof the public directorywould haveto bethe
responsibility of some trusted entity or organization.

i) Theauthoritymaintainsa directory witha {name public key} entryfor eachparticipant.

i) Eachparticipantregistersa public key with thedirectoryauthority.

i) Participantcouldalsoaccesshedirectoryelectronically.

P lie-Risy

Aoy

Limitation :

An Adversarymayimpersonatéy stealingthe privatekey of public key directoryandfalselysend
the public keydetails.

An attackemmay attacktherecordsstoredin thedirectory.

C. Public-kevauthori

Strongersecurityfor public-key distributioncanbeachieveddy providingtightercontrol
over the distribution of public keys from the directory.

Eachparticipantreliably knowsa public key for theauthority,with only theauthority
knowing the corresponding private key.

Public-keyh

/—"" Authority \

(1) Request !l Timey / (4) Request || Times
(2) Eggan | KUp Il Request |l Time |

(5) Egpaun | KU, T Requestll Time, |

/—|31 Exu, [1DA] \l\\‘A
Initiator ¢ Responder
A y B

(7) I.A'.r A | \': ]



i) A sendsatime stamped message the public-key authoritycontaininga requesfor thecurrent

public key of B.

i) The authority responds with a message that is encrypted using the authority's private key,
PRauth. Thus, A is able to decrypt the message using the authority's public key. Therefore, A is
assured

thatthe messageriginated with theuthority. Theanessagéncludes thdollowing:

0 B'spublickey, PUb whichA can usdo encrypt messagetestinedor B

0 Theoriginalrequestto enableA to matchthis responsevith thecorrespondingarlierrequest

and to verify that the original request was not altérefdre reception by theuthority

0 TheoriginaltimestampsoA candeterminghatthisis notanold messagé&om theauthority
containing a key other than B's current public key

iii) A storesB's publickey andalsousest to encryptamessagéo B containing andentifier of

A (IDA) and a nonce (N1), which is used to identify this transaction uniquely.

iv) B retrievesA's publickeyfrom theauthorityin thesamemannerasA retrievedB's public

key.

v) At this point, public keys have been secuidivered to A and B, and they may betiieir protected
exchange.

v) B sends a message to A encrypted with PUa and containing A's nonce (N1) as well as a new
nonce generated by B (N2) Because only B could have decrypted message (3), the presence of
N1 in message (6) assures A that the correspondent is B.

vi) A returnsN2, encryptedisingB's publickey, toassureB that itscorrespondens A.

Limitations : Bottleneckmayoccurin public authority Tamperingof recordsstoredby the
authority may takelace.

D._Public keycertificate
A certificateconsistf a public key plusanidentifier of thekey owner,with thewhole

block signed by a trusted third party.

eeeee

Typically, thethird partyis a certificateauthority,suchasa governmentagencyor afinancial
institution, that is trusted by the user community.
A usercanpresentis or herpublic key to theauthorityin asecuranannerandobtaina

certificate. The user can then publish the certificate.



2. SecretKey Distribution with Confidentiality and Authentication
i) A usesB's publickeyto encryptamessagéo B containinganidentifier of A (IDA) anda

nonce (N1), which is used to identify this transaction uniquely.

i) B sendsamessagéo A encryptedwvith PUaandcontainingA's nonce(N1) aswell asanew
nonce generated by B (N2)

(1) Egy, (V11D
" E ' fmy
T s.

Initiator Responder

A B
&ml E:K{:h |_'\'j|__/"'/v

(4) Egg, | Egp K]

iv) A returnsN2 encrypted usin@'s publickey, to assurd that itscorrespondent ia.

A selects a secret kd{s and send$ = E(PUb, E(PRg Ks)) to B. Encryption of this message

with B's public key ensures that only B can read it; encryption with A's private key ensures that
only A could have sent it.

v) B computedD(PUa, D(PRR M)) to recoverthesecretkey.

Elagamal Cryptographic system
U Publickey cryptosystem relatei D-H
U usesexponentiationn afinite field
0 with securitybasedifficulty of computingdiscrete logarithmsasin D-H
U Usedin numberof standardéncludingDSS(Digital SignatureStandardandS/MIME e-mail
standard



How K is recoveredy thedecryptionprocess:




Example:




DIFFIE - HELLMAN KEY EXCHANGE

Algorithm for Diffie-Hellman Key Exghange
Stepl two public knownnumbergy, U

g Primenumber 5
Uprimitiverootof gandU <.
Step2 if A & B userswvishto exchangakey

_  Xa
a) UserA selectarandomintegerXa<qandcomputes Ya= & "modgq

b) User B independently select a random integexétand computeXs= o™ mod g

C) Eachsidekeepsthe X valueprivateandMakestheY valueavailablepublicly to the
outer side.

X4
Step3 UserA Computeghekey as K= (Yg) mod q

Xs
User B Computes the key as |K= (Y4) mod
Step 4 two calculation produce identical results

X4
K= (Yg) modq

; Xa
K= (0®® mod s
1) moedy (Weknowthat Y== o’ mod q )

. Xa

= (¢ ) mod q
Xs

= («*) modq

. Xs
= (6™ mod a ) mod q
Xs
= A fA= oA mo
(¥a)mod g (Weknowthat ** 49)
Theresultis that thetwo sideshaveexchangea secretkey.



Select Global public Elements
q =2 Prime number

o 2> primitive Root of q

P

User A key Generation User B key Generation
Select Private X4. Xa<q Select Private Xg. Xp<q
Calculate publickey Y4 Calculate publickey Yg
Ya= o * mod q Y= 0*® mod q
Generation of secret key by user A Generation of secret key by user B
XA Xz
K= (Yp) mod q K= (Ya) mod
Example: 1

Here is an example. Key exchange is based on the use of the prime number
g = 353 and a primitive root of 353, in this case @ = 3. A and B select secret keys
X4 = 97and X = 233, respectively. Each computes its public key:

A computes Y, = 3 mod 353 = 40.
B computes Y3 = 3> mod 353 = 248.

After they exchange public keys, each can compute the common secret kely:

A computes K = (Y3)¥* mod 353 = 248°" mod 353 = 160.
B computes K = (Y4)**mod 353 = 40%*mod 353 = 160.

We assume an attacker would have available the following information:
g =33:a=3Y,=40; Yy = 248
User A User B

Generate random X 4<<q Generate random Xg<Iq

. ) §
Calculate public key Y4 / Calculate public key Yg
Xoa— a oA mod q A)/ Ys= QXB mod q

Calculate K Calculate K

Xs

Xa
K= (Ys) mod q K= (Ya) mod




Example2:
Here is an example, taken from. Key exchange is based on the use of the prime
number g=71 and a primitive root of 71, in this case @ = 7. A and B select private keys X1 =5
and Xp= 12, respectively. Each computes its public key:

Yi=7 =51 mod 71
Ye=7"=4mod 71

After they exchange public keys. each can compute the common secret key:

K=(Y,)"" mod71=45=30mod 71
K=(Y,)™ mod71=5112=30mod 71

From {51. 4}, an attacker cannot easily compute 30.

Example 3:
User A and B exchange the key using Diffie-Hellman algorithm. Assume o=5
q=11 X,=2 Xy=3. Find the value of Y, Yy and k?

Soln: '
Y A= a‘\,\ mod q
=25mod 11
=3
Yg= GXB mod q
=125mod 11
=4
K=(Ya)“s modq
=27 mod 11
=5
K=(Yg)*s modg
=16 mod 11
=5
MAN -IN-MIDDLE -ATTACK:
User A User B
Generate

random X, <= g3
Calculate

Yy =at

‘4 mod g -
\* Generate
random X = g:

Calculate

Yp — «# mod g:
Y Calculate

> K = (¥4)* mod g
Calculate

K = (¥Yp)*a mod g

Figure 10,2 Diffie-Hellman Key Exchange

Definition: A manin themiddleattackis aform of eavesdroppingvherecommunication
between two users is monitored and modified by an unauthorized party.
Generallytheattackeractivelyeavesdropby intercepting(stoping)apublic key message
exchange.
TheDiffie- Hellmankey exchangés insecure againgtii Maimthemiddleat t ac k 0 .
Supposeaiserdé A& 06 Bwishto exchangdeys,and Dis theadversary (opponenffheattack
proceedsasfollows.
1. 0 Dpdeparesor theattackby generatingwo random privat&eysXpi1 & Xp2andthen

computing the corresponding public keys: gndY po>.
2. 6 AtG@ansmitsd X6to6 B 6
3. 6D6 i ntaandtrangntits¥itYo 6 Bo6 . calonlateshs = (Ya)7?modg.

46



6 Bréceivesyp: & calculate K1 = (Yp)*mod g.
0 Btignsmitsd Y Bod A O )
e X
6D6 i nd¢tBE&epnadYD2anemoAas akwKl=(Yp"modg. y| ate

) K2 = (Y )X de¢
A receives ¥ and calculates (¥ pa)™ mo ‘7_‘

At this point, Bob and Alice think that they share a secret key, but instead Bob and Darth share
secret keyK1 and Alice and Darth share secret k& All future communication between Bob
and Alice is compromised in the following way.

. A sends an encrypted message M: E(K2, M) .

N o gk

2. D intercepts the encrypted message and decrypts it to recover M.

3. I sends B E(K1, M) or E(K1, M") , where M’ is any message. In the
first case, D simply wants to eavesdrop on the communication without
altering it. In the second case, D wants to modify the message going
toB

The key exchange protocol is vulnerable to such an attack because it does not authenticate the
participants. This vulnerability can be overcome with the use of digital signatures andkeyblic
certificates.

ELLIPTIC CURVE CRYPTOGRAPHY

Elliptic_Curve Arithmetic:
A major issuewith the use of PublicKey Cryptography,is the size of numbersused,and hence

keys being stored. Recently, an alternate approach has emerged, elliptic curve cryptography (ECC),
which performs the computations using elliptic curve arithmetic instead of integer or polynomial
arithmetic.

Majority of publickey crypto (RSA, DH) use either integer or polynomial arithmetievith very
large numbers/polynomials. It imposes a significant load in storing and processing keys and
messages. An alternativés use ellipticcurves; it offers same security with smallgt sizes.

RealElliptic_ Curves









Comparisiorof RSA/DSA (Diffie HellmanAlgorithm




ElgamalCryptographyAsymmetrucKey ( Encrppubkey,DecryptPrivatekey)

‘LetP=11;D=3;E1=2
E2=EP modp
E2=22mod11
E2=8mod11

E2=8

Now publickey={E1,E2,P}={2,8,11}
Private Key=3
Encryption:

R=4

C1=ER modp
C1=2mod11

C1=16mod11=5



Now Pt=7

C2={Pt EZ mod p}
C2=7x8 mod 11
C2=28672nod11=6
C2=6

C.T={5,6}

Decryption

Pt={C2(C1°)* modp}

Pt={6x(5°))mod 11

First: (5% Y)mod 11

(125yYmod11

125*X mod 11=1

125*1mod 11=121 +4mod11=4

125*2mod 11= 250 mod 11242+8mod11=8
125*3mod 11=375 mod 11374+1 modl1=1
Pt={6*3 mod 11}

Pt=18mod11=7

Pt=7

Sothe DecryptandencryptPtvalueis same.
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UNIT IV MESSAGE AUTHENTICATION AND INTEGRITY

Authentication requiremeiit Authentication functioi MAC i Hash functiori Securityof
hash function and MAC SHA T Digital signature and authentication protocolBSS

Entity Authentication: Biometrics, Passwor@hallengeResponse protoceléuthentication
applicationsg Kerberos, X.509

MESSAGE AUTHENTICATION
U isamechanisnor serviceusedto verify the integrity of a message
U Messageauthentications concernedvith:
protectingtheintegrity of amessage
validatingidentity of originator
nonrepudiatiornof origin (disputeresolution)

AUTHENTICATION REQUIREMENT

Disclosure: Release of message contents to any person or process hot possessing the
appropriatecryptographic key.

Traffic analysis: Discovery of the pattern of traffic between parties. In a connection
oriented application, the frequency and duration of connections could be determined. In
either a connectionoriented or connectionless environment, the number and length of
messages between parties could be determined.

Masquerade: Insertion of messages into the network from a fraudulent sourbes
includes the creation of messages by an opponent that are purported to come from an
authorized entity.

Content modification: Changes to the contents of a message, including insertion, deletion,
transposition, and modification.

Sequence modification: Any modification to a sequence of messages between parties,
including insertion, deletion, and reordering.

Timing modification: Delayor replayof messages. In a connectioriented application, an

entire session or sequence of messages could be a replay of some previous valid session, o
individual messages in the sequence could be delayed or replayed. In a connectionless
application, an individual message (e.g., datagram) could be delayed or replayed.
Sourcerepudiation: Denialof transmissiomof messagéy source.

Destination repudiation: Denialof receipt ofmessage bgestination.

Summary:

Messageauthentication

V A procedure to verifghat messages come frahe alleged (suspected) source and have
not been altered

V  Messageauthenticationrmayalso verifysequencin@ndtimeliness

Digital signature

V  An authenticationtechniquethat also includesneasuredo counterrepudiationby

either source or destination

L AUTHENTICATION FUNCTION
Threeclasse®f functionsthatmaybeusedto produceanauthenticator
1)Messageencryptioni TheCipher text of theentiremessagservesas itsauthenticator.
2)Messageauthenticationcode(MAC)- A public functionof the messagend a secretkey
thatproducesa fixed-length value thatserves aghe authenticator.
3) Hashfunction -A public function that maps messagef any length into dixed-length
hash value which serves as the authenticator.

[
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MessageEncryption
Message encryption by itself can provide a measure of authentication. The analysis

differs forsymmetric and publi&ey encryption schemes.

Symmetric Encryption

Conventionakncryptioncanserveasauthenticator
Conventionakncryptionprovidesauthenticatioraswell asconfidentiality

MessageM transmittedfrom sourceA to destinationB is encryptedusing a secretkey K
sharedby A andB. If no otherpartyknowsthekey, thenconfidentialityis provided:

No otherpartycanrecoverthe plaintextof the message.

Source——— - ~————— Destination—— -
| E—— R =R -~ ] [ |
R E po il Kl

(a) Conventional encrypton: confidentiality and authentication
m1 4—(? - ';@—b Pl
KL, Epcir, M K R,
i by Public-kew encryption: confidentiality
M E - D | Dl
KR4 EpRi R M KL,
(o) Public-key encryption: authentication and signature
™
KR, FERyMY kin, EgoplEgr,MM] KRy  FrrghM ko,

(o) Public-key encryption: confidentiality, authentication. and signature
Figure: BasicUsesof MessageEncryption

Given a decryptionfunction D and a secretkey K, the destinationwill acceptanyinput X

andproduceoutputY = D(K,X).

If X is the cipher text of a legitimate mess&geroduced by the corresponding encryption

function, thenY is some plaintext messa@é. Otherwise,Y will likely be a meaningless

sequence of bits.

There may need to be some automated means of determining at B whetHegitimate

plaintext and therefore must have come from A.

Public-Key Encryption

The straightforward use of publiey encryption provides confidentiality but not
authentication. The source (A) uses the public keyoPthe destination (B) to encrypt M.
Because only B has the corresponding privateRggyonly B can decrypt the message.

To provide authentication, A uses its private key to encrypt the message, and B uses A's
public key to decrypt.

To provide both confidentiality and authentication, A can encrypt M first using its private
key, which provides the digital signature, and then using B's public key, which provides
confidentiality.

The disadvantage of this approach is that the pddelycalgorithm, which is complex, must

be exercised four times rather than two in each communication.
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{a) Conventional (symmetric) Encryption

A — B: E[M]

*Provides contidentiality
—Omly A and B share K

*Provides a degree of authentication
—Could come only from A
—Has not been altered 1n transit
—Requires some formatting/ redundancy

*Does not provide signature
—Receiver could forge message
—Sender could deny message

(b) Public-Key (asymmetric) Encryvption

A — B: EKUIRp[M]
*Provides contidentiality
—Omly B has KRB to decrypt
*Provides no authentication
—Any party could use KUK to encrypt message and clamm to be A

A — B: EKR,IM]
*Provides authentication and signature
—Omnly A has KR, to encrypt
—Has not been altered in transit
—Requires some formatting/redundancy
—Any party can use KUy to verity signature

F 5 1) = A
;‘1"1 == I_r E.KLJ],[[JKR‘L':I\I_}] -
*Provides contidentiality because of KL,
*Provides authentication and signature because of KRy

Table: Confidentiality and Authentication Implications of MessageEncryption

2. MessageAuthentication Code
0 Uses a shared secret key to generafixed-size block of data (known as a

cryptographic checksum or MAC) that is appended to the message.

MAC = Ck(M)
Where M is a variablelength Input messageK is a Shared secret key, C is
MAC function and Ck(M) is the fixed-length authenticator.

U The MAC is appended to the message at the source at a time when the message is
assumed or known to be correct. The receiver authenticates that message by

recomputing the MAC.

i A MAC function is similar to encryption. One difference is that tMAC
algorithm need not be reversible as it must for decryption. In general, the MAC
function is amany-to-one function

Assurances

Messagdiasnot beenaltered

Messagas from allegedsender

Messageequencés unalteredrequiresnternalsequencing)
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{a) Message authentication
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(b} Message authentication and confidentiality: authentication tied to plaintext
Eg2IM]
M A M
[ +
4 Compare K2
K| *

Cr 1 (Eg2[M])
{¢) Message authentication and confidentiality; authentication tied to ciphertext

Figure: Basic Useof MAC

The process depicted iRigure a)provides authentication buot confidentiality,because the
message as a whole is transmitted in the clear.

Confidentiality canbe providedby performingmessagesncryptioneither after (Figure b) or
beforeFigure ¢ the MAC algorithm.

In both these casetyo separate keyare neededgeach of whichis sharedby thesender
and the receiver.

In the first case,the MAC is calculatedwith the messageasinput andis thenconcatenatetb the
message. The entire block is then encrypted.

In the secondcase,the messagds encryptedfirst. Thenthe MAC is calculatedusing the
resulting Cipher text and is concatenated tocthber text to form the transmitted block
Note thatthe MAC doesnot provide a digital signaturebecauseéioth senderandreceiver
share the same key.

Table: BasicUsesof MessageAuthentication Code

(a) M — B: W || OOV
IProwvides authentication
Oy A aand B share KO
(b)) A — B: Ex, [M || Ck, ()]
Prowvides authentication
Only A and B share K1
=IProwvides contidentiality
Oy A and B share Ko
(c) & — B B [ D] ] C, {Eliz rI‘vI—”
=IProwvides authentication
Ti=singe K1
Prowvides confTidentiality
Llsimnge K >
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Figure 8.5 Basic Uses of Hash Function (page 1 of 2)

/
Expal HIM) |

Advantage

It is cheapeandmorereliableto haveonly onedestinatiorresponsibldor monitoringauthenticity.
Authentications carriedoutonaselective basisnessagebeingchoserat randomfor checking
Authenticationof acomputemprogramin plaintextis anattractiveservice.

Separatiof authenticatiomndconfidentialityfunctionsaffordsarchitecturaflexibility
Separatiorf authenticatiortheckfrom messageise.

Hash Function

T

il
T
T
1

A variation onthe messageauthentication codeis the one-way hashfunction

Convertsa variable sizemessageM into fixed sizehash codeH(M) (Sometimescalled amessage
digest)

Hashcodedoesnot useakeybutis afunctiononly of theinput message.

The hashcode(h) is alsoreferred to asa messagealigestor hashvalue.

Thehashcodeis a functionof all thebits of themessagandprovidesan errordetectioncapability. A
change to anpit or bits in the message results in a chandkadash code.

Hash codecan be usedto provide messageauthentication, asfollows

1.
2.
3.

4.

Themessag@lusconcatenated haslodeis encrypted usingymmetricencryption.E(M ||H)

Onlythe hashcodeis encryptedusingsymmetricencryption.M ||E(H)

Only thehash code is encrypted,using public-key encryption and using the sender'sprivatekey.

M ||signedH

If confidentiality as well as a digital signature is desired, then the message plus thekayvate
encrypted hash code can be encrypted using a symmetric secrdE(kbY.|| signed H ) gives
confidentiality

It is possible to use a hash function but no encryption for message authentication. The techn
assumes that the two communicating parties share a common secr& ¥alliei( M || S)
Confidentialitycanbe added tahe approachf (e) by encryptingthe entiremessag@lus the haslkode.
E(M|H(M]|S))
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Whenconfidentialityis notrequired methodgb) and(c) haveanadvantag®verthosethatencryptthe
entire message in that less computation is required.

Table: BasicUsesof Hash FunctionH

(a) A - B:Eg[M | H(M)| (d) A — B:Eg[M | Expa[HM)]]
*Provides confidentiality *Provides authentication and digital
—Only A and B share K sienature
*Provides authentication *Provides confidentiality
—H(M) is cryptographically protected —Only A and B sha re K
(b) A— B:M |Eg[H(M)] () A— B: M| HMS)
*Provides authentication *Provides authentication
—H(M) is cryptographically protected —Only A and B share S
(¢) A= B:M | Egpa[HM)] (f) A= B:Eg[M |H(M) || S]
*Provides authentication and digital *Provides authentication
signature —Only A and B share S
—H(M) is cryptographically protected *Provides confidentiality
—Only A could create EKR ,[H(M)] —Only A and B share K

Reasondor using Hash

Encryptionsoftwareis relatively slow.
Encryptionhardwarecostsarenot negligible.
Encryptionhardwards optimizedtowardlargedatasizes.
Encryptionalgorithmsmaybe covered bypatents

To T To Do



MESSAGE AUTHENTICATION CODES

U A MAC, alsoknownas a cryptographic checksurmgenerated by functionC of theform
T= MAC(K,M)
WhereM is a variablelength messageK is a secretkey sharedonly by senderand receiver,and
MAC(K, M) is the fixedlength authenticator, sometimes called a tag.
U The tag is appended to the message at the source at a time when the message is assumed or kno
be correct. The receiver authenticates that messagebmnputing the MAC.

Requirementsfor MACs:

Securitydepends othe bit length of the key
Theopponenimustresortto a brute-force attack usingall possiblekeys.
Onaveragesuchanattack willrequire2-D attempts for a k-bit key.
MAC functionis amanyto-one function, dué the manyto-onenatureof thefunction.
Usingbrute forcemethodshowwould anopponentattemptto discovera key?
A number of keys will produce the correct MAC and the opponent has no way of knowing which 1
correct keyis. On average, a total 0f/2" = 2« keyswill produce a match. Thus, the opponent must
iterate the attack:
o Round1
A Given: My, T1 = MAC(K, My)
A ComputeT; = MAC(Ki, M1) for all 2¢
keys Number ®®f matches &2
o Round?2
A Given: M, T2 = MAC(K, My)

A ComputeTi = MAC(Ki, M2) for the2®™ keysresultingfrom Round1
Number of &fatches &2

[ - R - e A o N

i If an80-bit keyis used andhe MAC is 32 bits long, thenthefirst round will produceabout2*®
possible keys.
Thesecondround will narrowthe possiblekeysto about2'®possibilities.
Thethird round shouldproduceonly asingle key, which mudtetheoneused bythe sender.
Brute-forceattemptto discovertheauthenticatiorkeyis no lesseffort andmaybe moreeffort than
that required to discover a decryption keyhaf same length.

i Otherattacks thatlo not requirethe discoveryof thekeyarepossible.

The MAC function should satisfy the following requirements:

. If anopponenbbservedvl and MAC(K, M), it shouldbecomputationallynfeasiblefor theopponento
construct a message M' such that MAC(K, M) = MAC(K,M).
. MAC(K, M) shouldbeuniformly distributedin the sensehat forrandomlychosemmessagesyl andM’, the
probabilitythat MAC(K, M) = MAC(K, M) is 2", where n is the number bits in the tag.
Let M' beequalto someknowntransformatioron M. That is,M' = f(M). For example, imayinvolve inverting
one or more specific bits. In that case,
PrIMAC(K, M) = MAC(K, M")] =2".

Thefirst requiremenspeaksabout,anopponentis ableto constructanew messag® matcha giventag,even
though the opponent does not know and does not learn the key.

The second requirement deals with the need to prevent afbrogeattack based on chosen plaintext. That is,
if we assume that the opponent does not know K but does have access to the MAC function and can p
messages for MAC generation, then the opponent could try various messages until finding one that matc
given tag.



HASH FUNCTIONS
A hash value Is generated bg functionH of theform
h =H(M)

M is avariablelengthmessageh is a fixedlengthhashvalue,H is a hashfunction
Thehashvalueis appended at theource

Thereceiverauthenticatethe messag®dy recomputinghe hashvalue
Becausehehashfunctionitself is notconsideredo be secretsomemeanss requiredto protect
the hash value

[ ent B e e

Requirementsfor a Hash Function
H canbeapplied toanysizedatablock

H producedixed-lengthoutput
H(x) is relativelyeasyto compute foranygivenx
His oneway, i.e.,givenh, it is computationallyinfeasibleto find any s.t.H(y) = h

H is weaklycollisionresistant givenx, it is computationallynfeasibleto find anyy! , x s.t. H(y) = H(X)
H is stronglycollision resistant it is computationallynfeasibleto find anypair (x,y) s.t. H(x) =H(y)

i Oneway propertyis essentiafor authentication

i Weakcollisionresistances necessarto preventforgery

u  Strongcollisionresistances importantfor resistanceo birthdayattack

L1

Simple Hash Functions
U Operation of hashfunctions:
A Theinputis viewedasa sequencef n-bit blocks
A The input is processed one block at a time in an iterative fashion to produce an n
bit hash function



