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1.2.1 Number of Certificate/Value added courses offered and online courses of
MOOCs, SWAYAM, NPTEL etc. (where the students of the institution have
enrolled and successfully completed during the last five years)

AND

1.2.2 Percentage of students enrolled in Certificate/ Value added courses and
also completed online courses of MOOCs, SWAYAM, NPTEL etc. as against the
total number of students during the last five years
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DEPARTMENT OF COMPUTTR SCIENCE AND ENGINVERING
Reft SCU/CSE /Students Z VAC /2002 - 2023 70DD 16.08,2022

CIRCULAR

ln onder 0 bridge the curricular pap between the Academic Syllabus and Industry
requirements, Departiment of Computer Science and Engineering and IQAC of our Institution n
association: With: Robomiraele Teelhnologies, is orpanizing a Value Added Counrse (VAC) for
the students of 1, UL and IV year of CSE. ALEDS on the title “Ethieal Hacking and
Pencteation Testing™ from 22.08.2022 1o 26.08.2022. At the end of the VAC. course

completion certificates will be issued to the elipible participants as per the following norms

o Students, who are securing more than 70% on total seore in the VAC test and secured

more than 75% in VAC attendance is ehipable to receive the course completion certificate for

the VAC atended.

. N Me.G.Rameshkumar Mr.ALKamalrag,
Resource Person st ) o :
Project Manarer, Trainer,
Details Robomiracle Technologies, Robomiracle Technologies,
[ Coimbatore - 011002, [ Coimbatore — 641002,
Venue Lecture hall of 11 & 11 vear CSE

(_C‘\S /CSE

PRINCIPAL

Copy to:
1. Chiatrman & Seeretary for information
2. Principal oflice
3. 1QAC Co-Ordinator
1. Class In charges = L TE& IV-Year CSE & AIRDS
SOIL T & IV-Year CSE & ALRDS Students
6. CSE & AL&DS Notice Board
7. Department File

Dr.M.VIJAYAK IMAR mz_pnp
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DEPARTMENT OFF COMPUTER SCIENCE AND ENGINEERING

Ref: SCLE/ CSE /Students / VAC /2022 -2023 / 0ODD 16.082022

SYLLABUS - VALUE ADDED COURSE

“Ethical Hacking and Penetration Testing”
From 22.08.2022 to 26.08.2022 (5 days)

Duration : 30 Hours Academic Year : 2022 -2023 / ODD
S.No. Topics Covered Duration Date
(In Hours)
1 Introduction tv Ethical Hacking 3 22.08.2022
2 Information Gathcering and Footprinting 3 22032022
3 Scanning and Enumeration 3 33.08.2022
=
4 Vulnerability Assessment 3 20820
5 Penetration Testing Methodology 3 24.03.2022
6 Web Application Security Testing 3 2"'0‘8'2022
7 Wireless Network Security 3 32082022
3 Social Engineering and Physical 3 25.08.2022
Security
9 Incident Response and Handling 3 26.08.2022
Legal and Ethical Aspects of Ethical 26.08.2022
10 5 3
Hacking
Total Hours 30 -

After successful comp]etion of 30 hours VAC the assessment test for the VAC
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DEPARTMENT OF COMI'UTER SCIENCE AND ENGINEERING

STUDENTS PARTICIPATION LIST - VALUE ADDED COURSE

“Ethical Hacking and Penetration Testing”

From 22.08.2022 to 26.08.2023 (5 days)
Academic Year : 2022 -2023 / ODD

Duration : 30 Hours

S.No. Reg No. Name of the Student Year / Branch
1. 732421104003 | DHARUNKUMAR M I/CSE
2. | 732421104004 | DIVAKAR S | 1VCSE
3. 732421104005 | GOKUL S IVCSE
4. 732421104006 | INDHU K II/CSE
5. 732421104007 | NANDHINI S I/CSE
6. 732421104008 | NIVETHITHA K IVCSE
7. 732421104009 | PAVITHRA S I/CSE
8. 732421104010 | PRAKASH P II/CSE
9. 752421104011 | RAGUM II/CSE
10. 732421104012 | RANJITH S I/CSE
11. | 732421104013 | SANJEEVANR 1I/CSE
12. 732421104014 | SAPNA PARVEEN A II/CSE

3. | 732421104015 | SATHYA M II/CSE
14. 732421104016 | SHARAAPETCHIK I/CSE
15. | 732421104017 | SHARVIN P I/CSE
16. | 732421104018 | SOWNDHAR M 1/CSE
17. | 732421104019 | SOWNDHARYA S 1/CSE
18. | 732421104020 | SOWNDHARYA S 1/CSE
19 | 732421104021 ERISELVASAKTHIMAARI 1/CSE
20. | 732421104022 | THANGAVEL R 1/CSE
21. | 732421104023 | VIGNESHM S IVCSE
22. | 732421104024 | YAZHINI P 1/CSE
23. | 732421104301 [ ASWINJ 1/CSE
24. | 732421104302 | LOGESHWARANM IVCSE
25. | 732421104304 | PREETHIV I/CSE
26. | 732421104305 | RAJESHKUMAR K IVCSE
27. | 732420104001 | BALAJIM 1I/CSE
28. | 732420104002 | DEPAKAR B HIVCSE
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STUDENTS PARTICIPATION LIST - VALUE ADDED COURSF,

\ Vu 7 Rrg No. Name of the lelrnl Yenr/ Rranch
200 | 732020000000 | KIRUBAKARAN M HICSE
T30 | 732420100006 | NIVETHA § - HUCSE
S [ 732020100008 | SUDHAKAR M wese
(32 | 732020000000 | SUDHARSONR LCSE
33 [ 732420004000 | VIGNESTTM MCSE
3. | 732419101001 | ABBARNA N AVICSE
35, | 320900002 | ADITIYA S [ viese
3. [ 732410100002 [ DEEPAT B
37. | 732419104004 | DHEENAMANI E .
38 [ 732419104005 | DIINESH KUMAR R IVICSE o
39. | 732419104006 | ELANGOVAN P IVICSE
40. | 732419104007 [ GAYATIIRIR IV/CSE
41 | 732419104009 | HHARI PRASANTITEK | IVICSE
42, | 732419104010 | HARIPRASATH R IVICSE
43, [ 732419104012 | JOHNSON KOILRAT J IWICSE
44. | 732419104013 | KAMALEYSWARAN G IVICSE
45. | 732419104014 | KANNAN M IV/CSE .
46. | 732419104015 | KARTHIKEYAN P IV/ICSE
47. | 732419104016 | KAVITHALAKSHMI V IV/CSE
48. | 732419104017 | KAVYA P | vicse
49. | 732419104018 | LAVANYA C IV/ICSE
50. | 732419104022 | NAVEENA B IV/ICSE
51, | 732419104023 [ NIVETHA K IV/CSE
52. | 732419104025 | RAJA C IVICSE
53, | 732419104026 | ROBINSON R IV/CSE
54, [ 732419104027 | SABAREESWARI R IVICSE
55. | 732419101029 | SIVAM B . |weese
56. | 732419104031 | SUBASIH P IV/CSE N
57. | 732419104032 | SUBHASHINI N Twvicse
58 | 732419104033 | SUGI A IWVICSE
59. | 732419104301 | KAVIN KUMAR M IVICSE
60, | 732421243000 | ARUNA | usains
61, | 732421243003 SANTHOSUKUMAR |11/ AIDS
62, | 732421243004 | SIVAKUMARA | 11/AIDS
63 | 2ILADS301T | MADITANKUMAR “luvAams
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STUDENTS PARTICIPATION LIST - VALUE ADDED COURSE

Reg No. Name of the Student Year / Branch
732420243001 | BHARADWAJ S “['m7AIDS
732420243002 | KATHIRAVAN T3 “[Ti7/AIDS
732420243301 | INDHARESH HT/AIDS

»

W= >

CSE

N
YAKUMAR ME., PhD,,
Dr.M.VIJAP il
c@?" SASUR'E COLLEGE OF ENGINEERING,
M ul\n’q.ﬂy.::mngahm - 639 056, Turvpur (D1).
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SASURIE
HRETTTUTIONS

DEPARTMENT OF COMPUTER SCIENCE AND ENGINEERING

STUDENTS ATTENDANCE LIST - VALUE ADDED COURSE

“Ethical Hacking and Penetration Testing”

From 22.08.2022 to 26.08.2022 (5 days)

Duration : 30 Hours Academic Year : 2022 - 2023/ ODD

] |
No. of .
— ! Reg No. Narme of the Student ;;,::rc/h 22.08.2022 | 23.08.2022 | 24.08.2022 25.08.2022 26.08.2022 o ! S|gn::u;g of the |
1 EN | AN | FN | AN | FN | AN | FN | AN | FN | An | Attended | S
1. | 732421104003 | DHARUNKUMARM | I/CSE Pla e b Lot 0 Dl |
27 [ 732421104004 | DIVAKAR.S 1/CSE vl L2, 412 La / | 1) v | Opae E
3. | 732421104005 | GOKUL.S IVCSE ) 1 AN J 1) {1 >0 | b4 |
1 | z
"4 732421104006 | INDHUK IVCSE dlr Tl sl il v | s0 ezl o |
. e
5. | 732421104007 | NANDHINLS I/CSE IR, L e '* A |
0 732421104008 | NIVETHITH II/CSE , A : , . \O |
, A K plaf el Vel 0] PLE T 29 Wiwkee |
— AN
7.1 732421104009 | PAVITHRA.S II/CSE rtr Lt ol a ) |y ) SRR /A
4 <t —1
‘A 732421104010 | PRAKASH.P I/CSE plr o la | ] sl r e 24 @ézﬁ
9. | 732421104011 | RAGUM I/CSE P I /|7 BN o i 20 Enl
10. | 722421104012 | RANJITH .S IVCSE SO ; A
: AN { L) ;
L1 ’ /S N A N I S A I e N T X3 ) |
1. 1732421104013 { SANJEEVAN.R I/CSE Fle =ttt 1] e A b1l 30 A .
o~

Dr.il. ‘:’EJ.-\\\?\?\\T WMARwe. PhD,

PRIECIPAL

.eg}’ SASURIE COLLEGE OF ENGINZERING,
' Yyayamangalam - §33 038, Tirupur (D1).
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COLLEGE OF ENGINEERING

Approved AICTE. New Delhi
AfMilated to Anna University, Chennal

STUDENTS ATTENDANCE LIST - VALUE ADDED COURSE

J | No. of . !
! S.No : Reg No. Name of the Student B‘(r:z;c/h 22.08.,2022 23.08.2022 | 24.08.2022 25.08.2022 26.08,2022 ML Signature of the |
| ‘ FN | AN FN | AN | FN | AN FN AN FN | AN | Attended student |
12. 1732421104014 | SAPNA PRAVEEN.A I/CSE / Pl L1711 la]a ! 2y Q i
732421104015 | SATHYAM II/CSE 1 Ta |y 1) ] / HEEEE % |
14 1732221104016 | SAHARAA PETCHIK I/CSE ny 1 11y / | BN ) < |
732421104017 | SHARVIN.D 1I/CSE Y 1l 11 ) | a Y - C |
e | 732421104018 ; SOWNDHAR.M 1/CSE )|t 1l lala 7]y iy 1y _CZ’E 3 ,
K 32421104019 | SOWNDHARYA.S I/CSE ) | a (1l Pl rl rly 5 |ag |
732421104020 | SOWNDHARYA.S I/CSE /) [ ) ]! [ |
732421104021  SELVA SAKTHI MARLD | IVCSE : ; [ A JHM
. | meions) | sELvASA - la |/ ARENAN ANRBAEEN 2% Q9. 4F
2 THANGAVEL.R I/CSE Il o 2ENEY 71y ;| 39 1 M
2 VIGNESH.M.S [ 1/CSE . : RESIC4 ] -
o S el — [ 2 /17 ¢t N I 20 ﬁ\)@@-&~
- 024 | YAZHIN] P I/CSE VAN, Pl ]y P £ 20 | Js s
23| 732421104301 | ASWIN ] 11/CSE ) / / 1 s
- — / o ) c Ll | dBR)
2% 732421104302 | LOGESHWARAN /CSE —r =
i ! 30 JGESHWARAN M ) J a a / ) / ‘ v, 2y
=% 732421104304 | PREETHI V I/CSE [ = B
= | 3 HI /1 AN /] /oo |7 ARSI
< RAJESHKUMAR K I/CSE il i :
- bl ploy Ml ety gy |21t | 30 | pp,
2 BALAJLM H/CSE /1y av. 1 7 )| a ) T i .
R (o s 1 T S Y =\ v
732420104002 | DEPAKAR.B I/CSE I 3 Sl o /1oy / / / / __;)6 B

-
ROy
Dr.M.VIJAYAKUNAR ne. eho.,

PRINCHAL

A SASURIE COL

LEGE OF ENGINEERING,

B8 vijayamangalam - 633 036, Tirupur (01}
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STUDENTS ATTENDANCE LIST - VALUE ADDED COURSE

No. of .
Reg No. Name of the Student BY;:L/h 22.08.2022 | 23.08.2022 | 24.08.2022 25.08.2022 26.08.2022 Hotrs Signature of the
FN | AN | FN | AN | FN | AN | FN AN FN | AN | Attended Student
7f24’0104004 KIRUBAKARAN.M 1IVCSE 8 I O O - W A W A A B V'R %)
| 732420104006 | NIVETHA.S IIVCSE r Ly el | 1l rlg |2 B -
| 732420104008 '
il SUDHAKAR.M II/CSE ) y N | a | AR A 24 bu:l ol
_:: - SUDHARSON.R II/CSE /|1 \ \ VY / ! {1/ 30 5 77—
| 732320104010 | VIGNESH.M 1IUCSE ]| & \ ) (BN / AW AR 29 L2 x|
| 732419104001 | ABBARNA N vese byl vy vy Tala 1 LS ———
| 732419104002 | ADITHYA S PHIGIE Floo | V)Y HIESIE L] | e
| 732419104003 | DEEPA T IV/CSE AN Vv la o | 1] ) 11 24 _'DQE-Q.:,
732419104004 | DHEENAMANI LVILSE '—
| E / ! ‘ a | ) / / ¢ / bha) %M/ﬁ 1
| 732419104005 | DHINESH KUMAR R THESE s It oy vV Ly /|1 30 Dbl
732419104006 | ELANGOVAN P TMESE a | o IEEENE ‘BT |/ 3 4y | Blaraewn
732419104007 | GAYATHIRIR IVIGRE /! vV Jaly |y /17 3 | Fipaz——
e | LYo
732419104009 | HARIPRASANTHEK | [V/CSE AN IRBEIEREAE. P! 30 HNWYUM_,I
| /
732419104010 | HARIPRASATH R JORE AN ENEEEEA /A N A A Y B T
23241910201 | v . g
32419104012 | JOHNSON KOILRAI J IV/CSE sl Vv VN & | a )| 1y 2%_
| 732419104013 | KAMALEYSWARAN G | IV/CSE ll/ | a IR EN 1y ) ) 24 ‘K%
'\V’/‘

Dr.MVIAYAKUMAR ve., PhD.,

PRIICIPAL

. A7 siswreco LLEBE OF ENCIEERNG,
. d Vijayainangalam - 638 038, Tirupur (Dt}
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COLLEGE OF ENGINEERING

Approved by AICTE. New Delhi
m AmMiisted to Anna University, Chennal

STUDENTS ATTENDANCE LIST - VALUE ADDED COURSE

T 1 [ ]
| | " | No. of 7
< N * S Year/ 22.08.2022 | 23.08.2022 | 24.08.2022 | 25.08.2022 | 26.08.2022 ot signature of the
! | Branch Student
{ ! EN | AN | FN | AN FN | AN FN AN FN | AN | Attended
|45 (732419104014 | KANNAN M IV/CSE y o 11 1THNER RN, E 13 20 |k _ '|
46. | 732419104015 | K LEY. =
bl 732410104013 ’}\ARTHI}\E\ANP IV/CSE a |a \ \ vy | ( 'y o — .
147 732419104016 | KAVITHALAKSHMIV | IV/CSE BN NENEEE | Bl _m R T
48 1732219102017 | KAVYAP IV/CSE 1|y vy v Yy a |y 'y ;."‘l L |
4¢ 732219104018 | LAVANYAC IV/CSE 11 a \ \ \ ’ ; = [ - (aaldbnft o~
3073241910402 | NAVEENA B IV/CSE ar NENEIER T any p = 3
S1. | 732419104023 | NIV, . Vi ; '
s 03 | WIVETHA X RSB Jrly I sl lwlo ] .2 L v bl .
| 52. - | 722419104025 | RAJAC IV/CSE 5
- 1 [V Jalal oy Tolr oy [Sge |
$3. | 732419102026 | ROBINSONR IV/CSE 7 1a x| % NEK a r ; ' < 1
$3. 732419102027 | SABAREESWARIR IV/ICSE /1y Clo¥ LA N a | a j 7 ' e |
S5 732419102029 | SIVAM B IV/CSE i1y R NERFEY : — 1
B : , ‘ ( 1/ 30 Sl |
: SUB: v . :
- ASH P /ICSE ol ; vl % NE - 1 Se ’@J’» o
5 SUBHASHINI N . | IVICSE 11 A ENE A , e . ,
53 - 2 [ 2y 1S 09T
-0, ] v! 4
. SUGI A IV/CSE AN NEVEEE ool i p aEn | e ‘
At 173 C KAVIN KUMAR M IV/ICSE \ ‘ A
R AW, N VKN AV I PRI AN
B e = 5 N 11/ AIDS [ ]y VI AN EALY [ec] o] 2|2 Tur ===
61. 1732421243003 | SANTHOSH KUMAR 11/ AIDS / s Sk T T Arn |
—— / i >0 !%55 !
| NV

DrALVISAYARUMAR vz pn D

i{&;f’ TP . . —
.4.‘5;‘ S.~«._oUm-_~ COLLEGE OF ENGINEERING
Viayamangalam - 833 055, Tirupur (D),
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Approved by AICTE, New Detni
m‘.E' Affitliated to Anna Unmity, Chennai

STUDENTS ATTENDANCE LIST - VALUE ADDED COURSE

3

J 22.08.2022 | 23.08.2022 | 24.08.2022 | 25.08.2022 | 2 | Noof | o ‘
S.No Reg No. [ Name of the Student Bvr::c/h Ll i PSR ! ik RGeS Hours | S'g"::u: o:the J

’ FN | AN | PN | AN [ PN [ AN | EN | AN | N | AN | Attenced ! e
62 732221243004 | SIVAKUMAR A WADS ¢yl 702 Vode L 0T 7 AR J |
®  IILADS301  MADHANKUMAR 11/ AIDS L]y Pl el oc] e ]y 9 | Modbos.
64 732420243001  BHARADWAJS lII/AIDS oy loda |, 1y AT | Bhatiarlue |
63| 732420243002 | KATHIRAVANTJ II/ADS | SL LN oo | 711 . e ibbiuin |

732420243201 | INDHARESH HI/AIDS flos| ¢ 4 £l 1l il 17 (D [

v

) c
M”V | @ &
VAC Coprdi N /CSE
) 4
Dr.A L VIOAY WM. PAD.,
PRULCIPAL
(;1}.‘:‘ SASURIE COLLEGE OF ENGINZERING,
Al Yijayamangalam - 633 088, Tirupur (Ot

AN
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' Resouree Person:

e e i —
i Report on Value Added ¢ Coulsc T ———— |
|
l Tutle: ;» Ethical Hacking and Penctration Testing |
)
§
| Mr.G.Rameshkumar Mr.M.Kamalraj, |
Project Manager. Trainer, ’
Robomiracle Technologies, Robomiracle Technologies. !
) Coimbatore — 641002. Coimbatore — 641002.
| Date of conduct from : | 22.08.2022 . To: | 26.08.2023 Duration: 30 Hours

{
| Organized by -

" Robomiracle Technologics

COMPUTER SCIENCF. AND ENGINEERING and TQAC in association with

| Academic Year: 2022 -2023

Semester: oDD

Participant Year: | I1, 111, IV Year CSE & AI&DS

No. of Students Participated : | 66

{ Venue: | Leceture hall of 11 & 111 year CSE

Outcome of Value Added Course (VAC)

j At the end of the Course, Students can be able to

cybersecurity.

e Understand the legal and ethical aspects of ethical hacking.

* Develop a solid understanding of cybersecurity concepts and principles.
* Acquire sKills in conducting vulnerability assessments and prioritizing remediation efforts.
» Gain expertise in securing web applications by identifying and mitigating common vulnerabilities.

* Understand how to defend against social engineering attacks and secure the human element in

Assessment Process

¢ Students. who are securing more than 70% on total score in the VAC test and secured more than 75%

in VAC attendance is eligible to receive the course completion certificate tor the VAC attended
 Total Score = (0.5 *Attendance in VAC out of 100 percentage + 0.5 *Test mark in VAC out of 100 marks)

Process.

|
\
ii No. of students successfully completed the VAC course is 66 Students based on the above assessment

PLi
&

Q" & =
/ o
VAW A‘)m‘.ll/ﬂr GJ%:;R Principal
7

\ee
Dr.M.VIJ '\YA '(’_ 'MAR s, PaD,

J :3‘1 14

W SASURIE w.uwf  OF E ENGINEERING,

Viiayamangalant - §38 035, Tirupur (D1).



sasurie .COLLEGE OF ENGINEERING

SAS WE S Tn ST

'DEPARTMENT OF COMPUTER SCIENCE AND ENGINEERING

Certificate of Participation

This is to certify that Mrs/Ms  ................... SAPNA PARVEEN A,II/CSE

....................................................

successfully completed the Value Added Course titled “Ethical Hacking and Penetration Testing” Organized by the

Department of Computer Science and Engineering in assoclation with IQAC of Sasurie College of Engineering and

Robomiracle Technologies, Coimbatore from 22.08.2022 to 26.08.2022 (5 Days).

@&VX =0
Head ¢ Department -

Principal

7
. N
=

DrMVIJAYARKUMAR Me., Pn.0,
o PRINCIPAL
ey’ SASURE COLLEGE OF ENGINEERING,
Vijayamangalam - 633 038, Trupur (Ot)
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SASURIE i tcuitnstosttresosssserersanssoensssss
INSTITUTIONS Vijsyamangalam, Tiruppur.

DEPARTMENT OF COMPUTER SCIENCE AND ENGINEERING

Certificate of Participation

This is to certify that ME/MS oo RANJITH S,II/CSE has

successfully completed the Value Added Course titled “Ethical Hacking and Penetration Testing” Organized by the
Department of Computer Science and Engineering in association with IQAC of Sasurie College of Engineering and

Robomiracle Technologies, Coimbatore from 22.08.2022 to 26.08.2022 (5 Days).

—" v
e O W - =i
Co-ordinator Head ofthe Department " Principal

DEMVIJAYA UMAR ME. pho, ¢

PRINCIPAL

/: jllw.r

il

Vijayamangalam - 633 056, Tirupur (Dt).
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Certificate of Participation
This is to cemify that Mr/Ms ..., SUDHAKARMIV/CSE . has

successfully completed the Value Added Course titled “Ethical Hacking and I;enetrntion Testing” Organized by the

Department of Computer Science and Engineering in association with IQAC of Sasurie College of Engineering and

Robomiracle Technologies, Coimbatore from 22.08.2022 to 26.08.2022 (5 Days).
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Certificate of Participation

This is to certify that MIJ/MS  ...o.ococvoveeveuensennnne. VIGNESHMII/CSE ... has
successfully completed the Value Added Course titled “Ethical Hacking and Penetration Testing” Organized by the
Department of Computer Science and Engineering in association with IQAC of Sasurie College of Engineering and

Robomiracle Technologies, Coimbatore from 22.08.2022 to 26.08.2022 (5 Days).
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DEPARTMENT OF COMPUTER SCIENCE AND ENGINEERING

Certificate of Participation

This is 10 Certify that MEJMS  .oooeeooreeeeeeeseeeseenesienno, SUGIA,IV/CSE

successfully completed the Value Added Course titled “Ethical Hacking and Penetration Testing” Organized by the

Department of Computer Science and Engineering in association with IQAC of Sasurie College of Engincering and

Robomiracle Technologies, Coimbatore from 22.08.2022 to 26.08.2022 (5 Days).
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DEPARTMENT OF COMPUTER SCIENCE AND ENGINEERING

Certificate of Participation

This is to certify that Mr./Ms - ARUNA’"/AIDS ..................................... has
successfully completed the Value Added Course titled “Ethical Hacking and Penetration Testing” Organized by the

Department of Computer Science and Engineering in association with IQAC of Sasurie College of Engineering and

Robomiracle Technologies, Coimbatore from 22.08.2022 to 26.08.2022 (5 Days).
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successfully completed the Value Added Course titled “Ethical Hacking and Penetration Testing” Organized by the
Department of Computer Science and Engineering in association with IQAC of Sasurie College of Engineering and
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successfully completed the Value Added Course titled “Ethical Hacking and Penetration Testing™ Organized by the

Department of Computer Science and Engineering in association with IQAC of Sasurie College of Engineering and

Robomiracle Technologies, Coimbatore from 22.08.2022 to0 26.08.2022 (5 Days).
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NDEPARTMENT OF COMPUTER SCIENCE AND ENGINEERING
TEST QUESTION PAPER - VALUE ADDED COURSE

“Ethical Hacking and Penetration Testing”

From 22.08.2022 to 26.08.2023 (5 days)
Duration : 30 Hours Academic Year : 2022 -2023/ODD

Date of Test : 26.08.2023

MULTIPLE CHOICE QUESTIONS (25 X 1 =25 Marks)

Name of the Student: Year/Sem:

AU Register Number:

Answer all the questions:

1. What is the primary goal of ethical hacking?
a. Data theft
b System disruption
c.  Unauthorized access
d Identifying and fixing security vulnerabilities
which phase of ethical hacking involves identifying live hosts, open ports, and services on a
network?
a. Scanning
b.  Enumeration
c. Footprinting
d.  Exploitation
What is the primary purpose of vulnerability assessment in clhlcal hacking?

)

(¥}

a. Hacking into systems
b. Identifying and assessing vulnerabilities
c. Creating new vulnerabilities

d.  Conducting social engineering attacks
4. What is the primary objective of penetration testing?
Identifying vulnerabilities
b Exploiting vulnerabilities
c. Fixing vulnerabilities
d Documenting vulnerabilities

o
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5. What does the term "Brute Force Attack" refer o in elhical hacking?
a. Guessing passwords systcmatically
b.  Social engineering
c. Denial of Service (DoS)
d. Explomng software vulnerabilities
6.  What is the main focus of social engineering attacks in the context of ethical hacking?

a.  Exploiting software vulnerabilities
b.  Gaining unauthorized physical access
c.  Manipulating people to reveal sensitive information
d.  Conducting denial-of-service attacks
7. What is the primary goal of an incident response plan in ethical hacking?
a.  Preventing incidents

b.  Detecting incidents
c.  Responding to and mitigating incidents
d. Ignoring incidents
8.  Which legal and ethical principle emphasizes acting in the best interest of others and
avoiding harm?
a.  Non-malfeasance
b.  Autonomy
c. Justice
d.  Beneficence
9. What is the purpose of a honeypot in ethical hacking?
a.  Identifying attacker
b.  Slowing down network traffic
c.  Attracting and detecting attackers
d.  Blocking malicious websites
10. Which tool is commonly used for network scanning in ethical hacking?
a.  Wireshark

b. Nmap
c.  Metasploit
d.  DBurp Suitc

11. Which of the following is a common web application vulnerability?
a. DNS spoofing
b. SQL injection
c. MAC spoofing
d. SYN flood attack
12. What is the primary purpose of wireless network security? A
a.  Preventing physical theft
b.  Protecting against unauthorized access to wireless networks
¢.  Securing web applications
d. Mitigating social engineering attacks
13. What is the key element of social engineering attacks?
a.  Exploiting software vulnerabilities
b.  Manipulating individuals to disclose confidential information
c.  Performing network scans
d.  Conducting denial-of-service attacks
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14. Which phase of penetration testing involves gaining unauthorized access to system«<?
a.  Footprinting
L.  Scanning
¢.  Enumeration
d.  Exploitation

15. Which legal and ethical consideration is crucial in ethical hacking?
.- Maximizing system disruption
b.  Operating within legal boundaries
¢.  Concealing findings from stakeholders
d.  lgnoring vulnerabilities in the system
16. What does a vulnerability scanner do in ethical hacking?
a.  Exploits vulnerabilities
b.  Identifies and reports vulnerabilities
¢.  Encrypts data
d. Initiates denial-of-service attacks
17. Which tool is commonly used for password cracking in ethical hacking?
a. Nessus
b.  Wireshark
c.  John the Ripper

d.  Snort
18. Which phase of ethical hacking involves testing physical security measures?
a. Social engineering
b. Physical penetration testing
C. Web application testing
d. Vulnerability assessment
19. What is the primary goal of a man-in-the-middle (MITM) attack?
a. Data encryption
b. Identity theft
c. Intercepting communication
d. Denial-of-service attacks
20. What is the primary focus of a penetration testing report?
a. Legal disclaimers
b. Identifying and prioritizing vulnerabilities
c. Conducting social engineering tests
d. Scanning network traffic
21. Which ethical hacking phase involves verifying if a vulnerability has been successfully
exploited?
a. Exploitation
b. Scanning
c. Enumeration
d. Post-exploitation
22. Which protocol is commonly associated with securing email communication?
a. FTP
b SMTP
c. POP3
d HTTP
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23, What is the primary purpose of a firewall in network security?

a. Identifying and fixing vulnerabilities
b Rlocking unanthorized access

c. Conducting network scans

d. Encrypting communication

24. What is the role of a proxy server in ethical hacking?

a. Identifying vulnerabilitics

b. Encrypting data

c. . Intereepting and filtering network traffic
d. Initiating denial-of-service attacks

25 Which of the following is a penctration testing methodology?
DNS Spoofing

b OWASP Top 10

c. Metasploit Framework

d HIPAA Compliance

B

7
\\\\W’

Dr.MVIJAYAKU TAR sz, phoD.,

DRI
PG atAL

,‘ﬁ”"“ SASURIE COLLEGE OF ZNGINEERING,
Vijayamangalam - 638 038, Tirupur (D1).



SASURIE

COLLEGE OF ENGINEERING

SASURIE Apperoved by AVNCTE, Nerw Dawy
A VITU v Affdiated o Anna l'ﬂlvﬂ-b'y Chernai

DEPARTMENT OF (.'Uh;ll'lJ TER SCIENCE AND ENGINELERING

TEST QUESTION ANSWER KEY - VALUE ADDED COURSE

“Ethical Hacking and Penetration Testing”

From 22.08.2022 to 26.08.2023 (5 days)
Duration : 30 Hours Academic Year: 2022 -2023/0DD

Date of Test : 26.08.2023

1 c 6 c 11 b 16 b 21 a
2 a 7 c 12 b 17 c 22 b
3 b 8 a 13 d 18 b 23 b
4 a 9 c 14 d 19 c 24 c
5 a 10 b 15 b 20 b 25 b
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TEST QUESTION PAPER - VALUE ADDED COURSE

“Ethical Hacking and Penetration Testing”

From 22.08.2022 to 26.08.2023 (5 days)
Duration : 30 Hours Academic Year : 2022 -2023/ ODD

Datec of Test : 26.08.2023

MULTIPLE CHOICE QUESTIONS (25 X 1 =25 Marks)

Name of the Student: 1 . RoOGU Year/Sem: U [ fji ek

AU Register Number: 13212110401\

Answer all the questions:

1. What is the primary goal of cthical hacking?
a. Data theft
b.  System disruption
@©  Unauthorized access
d. Identifying and fixing security vulnerabilities
2. which phase of ethical hacking involves identifying live hosts, open ports, and services on a
network?
Scanning
b.  Enumeration
c. Footprinting
d.  Exploitation

3. What is the primary purpose of vulnerability assessment in ethical hacking?
a. Hacking into systems
(® Identifying and assessing vulnerabilities
e, Creating new vulnerabilities

d.  Conducting social engineering attacks
4 What is the primary objective of penetration testing?
@  Identifying vulnerabilities

b. Exploiting vulnerabilities
c. Fixing vulnerabilities
d. Documenting vulnerabilities
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S. What does the term "Brute Force Attack' refor (o in ethical hacking?

a. Guessing passwords systematically
b. Social engineering X
®  Denial of Service (DoS)
d.  Exploiting software vulnerabilities
6. What is the main focus of social engineering attacks in the confext of ethical hacking?
a, Exploiting software vulnerabilitics

b.  Gaining unauthorized physical access
® Manipulating people to reveal sensitive information
d.  Conducting denial-of-service atiacks
7. What is the primary goal of an incident response plan in ethical hacking?
a. Preventing incidents
b.  Detecting incidents
®©  Responding to and mitigating incidents
d.  Ignoring incidents
Which legal and ethical principle emphasizes acting in the best interest of others and
avoiding harm?
@  Non-malfeasance
b.  Autonomy
c. Justice
d.  Beneficence
9. What is the purpose of a honeypot in ethical hacking?
a. Identifying attacker
b.  Slowing down network traffic
@  Atracting and detecting attackers
d.  Blocking malicious websites
10. Which tool is commonly used for network scanning in ethical hacking?
a. Wireshark
b. Nmap *B(
@ Metasploit
d.  Burp Suite
11. Which of the following is a common web application vulnerability?
a. DNS spoofing
SQL injection
c. MAC spoofing
d. SYN flood attack
12. What is the primary purpose of wireless network security?
a.  Preventing physical theft
@) Protecting against unauthorized access to wireless networks
c.  Sccuring web applications
d.  Mitigating social engineering attacks
13. Whatis the key element of social enginecring attacks?
a.  Exploiting software vulnerabilities
b.  Manipulating individuals 1o disclose confidential information
C Performing network scans
@ Conducting denial-of-service attacks
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14 Which phase nf penctration testing involves gaining unauthorized acce:s to systems?
A Footprinting

® Scanning
c¢. Enumeration Ml/
d.  Exploitation

15. Which legal and ethical consideration is crucial in ethical hacking?
a. Maximizing system disruption "
@ Operating within legal boundaries
¢.  Concealing findings from stakeholders
d.  Ignoring vulnerabilities in the system
16. What does a vulnerability scanner do in cthical hacking?
n.  Exploits vulnerabilities
Identifies and rcports vulncrabihitics
c.  Encrypts data
d. Initiates denial-of-service attacks
17 Which tanl is commaonly uscd for password cracking in ethical hacking?

a. Nessus
b.  Wireshark
@ John the Ripper
d.  Snort
18. Which phase of ethical hacking involves testing physical security measures?
a.  Sucial engineering
Physical penetration testing
c. Web application testing
d. VYulnerability assessment
19. What is the primary goal of a man-in-the-middle (MITM) attack?
a. Data encryption
b. ldentity theft
© Intercepting communication
d. Decnial-of-service attacks
20. What is the primary focus of a penetration testing report?
a. Legal disclaimers
b. Identifying and prioritizing vulnerabilities _—}——
© Conducting social engineering tests
d. Scanning network traffic
21. Which ethical hacking phase involves verifying if a vulnerability has been successfully
exploited?
B . Exploitation
b. Scanning
c. Enumeration
d. Post-exploitation
22. Which protocol is commonly associated with securing email communication
a. FTP
) SMTP
c. POP3
d. HTTP
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23. What s the primary purpose of a firewall In network security?
a. Identifying and fixing vulnerabilities
¢ Blocking unauthorized access
c. Conducting network scans
d. Encrypting communication
21. What s the role of proxy server in ethical hacking?
a. Identifying vulnerabilities

b. Encrypting data
&) Intercepting and filtering network traffic
d.

Initiating denial-of-scrvice attacks

the fullowing is a penetration testing methodology?
DNS Spoofing

. OWAST Top 10

¥ Metasploit Framework ')(’,
HIPAA Compliance

25. Which of
a
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DEPARTMENT OF COMPUTER SCIENCE AND ENGINEERING
ASSESMENT SHEET - VALUE Ai)DED COURSE

Duration : 30 Hours

“Ethical Hacking and Penetration Testing”

From 22..08.202?., to 26.08.2022 (5 days)

. Academic Year :

2022 -2023/ ODD

! - Attendance Details VAC-MCQ TEST OVERALL
| Scorc
v | : : Year/ T ;
S.No | Reg No. Name of the Student Br::lllch No.of | Attendance  No. of 2253 B ("l 00}
| Hours Score (100)  Correct : 100) (:_“ Yo of A
Attended OS] Answers ((B) ,T50% ol B) {
1. | 732421104003 | DHARUNKUMAR M W/CSE 30 100 21 84 92 |
2. 1732421104004 | DIVAKAR.S 1/CSE 27 90 19 76 83
| 3. | 732421104005 | GOKUL.S L/CSE 30 100 19 76 88
4. | 732421104006 | INDHU.X I/CSE 30 - 100 19 76 88
5. | 732421104007 | NANDHINLS I/CSE 30 | 100 21 84 92
6. 732421104008 f NIVETHITHA K II/CSE 27 ! 90 21 84 87
7. | 732421104009 | PAVITHRA S I/CSE 24 80 20 80 80 |
g 732421104010 ;PIU\KASH.P 1I/CSE 27 90 21 84 87 |
9 732421104011 | RAGUM 1I/CSE 30 100 20 80 90
0. | 732421104012 | RANJITH .S I/CSE 27 90 19 76 83
11| 732421104013 | SANIEEVANR 1/CSE 30 100 19 76 88 [
5L Koo - R R
i2. 12421104014 | SAPNA PARVEEN A 1I/CSE 24 30 20 80 | 80 A
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ASSESMENT SHEET - VALUE ADDED COURSE

Attendance Details VAC-MCQ TEST | OVERALL |
Reg No. Name of the Student B‘l::i::’h No.of | Attendance  No. of ‘[ ;i‘o:g I "?:‘::;
| Hours | Score (100) Correct L aoo) | ‘,,(:;?):" f)!'”\7
Attended (A) Answers | (B) [ i of )
S | SATHYA M IUCSE 27 90 19 | 76 | 83
SHARAAPETCHIK IVCSE 30 100 200 | 80 | 90
SHARVIN P IVCSE 27 90 - 19 | 76 | 83
SOWNDHAR M IVCSE 24 80 21 84 | 82
SOWNDHARYA S I/CSE 27 90 |20 80 | 85
SOWNDHARYA § I/CSE 30 100 | 21 84 92
SRISELVASAKTHIMAARID IV/CSE 27 9 | 20 80 85
1 THANGAVEL R IVCSE 30 100 | 19 | 76 | 8 |
732421104023 | VIGNESHM S II/CSE 30 100 ! 20 | 8 | 90 |
732421104024 | YAZHINIP 1I/CSE 30 100 21 | 84 92
732421104301 | ASWIN J IVCSE 27 90 21 | &4 87
7 104302 | LOGESHWARAN M 1/CSE 24 30 20 | S0 S0
7 104304 | PREETHI V : II/CSE 27 90 B3 4 o
7 104305 | RAJESHKUMAR K 1I/CSE 30 100 20 | 80 90
732420104001 | BALAIIM II/CSE 27 90 19 ! 76 { 83
732420104002 | DEPAKAR B II/CSE 30 100 19 | 76 88
732420104004 | KIRUBAKARAN M HI/CSE 24 80 20 80 | 80 | 1
N
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ASSESMENT SHEET - VALUE ADDED COURSE

Attendance Details VAC-MCQ TEST | OVERALL
Year/ Score
S.No. Reg No. Name of the Student B EAL No.of | Attendance | No. of MCQ (100)
ranch Score as
Hours | Score (100) | Correct (100) (50% of A
Attended (A) Answers ®) +50% of B)
30. | 732420104006 | NIVETHA S II/CSE 27 " 90 19 76 83
3]1. | 732420104008 | SUDHAKAR M III/CSE 27 90 19 76 83
32. | 732420104009 | SUDHARSON R [IVCSE 30 100 19 76 83
33. | 732420104010 | VIGNESH M 1IJCSE 21 90 19 76 83 |
34, | 732419104001 | ABBARNA N IV/CSE 24 80 21 84 32 i
35. | 732419104002 | ADITHYA S IV/CSE 27 90 20 80 83
36. | 732419104003 | DEEPA T IV/ICSE 24 80 20 80 ; 80
37. | 732419104004 | DHEENAMANIE IVICSE 27 90 19 76 ' 853
38, | 732419104005 | DHINESH KUMAR R IV/ICSE 30 100 19 76 83
39. | 732419104006 | ELANGOVANP IV/CSE 24 80 20 80 80
40. | 732419104007 | GAYATHIRIR IV/CSE 27 90 19 76 ! 83 |
4]. | 732419104009 | HARI PRASANTH EK IV/CSE 30 100 19 76 J 38 |
42. | 732419104010 | HARIPRASATHR IV/CSE 30 100 19 76 33 |
43, | 732419104012 | JOHNSON KOILRAJJ * IV/CSE 24 20 20 80 80 [
44, | 732419104013 | KAMALEYSWARAN G IV/ICSE 27 90 19 76 f 83
| 45 | 732419104014 | KANNAN M IV/CSE 30 100 19 76 | 83
| 46. | 732419104015 KARTH_IKEYANP IV/CSE 24 80 20 ( 80 | 80
47. | 732419104016 | KAVITHALAKSHMI V IV/CSE 30 100 19 | 76 | 83 <X
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ASSESMENT SHEET - VALUE ADDED COURSE

r Attendance Details i’AC-MCQ TEST OVERALL
st y Year/ MCQ Suiine
[ S.No. Reg No. Name of the Student Branch No.of | Attendance | No.of ; (100)
Hours | Score (100) | Correct ?lc‘o’(l;e (30% of A | E
Attended (A) Answers (B)) +350% of B) l
48. | 732419104017 | KAVYAP IV/CSE 29 90 19 76 | 83
49. | 732419104018 | LAVANYAC IV/CSE 27 90 19 76 | 83
50. | 732419104022 | NAVEENA B IV/CSE 30 100 19 | 76 | 88
| 51. | 732419104023 | NIVETHA K IV/CSE 27 90 19 76 | 83
52. | 732419104025 | RAJAC IV/CSE 24 80 21 84 i 82
53. | 732419104026 | ROBINSON R IV/CSE 27 90 20 80 | 85
54. | 732419104027 | SABAREESWARIR IV/CSE 24 80 20 80 | 80
| 55. | 732419104029 | SIVAM B ' IV/CSE 30 100 19 76 | 88 I
| 56. | 732419104031 | SUBASHP IV/CSE 30 100 19 76 | 88
| 57. | 732419104032 | SUBHASHININ IV/CSE 24 " 80 20 30 | S0
| 5% | 732419104033 | SUGI A IV/CSE 27 90 19 | 76 | 3
59. 1732419104301 | KAVIN KUMARM IV/CSE 30 100 19 | 76 | 88
60. | 732421243001 | ARUN.A 11/ AIDS 24 80 | 20 | S0 R0
61. | 732421243003 | SANTHOSH KUMAR 1/ AIDS 30 100 | 19 | 7 88
62. | 732421243004 | SIVAKUMAR.A II/AIDS | 27 % | 19 | 76 sy |
63 21LADS30] T MADHANKUMAR 117 AIDS 24 80 [ 20 | 80 | )
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‘ Attendance Details VAC-MCQ TEST OVERALL
. i " . Year/ REoEe
| S.No. i Reg No. x\ame.uf the Student Branch No.of | Attendance | No.of gigg i (: 00) ‘
' Hours | Score (100) | Correct (100) (50% of A |
; i . Attended (A) Answers B) +50% of B) |
| 64. | 732420243001 | BHARADWAIJ § UI/ADS | 24 80 20 80 30
| 65. | 732420243002 | KATHIRAVANT]J 111 /AIDS 27 90 . 19 76 83
| 66. | 732420243301 | INDHARESH 11 /AIDS 27 90 19 76 23
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