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CW355 .
1 DATA AND INFORMATION SECURITY LTPC3003

COURSE OBJECTIVES:
® To understand the basics of Information Security

* To know the legal, ethical and professional issues in Information Security

e To equip the students’ knowledge on digital signature, email security and web
security

UNIT I INTRODUCTION 9

History, What is Information Security?, Critical Characteristics of Information,
NSTISSC Security Model, Components of an Information System, Securing the
Components, Balancing Security and Access, The SDLC, The Security SDLC

UNIT II SECURITY INVESTIGATION 9

Need for Security, Business Needs, Threats, Attacks, Legal, Ethical and
Professional Issues - An Overview of Computer Security - Access Control Matrix,
Policy-Security policies, Confidentiality policies, Integrity policies and Hybrid
policies

UNIT III DIGITAL SIGNATURE AND AUTHENTICATION 9

Digital Signature and Authentication Schemes: Digital signature-Digital Signature
Schemes and their Variants- Digital Signature Standards-Authentication:
Overview- Requirements Protocols - Applications - Kerberos -X.509 Directory
Services

UNIT IV E-MAIL AND IP SECURITY 9

E-mail and IP Security: Electronic mail security: Email Architecture -PGP -
Operational Descriptions- Key management- Trust Model- S/MIME.IP Security:
Overview- Architecture - ESP, AH Protocols IPSec Modes — Security association -

Key management.



UNIT V WEB SECURITY ’

‘/\ L] AR e & . < - . . Wl
Web Sccurity: Requirements- Secure Sockets Layer- Objectives-Layers -SSL
seeure: communication-Protocols - Transport Level Security. Secure Electronic
[ransaction- Entities DS Verification-SET processing.

TOTAL :45 PERIODS
COURSE OUTCOMES:
Upon successful completion of this course, students will be able to:
COT: Understand the basics of data and information security

CO2:Understand the legal, ethical and professional issues in information security

CO3: Understand the various authentication schemes to simulate different
applications.

CO4:Understand various security practices and system security standards
CO5:Understand the Web security protocols for E-Commerce applications

TEXT BOOKS:

1. Michael E Whitman and Herbert ] Mattord, “Principles of Information Security,
Course Technology, 6th Edition, 2017.

2. Stallings William. Cryptography and Network Security: Principles and Practice,
Seventh Edition, Pearson Education, 2017.

REFERENCES

1. Harold F. Tipton, Micki Krause Nozaki,, “Information Security Management
Handbook, Volume 6, 6th Edition, 2016.

2. Stuart McClure, Joel Scrambray, George Kurtz, “Hacking Exposed”, McGraw-
Hill, Seventh Edition, 2012.

3. Matt Bishop, “Computer Security Art and Science, Addison Wesley Reprint
[:dition, 2015, .

4. Behrouz A Forouzan, Debdeep Mukhopadhyay, Cryptography And network
security, 3rd Edition, . McGraw-Hill Education, 2015,
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INTERNAL TEST 1

Dato/Scssion | 26.07.2023 /FN_| Marks [ 50

| Course code | CW3351 Coursc Title Data Information Securit
"Regulation | 2021 Duration W TPRETY
 Year 111 Semester \Y Department AI&DS
| COURSE OUTCOMIES
;rC O1: Understand the basics of data and information sccurity standards
| CO2: Understand the legal, ethical and professional issues in information security
| CO3: Understand the various authentication schemes to simulate different applications.
| CO4: Understand various security practices and system security
| COs5: Understand the Web security protocols for E-Commerce applications
'Q.No. | Question | co | BTS
PART A
(Answer all the Questions10 x 2 =20 Marks)
1 What is information security? COl U
| 2 [What are the multiple layers of security? COl R
T3 [What are the characteristics of CIA triangle? CO1 R
" 4 Define Email spoofing. COl R
5 Difference between direct and indirect attacks. COl U
6 [What are the phases of SDLC waterfall method? COl1 U
[ 7 [ Whatis SDLC? COl U
8 [When can a computer be a subject and an object of an attack respectively? COl1 R
9  Define security? COl1 R
" 10 [What are the measures to protect the confidentiality of information. COl1 R
PART B
(Answer all the Questions 2x 15 = 30 Marks)
11 [Explzin the critical characteristics of information. COl E
12 Explain in detail about the components of an information system. COl R

-
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. INTERNAL TEST TANSWERKEY | Date/Session p-1.7.93 | Marks [ 100
!Lk e ‘_“0‘1“ | C\W33S1 ____l_f_'l_\_u_rsc Title Data Information Security
! R-t‘gllk’-hﬂﬂ | 2021 Duration 3:00 Hours | Academic Year [2023-2024
| Year 11 Scemester V Department | AI&DS B
PART A

1. What is information security?

Information security (often abbreviated as InfoSec) refers to the practic
designed to protect information from unauthorized access, use, disclosure, alterati
of information security is to ensure the confidentiality, integrity, and availability of dat
processing, or transit.

es, policies, and technologies
on, or destruction. The goal
a, whether it's in storage,

2. What are the multiple layers of security?

Multiple layers of security, often referred to as "defense in depth,"

measures zt different levels to safeguard systems and data. These layers include:
Physical Security, Network Security, Endpoint Security, Application Secu rity,

involve implementing various protective

Data Security.

3. What are the characteristics of CIA triangle?
The CIA triangle consists of three key characteristics:
Confidentiality: Ensuring that sensitive information is accessible only to authorized individuals.

Integrity: Maintaining the accuracy and completeness of data, preventing unauthorized modifications.
Availability: Guaranteeing that information and systems are accessible to authorized users when

needed.

!JJ !J-—a

4. Define Email spoofing

Email spoofing is a technique where attackers forge the sender address of an email to make it

appear s if it came from a legitimate source. This is often used in phishing attacks to trick
recipients into believing the email is from a trusted individual or organization, leading them to
divulge sensitive information or take malicious actions. Sources and related content

5 Difference between direct and indirect attacks.

I
Festure | Direct Attack Indirect Attack
1 . el
|
Target Directly targets the system or Targets a related system or component
awork Y
Lt S
| Approach | More straightforward and obvious More subtle and less apparent
A Phishing, social engineering, supply chain
Fxamples | Hacking, brute-force atlacks, attacks

Jj)l;u‘;;tlagk:.. o o — -



0. What are the phases of SDI1.C w

(]

N n b W2

aterfall method?

The phases of the SDLC Waterfall method are:

R(‘qlllrc;ncnts Gathering and An.lysis: Understanding the project's goals, functionalities, and
user needs.

System Design: Creating detailed system architecture, including hardware, software, and
database design.

Implementation: Developing the software based on the design specifications.

Testing: Rigorously testing the software to identify and fix defects.

Deployment: Deploying the software to the production environment.

Maintenance: Ongoing support and updates to the software.

7. What is SDLC?

SDLC stands for Software Development Life Cycle. It is a structured process used to design,

de\-'e_Iop, test, and deploy software applications. It involves a series of phases to ensure the quality,
) efficiency, and effectiveness of the software development process.

8. When can a computer be a subject and an object of an attack respectively?

A computer can be a subject of an attack when it is the target of an attack. This means it is

the victim, receiving the attack. Examples include malware infections, hacking attempts, or DDoS
attacks.

A computer can be an object of an attack when it is used as a tool to launch an attack on another
system. This means it is the attacker, actively participating in the attack. For instance, a compromised
computer can be used to send spam emails, launch phishing attacks, or participate in botnets.

-~

9. Define security?

Security refers to the state of being protected from harm or danger. It encompasses a wide range
of concepts, including:

Physical security: Protection of physical assets like buildings, property, and people.
Cybersecurity: Protection of digital assets like computers, networks, and data.

Information security: Protection of sensitive information from unauthorized access, use,
disclosure, disruption, modification, or destruction.

National security: Protection of a nation's interests and security.

10.What are the measures to protect the confidentiality of information.

Here are some measures to protect the confidentiality of information:
Technical Measures:

Encryption: Convert data into unreadable format, only accessible with a decryption key.

Organizational Measures:

Security Policies and Procedures: Implement clear policies and procedures for handling
sensitive information



PART-B
1].1{‘ 1 ~ vyea ] g . . _— -
xXplain the critical characteristics of information.

The C (.".h."“" Characteristics o Information: The CIA Triad
The CIA Triad is a fundamental cone pt in information security, outlining three essential characteristics of
information;

1. Confidentiality:
Definition: Ensuring that sensitive information is accessible only to authorized individuals.

Importance: Protecting confidential information prevents unauthorized disclosure, which can
lead to significant harm, such as financial loss, reputational damage, or legal consequences.

« Implementation Strategies:
Encryption: Converting data into an unreadable format, only accessible with a decryption

key.
Access Controls: Implementing mechanisms to restrict access to sensitive information

based on roles and permissions.
Secure Communication Channels: Using encrypted protocols to protect data transmitted

o]

over networks.
o Physical Security: Protecting physical devices and storage media from unauthorized

access.
2. Integrity:
Definition: Maintaining the accuracy and completeness of information.
Importance: Ensuring data integrity prevents unauthorized modifications, deletions, or insertions,

which can lead to incorrect decisions, system failures, or legal issues.

« Implementation Strategies:
Hashing: Creating a unique digital fingerprint of data to detect any alterations.

o]

o Digital Signatures: Verifying the authenticity and integrity of digital messages.

o Input Validation: Validating user input to prevent malicious input that could compromise
system integrity.

o Backup and Recovery: Regularly backing up data and implementing disaster recovery

plans to restore data in case of corruption or loss.

3. Availability:

Definition: Ensuring that information is accessible to authorized users when needed.
Importance: Availability ensures that systems and services are operational and accessible to

users, enabling them to perform their tasks efficiently.

Implementation Strategies:
Redundancy: Implementing redundant systems and components to minimize downtime.

o
o Disaster Recovery Planning: Developing plans to restore critical systems and data in case

of failures or disasters.
Regular Maintenance: Performing regular maintenance and updates to prevent system

failures.
Network Security: Implementing measures to protect network infrastructure from attacks

Q

and disruptions.

Balancing the CIA Triad:
While it's essential to prioritize all three characteristics, achieving a perfect balance can be T

Often, there are trade-offs between these characteristics. For example, increasing security measures to
enhance confidentiality and integrity may impact availability. ‘Theretore, organizations must carefully
assess their specific needs and risk tolerance to determine the optimal balance, y
By understanding and ifn[?lcmcqling strategies to protect the CIA triad, organizations can effectively
safeguard their valuable information assets and mitigate potential risks,



an information system.

7 Fxnlain i :
12. Explain in detail about the components of
sses, stores, analyzes, and

An information system (IS) is a complex system that collects, procc
disseminates information 5 support decision-making and pmblem—solving. It comprises several key

components that work together to achieve its objectives.
1. Hardwarec:
e Physical Componcnts: The tangible elements of a
input devices (keyboards, mice

servers, storage devices,
printers), and network devices (routers, switches).
e Role: Provides the infrastructure for processing,

information.
2. Software:
1s (like Windows, macOS, Linux) that manage

« System Software: Operating systen
hardware resources and provide a platform for other software.

« Application Software: Programs designed to perform specific t
processing, spreadsheets, databases, and specialized software for in
healthcare, finance, or education.

. Role: Enables users to interact with the hardware and perform tasks.

3. Data:
. ation that has no inherent meaning.
ed, structured, and meaningful.

« Information: P
Knowledge: Information th d to solve problems or make

n IS, including computers,
), output devices (monitors,

storing, and transmitting

asks, such as word
dustries like

Raw Facts: Unprocessed inform
rocessed data that is organiz
at is interpreted and applie

raw material for processing and

decisions.
. Role: The core resource of an IS, providing the
analysis.
4. People:
.  Users: Individuals who interact with the IS to input data, retrieve information, or

perform tasks.
develop, implement, and maintain the

IT Professionals: Specialists who design,

IS.
«  Role: Human element that interacts with the system, making decisions, solving
problems, and driving its overall effectiveness.

5. Processes:
. Procedures: Step-by-step instructions for performing tasks within the IS.
Business Rules: Guidelines and constraints that govern the operation of the IS.
. Workflows: The sequence of steps involved in completing a task or process.
Role: Defines how the other components interact and work together to achieve

L

the system's objectives.
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i) CO1: Understand the basics of data and information security standards

CO2: Understand the legal, ethical and professional issues in information security

COa3: Understand the various authentication schemes to simulate different applications.

CO4: Understand various security practices and system security

CO5: Understand the Web security protocols for E-Commerce applications

Q.No. { Question | Cco | BTS

PART A
(Answer all the Questions10 x 2 =20 Marks)
1  [What is threat? cO2 U
2 [What are hackers? CcO2 R
3 [Define malicious code. CcO2 R
4  |Define various types of policies. cO2 R
5  [Explain trojan horse. cO2 U
6 [List out types of law. cO?2 U
7  [Define polymorphic threat. CO2 U
8  [What is brute force attack? cO2 R
9 [What are the general categories of unethical and illegal behavior? CcO?2 R
10 |Define social engineering. CO2 R
PART B
(Answer all the Questions 2x 15 = 30 Marks)
11 [Explain the categories of threat in detail. o2 E
12 Briefly explain about integrity policies and hybrid policies. cO2 E
{
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PART-A
I. What is threat?

A threat in eybersecurity is any potential danger that could harm a computer system, network, or data. This
could include malicious attacks, accidental errors, or natural disasters.
Sources and related content.

2. What arc hackers?

[ackers are individuals who use their technical skills to gain unauthorized access to systems, networks, or
data. They can be motivated by various factors, such as curiosity, financial gain, political activism, or
malicious intent. Some hackers follow cthical guidelines (ethical hackers or "white hats"), while others
engage in illegal activitics (malicious hackers or "black hats")

3.Define malicious code.

Malicious code refers to any software or script designed to harm, exploit, or otherwise compromise
the functionality of a computer system, network, or data. This includes viruscs, worms, trojans, ransomware,
and spyware, which can disrupt operations, steal sensitive information, or cause damage to systems.

4 Define various types of policies.

Policies are formalized guidelines or rules that govern behavior, procedures, or operations
within an organization. Some common types of policies include:

1

Sccurity Policy: Sets the rules for protecting an organization's information and IT

infrastructure, covering arcas like data encryption, access control, and incident response.

2. Acceptable Use Policy (AUP): Defines acceptable and unacceptable use of an organization's
network, devices, and resources, typically to prevent misuse or illegal activitics.

3. Privacy Policy: Outlines how an organization collects, uses, stores, and protects personal data,
ensuring compliance with privacy laws.

4. Compliance Policy: Ensures that an organization follows legal, regulatory, and industry
standards, often related to financial reponting, data protection, and workplace safety.

5.Lxplain trojan horse.

A “Trojan Horse, or simply "Trojan," is a type of malicious software (malware) that diseuises itself
a legitimate or harmless program to deceive users into installing it. Once activated. a 'l'ruj:;n can
perform a varicty of harmful actions, such as stealing sensitive data, granting unuutlm.rifcd '\CCC‘.‘S‘IO
an attacker, or damaging the system. Unlike viruses or worms, Trojans do nulhrcplicztlc lh;'ms‘cl\' 5 -b t
rely on social engineering techniques to trick users into executing the harmful code, e

d>



0.List out types of law.

The mai types of law include:

1. Cimi ]
- Criminal Law — Governs actiane el i ' i
i 11 l\‘\ (.70\ cms actions that are offenses against the state or public and prescribes
punishments for violations.

2. Civi :
“. ivil Law — Denale w . e T s ; p M 8 =S
Law — Deals with disputes between private individuals or organizations, such as contracts,

property, and torts.
7.Define polymorphic threat.

‘A polymorphic threat is a type of malware or cyberattack that can change its appearance or code
to a\l'md. detection by security software. It modifies its structure or behavior each time it is executed,
making it harder for antivirus programs to identify and block it based on known signatures.

8.What is brute force attack.
A brute force attack is a method used by hackers to gain unauthorized access to a system or account
by system_allcally trying all possible combinations of passwords or encryption keys until the correct one is
found. This attack relies on the power of computing to exhaustively test each possibility.

9.What are the general categories of unethical and illegal behavior
The general categories of unethical and illegal behavior are:
1. Criminal Behavior: This includes actions that violate the law, such as theft, fraud, assault, or
corruption.
2.Unethical Behavior: Actions that violate moral or professional standards, even if they are not
illegal, such as dishonesty, discrimination, exploitation, or conflicts of interest.

10. Define social engineering

Social engineering is the manipulation or deception of individuals into divulging confidential or
personal information, often for fraudulent purposes. It typically exploits human psychology rather than
technical vulnerabilities, and can occur through tactics like phishing, pretexting, or baiting.

6 PART-B
11. Explain the categories of threat in detail.

The categories of threats refer to the various ways in which systems, organizations, or individuals can
be harmed or compromised, particularly in the context of information security. Threats can come from both
internal and external sources and can be intentional (malicious) or unintentional (accidental). Below is a

detailed explanation of the main categories of threats:

1 .Human Threats (Intemal & External)

Human threats involve actions by individuals that can intentionally or unintentionally

compromise the security of an information system. These threats are often categorized into two
subtypes:

Examples: , , lewil] £ Ty :
Phishing(social engineering): Attackers impersonate legitimate entities to trick individuals into

disclosing sensitive information.



2. Malware Threats
Malware refers to malicious software specifically designed to disrupt, damage, or gain
unauthorized access to computer systems. It can spread quickly across networks and is often used in
combination with other types of attacks.

Types of malwares include:
- Viruses: Self-replicating programs that spread to other files and programs, often damaging or
deleting data.
- Trojans: Malicious programs that disguise themselves as legitimate software to gain
unauthorized access.
- Worms: Similar to viruses, but they can spread across networks without user interaction.

3. Physical Threats
Physical threats refer to harm that can be done to hardware, infrastructure, or physical data
storage devices that could lead to information loss or system failure. These threats can result from both
natural and human causcs.
Examples:
- Natural Disasters: Earthquakes, floods, fires, or severe weather conditions that could
damage data canters or office equipment.
- Theft or Vandalism: Physical theft of devices like laptops, servers, or hard drives
containing sensitive data.
4. Network Threats
Network threats target the communication infrastructure of an organization, seeking to
disrupt or intercept data transmissions. They aim to cxploit vulnerabilities in network protocols,
configurations, or devices.
Types of network threats include:
- Man-in-the-Middle (MITM) Attacks: An attacker intercepts and potentially alters the
communication between two parties.
- Denial of Service (DoS) and Distributed Denial of Service (DDoS): These attacks overload
systems or networks with excessive traffic to make them unavailable to legitimate users.
- Sniffing and Eavesdropping: Unauthorized interception of data packets that are being
transmitted over a network, potentially revealing sensitive information.
- Session Hijacking: Attackers steal or manipulate a session token to impersonate an
authenticated user.

5. Application Vulnerabilities
Application-level threats exploit weaknesses or bugs in software applications to gain unauthorized
access to systems or perform malicious activities. These threats typically take advantage of flaws in
coding, authentication mechanisms, or logic within software programs. )

Examples of application vulnerabilities include:
- SOL. Injection: Attackers insert malicious SQL queries into input fields to access or modify a
database. )
- Cross-Site Scripting (XSS): Malicious code is injected into websites to execute on a user’s browser
potentially compromising sensitive data. ’ il
- Buffer Overflow: A vulnerability where more data is written to a bufter than it can | lle, whic
can lead to system crashes or code execution by the attacker. An handie, which



6. Data Breach Threats

Data breaches involve
data, such

to inadcqu
Examples:

- e the unauthorized access, disclosure, or thefi of sensitive
as personal information,

ate security

‘ or confidential
mtellectual property, or financial records. Data breaches can occur due
controls or successful eyberattacks.

- Ha‘ckcrs gaming unauthorized access o
-Unintentional disclosure duc to poord
eneryption.

databases and stealing customer records,
ata handling or sharing of sensitive information without proper
- Insider threats where employees deliberately or unintentionally disclose sensitive data.
7. Social Enginecring Threats
Types of social engineering attacks:
] - Phishing: Attackers impersonate legitimate organizations or individuals to trick victims into revealing
personal information, like usernames, passwords, or credit card details.
- Pretexting: An attacker fabricates a story or scenario to gain information from the victim, such as
posing as a trusted individual or authority.
- Baiting: Offering something enticing (e.g., free software, music, or other benefits) to trick the victim
into downloading malicious content.

- Impersonation: Pretending to be someone the victim knows or trusts to gain access to systems or
information.

8. Environmental Threats

- Temperature: Excessive heat or cold can damage hardware components.

- Humidity: High moisture levels can cause corrosion or electrical malfunctions.

- Electromagnetic Interference (EMI)**: Disruptions caused by nearby electrical devices or faulty
wiring that can damage computer systems.

9. Legal and Regulatory Threats ' . ' '
" Legal and regulatory threats occur when organizations fail to comply with laws or industry standards,
which could lead to legal action, penalties, and damage to reputation.

Examples: _ _

- Non-compliance with data protection laws llkt? GDPR or HIPAA. _

- Violations of intellectual property rights by misusing or copying proprietary soﬁwarc? or data.
Failure to meet security requirements for industries such as finance or healthcare, which could result

in regulatory fines or lawsuits.

. gUPP})’ C:d??tgrhé:tzt?nvolve risks that arise from third-party vendors, contractors, or suppliers. Attackers
upply che

. . . A . " 5 -
t 4 vulnerable vendors or compromise their systems to gain access to an organization's network.
may target v

Examples:
Third-party soft wa
Hardware tamperin

re vulnerabilities: Malicious code embedded in software provided by a supplier.
iltrati “he : 1ents before they reach the target organization.
g: Infiltration of hardware compor y
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1. Dilferentiate MAC and hash function.

While both hash functions and MACs are cryptographic tools used to ensure data integrity and
authenticity, they have key differences in their operation and security properties.

J
Feature Kerberos X.509
;[1; L:Z“;;:ﬁ:ion Shared secret keys Public key cryptography
Central Authority KDC CA
Certificate Usage No explicit certificates Digital certificates
Security Model Symmetric-keycryptography Public-key cryptography

2. Name the four requirements defined by Kerberos

Secure Authentication: Kerberos ensures that users are who they claim to be.

Strong Privacy: It protects user passwords and session keys.

Robustness and Reliability: Kerberos provides a highly reliable authentication service.
Scalability: It can handle large-scale networks and a significant number of users.

) 3.What types of attack are addressed by message authentication.
Content Modification: Prevents unauthorized alteration of the message content.
Sequence Modification: Ensures that messages are received in the correct order and
insertion or deletion of messages.

Timing Modification: Protects against replay attacks and delays in message delivery.

prevents unauthorized

4.What is the life cycle of a key?
The lifecycle of a key typically involves the following stages:
1. Generation: Creating a new cryptographic key pair (public and private keys).
2. Distribution: Sccurely distributing the public key to authorized parties w

tion: hile keeping the private
key confidentjal,

3. Usage: Lmploying the key pair for encryption, decryption, digital signatures, or other
cryptographic operations,

4. Storage: Salcly storing the private key in a secure environment,

5. Rotation: Periodically replacing old keys with new ones (o enhance seeurity,

6. Revocation: Inactivating a key if it becomes compromised or no longer needed
7. Destruction: Permanently deleting the key and its backups. i '



S 1 N .
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The Key authentieation requIrements are
L. Tdentification: The user or svetem must provide a unique identifier

y ? . y iy v i -
2. Verification: The system must verify that the user or system is who they ¢ laim to be

6. What are the two approaches of digital signature?
here are two primary approaches to digital signatures:
1. Direct Digital Signature: .
The sender directly signs the entire message or document using their private key.
The recipient enifies the signature using the sender's public key.
2. Digital Signature with a Hash Function:
5 Aenptographic hash function is applicd to the message to generate a hash value.
- The sender signs the hash value using their private key.
o The recipient verifics the signature using the sender’s public key and then computes the
hash of the received message. :
o If the computed hash matches the decrypted hash from the signature, the message 1s
} considered authentic.

7. When are the certificates revoked in X.509?
X.509 certificates can be revoked under the following circumstances:
1. Certificate Expiration: When the certificate reaches its validity period’s end.

2. Compromise of the Private Key: If the private key associated with the certificate is
compromised.

3. Change in Certificate Information: If there are significant changes in the information contained
in the certificate, such as the owner’s name or public key.

4. Revocation by the Certificate Authority (CA): The CA may revoke a certificate for various

reasons, including security breaches or policy violations.

& Write any two differences between MD4 and SHA.
Security: MD4 is considered insecure and has been broken by various attacks. SHA, particularly
SHA-256 and SHA-512, are considered more secure and are widely used in various applications.
Hash Length:
MD4 produces a 128-bit hash, while SHA-256 produces a 256-bit hash. A longer hash length

generally provides greater security and resistance to collision attacks.
¥

9.What 1s the use of digital signature.

Digital signatures are used to verify the authenticity and integrity of digital messages or
documents. They provide the following benefits:

Authentication: Ensures that the message or document originates from the claimed sender.
Integrity: Venfies that the message or document has not been altered since it was sivned.
Non-Repudiation: Prevents the sender from denying having sent the message or do\?umcul.

d b =

10. What are the prnincipal differences between Kerberos version 4 and version 5%
1. Encryption:
v Kerberos 4: Primanly used DEIS encryption, which is now considered weak
small key size and vulnerability 1o brute-force attacks.
o Kerberos 5: Supports stronger encryption algorithms like AE
against attacks. It also allows for pluggable encry
and future updates in eryptographic algorithis.

due to its

: S, providing better security
ption mechanisms, enabling flexibility



"‘ .
<. Ticket Structure:
o Kerberos 4:
— authorization d
his limited it exability.,

Has a simpler ticket structure, lacking information about the user's
ata and support for renewable tickets.

] K(‘ ‘Deros . N ABe o . F s e 3
'l_(‘l 0% 5t Introduces a more flexible and extensible ticket structure. Tickets in K5

conlts L mional inf -l . . . . gs
ntam additional information, such as authorization data, cnabling more sophisticated

\\\\\

b | NS ™ - " L . . " g
ktlk \1\.;011110] mechanisms. It also supports rencwable tickets, improving usability and
scalability.

IL.List out diei : PART B
S igital signature schemes? and explain about any two schemes in detail.

‘ _— ‘gzgltal Signature Schemes are cryptographic techniques used to verify the authenticity and
' _Q.I;lt_\. of ‘lgual messat_._res or documents. They involve the use of public-key cryptography, where a sender
uses ther private key to sign a message, and the recipient uses the sender's public key to verify the signature.

Common Digital Signature Schemes:

1. Digital Signature Algorithm (DSA):
o Developed by the National Institute of Standards and Technology (NIST).
Relies on the difficulty of the discrete logarithm problem.
Involves key generation, signature generation, and signature verification steps.
Key Generation:
= Generates a public-private key pair using a random number generator.
* The public key consists of two integers: p (a prime number) and g (a generator).
= The private key is an integer x.
o Signature Generation:
= Computes a hash of the message to be signed.
» Uses the private key x and a random number k to generate the signature, which
consists of two integers: r and s.
: o Signature Verification:
4 * Computes the hash of the received message.
= Uses the public key (p, g) and the signature (r, s) to verify the signature.

O 0 O

2. Elliptic Curve Digital Signature Algorithm (ECDSA):
o Based on elliptic curve cryptography.
o Offers smaller key sizes and faster computation compared to DSA.
o Widely used in various cryptographic applications due to its efficiency and security.
o Key Generation;
» (enerates a public-private key pair on an elliptic curve.
= The public key is a point on the curve, and the private key is a scalar value.
. Signature Generation:
»  Computes a hash of the message to be signed.
»  Uses the private key and a random number to generate the signature, which
consists of two integers: rand s.



©  Signature Verific

ation:
Computes the hagh
Uses {he ey i

' Uses the public key and the sSiemature to verity the signature.
.\I-Sh:mnr-:‘\dlcmnn):

One of the carlicest

of the received message,
-

3. RSA (Rive

Q

and most widely used public-key eryptosystems

Can be used for both cneryption

O

‘ and digital sipnatures,
l\k‘}' Generation:

b Lienerates two larpe prime numbers. pand q.
Computes the modulus n - PYq
Selects

apublic exponent ¢ that is coprime to (p-1)(q-1).
Computes the private exponent d such that e * d = | (mod (p-1)(q-1)).
o Signature Generation:

*  Computes a hash of the message to be signed.
Enerypts the hash using the private key d to obtain the signature.
o Signature Verification:

Deerypts the signature using the public key ¢ to obtain the hash.

Computes the hash of the reccived message and compares it with the decrypted
hash.

12. Explain briefly about the architecture and certificate mechanisms in Kerberos and X.509.
Kerberos Architecture:

Kerberos is a centralized authentication scrvice that relies on a trusted third-party Key
Distribution Canter (KDC) to provide secure authentication services. The KDC is responsible for
1ssuing time-limited tickets to clients,

allowing them to access services on the network. The
architecture typically involves the following components:

1. Client: The user or application requesting access to a service.
Server: The service that the client wants to access.

Key Distribution canter (KDC): A trusted authority that issues tickets to clients.
Certificate Mechanism:

[P B ]

Unlike X.509, Kerberos does not use traditional digital certificates. Instead, it relies on shared

secret keys between the KDC and clients, as well as between the KDC and servers. These keys are used
10 encrypt communication and authenticate users.

The authentication process in Kerberos involves the following steps:

1. Authentication Request: The client sends an authentication request to the KDC.

2. Ticket Granting Ticket (TGT) Issuance: The KDC verifies the client's identity and issues a TGT,
which is a time-limited ticket that allows the client to obtain service tickets

3. Service Ticket Request: The client sends a request to the KDC for a service ticket to access a
specific service.

4. Service Ticket Issuance: The KDC issues a service ticket to the client, which is encrypted with the
server's secret key.

5.

Service Access: The client presents the service ticket to the server, which decrypts the ticket and
verifies the client's identity.



X.S()‘)Architccturc:

X509 is a public key infrastructure (PKI) standard that uses digital certificates to bind public keys
to identitics. The architecture typically involves the following components:
1. Centificate Authority (CA): A trusted authority that issues digital certificates.
2. Registration Authority (RA): An optional intermediary that verifies user identities and
forwards certificate requests to the CA.
3. Centificate: A digital document that contains information about the certificate holder, the
issuing CA, and the public key of the certificate holder.
Certificate Mechanism:
X.509 certificates are digitally signed by the issuing CA. ensuring their authenticity.
Clients can verify the authenticity of a certificate by checking the CA's digital signature.
The certificate contains information such as:
* Subject: The entity to whom the certificate is issued.
* Issuer: The CA that issued the certificate.
* Public Key: The public key of the subject.
* Validity Period: The time period during which the certificate is valid.
* Serial Number: A unique identifier for the certificate.
» Signature Algorithm: The algorithm used to sign the certificate.
The certificate is signed using the CA's private key. To verify the certificate, the
recipient uses the CA's public key to decrypt the signature and verify its
authenticity.

Key Differences:

Feature Kerberos X.509

:Iti?l:n;;:;"on Shared secret keys Public key cryptography
Central Authority KDC CA

Certificate Usage No explicit certificates Digital certificates

Security Model Symmetric-key cryptography Public-key cryptography
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INTERNAL 111 Date/Session | 29.08.2023/FN| Marks | 50
' Course code | CW3351 Course Title Data Information Security
_Regulation | 2021 Duration 1:30 Hours Academic Year | 2023-2024
Year I Semester Vv Department AI&DS
COURSE OUTCOMES
CO1: | Understand the basics of data and information security standards
_€O2: | Understand the legal, ethical and professional issues in information security
| €O3: | Understand the various authentication schemes to simulate different applications.
 CO4: | Understand various security practices and system security
_COS: | Understand the Web security protocols for E-Commerce applications
'Q.No. | Question I CO I BTS
PART A
(Answer all the Questions10 x 2 = 20 Marks)
1 Differentiate MAC and hash function. CcOo3 U
2 [Name the four requirements defined by Kerberos CO3 R
3 |What types of attack are addressed by message authentication? CO3 R
4  [What s the life cycle of a key? CO3 R
| 5 List the authentication requirements. CO3 U
| 6 What are the two approaches of digital signature? CO3 U
|7 [When are the certificates revoked in X.509? CO3 U
|8 |Write any two differences between MD4 and SHA CO3 R
9 What s the use of digital signature? CO3 R
10 [What are the principal differences between Kerberos version 4 and version 52 CO3 R
PART B
(Answer all the Questions  2x 15 = 30 Marks)
11 List out digital signature schemes? and explain about any two schemes in detail CcO3 E
12 | Explain briefly about the architecture and certificate mechanisms in Kerberos and cos |
X.509. R &
////’ ), / l
- \7 p:jaww g/ W’/
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UNIT TEST LI Datc/Session | 15.03.2024/FN | Marks | 50
Course code OBT3S1 Course Title Food, Nutrition and Iealth
chulalioﬁwﬂ 2021 Duration 1:30 Hours Academic Year 2023-2024
Year 1l Semester Vi Department CSE ,AI&DS,ECE

PART A

What is meant by Nano Food Technology?

e

Definition: Nano Food Technology involves the use of nanotechnology in food production, processing,
and packaging. Nanotechnology operates on an atomic or molecular scale (1-100 nanometers) and offers
innovative ways to improve food quality, safety, and shelf life.

Applications: It is used for enhancing flavors, altering textures, improving nutrient absorption, and even

creating antibacterial packaging to reduce spoilage. Nano food technology aims to provide better control
over the sensory and nutritional properties of foods.

2. What is meant by Nanomaterials? Give some examples.

Definition: Nanomaterials are materials with structures on the nanometer scale (1-100 nm), giving them
unique properties compared to their larger-sized counterparts. Due to their tiny size, they exhibit a high

surface area, increased reactivity, and often enhanced mechanical and chemical properties.
Examples:

Silver Nanoparticles: Used for their antimicrobial properties in food packaging.
Nano-silica: Utilized as an anti-caking agent.

Titanium Dioxide Nanoparticles: Used as a food additive and in food packaging for UV
protection.

e w

hat is the Role of Nanomaterials in Food Packaging?

Extended Shelf Life: Nanomaterials in packaging can improve barrier

oxygen, moisture, and light, thereby extending its shelf life.

Antimicrobial Protection: Silver and other metal nanoparticles are often inco
materials to reduce microbial growth, helping maintain food freshness.
Smart Packaging: Certain nanomaterials can act as sensors in "sm

contamination and indicating the product’s freshness.

4. Give Short Notes on Nanoparticles.

o Types and Uses:

Definition: Nanoparticles are particles between 1-100 nanometers in size, w
and biological properties. They are often used in various fields due
increased reactivity, and ability to penetrate biological barriers.

properties, protecting food from
rporated into packaging

art packaging,” detecting spoilage or

ith unique chemical, physical
to their high surface-to-volume ratio,

o Metal Nanoparticles: Silver and gold nanoparticles are used for theiy antimicrobial propertie
o Organic Nanoparticles: Lipid-based nanoparticles are used to deliver nutrients in foo ban l\
i i | - L8 34
pharmaccutical applications. (



o Polymeric | icles: - - :
l l}.’]'_"trlt‘ Nanoparticles: Often used to encapsulate bioactive compounds and enhance their
stability.

5. What is Meant by Food Product Development?

. » - - . & ‘\ “ - of ot = : P 4
Definition: Frod pm(h-lct development is the process of creating or improving food items to meet
consumer dem nds. It includes developing new recipes, enhancing existing products, and ensuring that
they mect safety and quality standards,

o Stages:

o Idea Generation: Identifying new product ideas based on market trends or consumer needs.
o Product Formulation: Developing a recipe and ensuring its sensory and nutritional quality,
o Testing and Launch: Conducting sensory tests and market trials before launching the final

product.
6. List Out Some Nanomaterials that are Used in Foods.

» Examples of Nanomaterials:

=

Silver Nanoparticles: Used in antimicrobial packaging.
Zinc Oxide Nanoparticles: Utilized for UV protection in packaging.

Nano-clays: Providc barrier propertics in food packaging.
Titanium Dioxide: Uscd for whitening foods like candy and as a preservative in some cascs.

Silica Nanoparticles: Applicd as an anti-caking agent in powdered food products.

O 0 0 0 o0

7. Write Short Note on Nanocomposites.

Definition: Nanocomposites are materials that combine nanoparticles with other materials, such as
polymers, to enhance their properties. In food packaging, nanocomposites offer improved strength,

flexibility, and barrier properties.
o Applications:

Enhanced Barrier Properties: Prevents oxygen and moisture from penetrating the package,

(e}
extending food shelf life.
o Lightweight and Strong: These propertics make nanocomposites highly efficient for creating
. durable yet lightweight packaging.

8. Give a Short Note on Nanofilms.

« Definition: Nanofilms are ultra-thin layers (often only a few nanometers thick) of material applied to a
substrate. In the food industry, nanofilms are commonly used in packaging and coating applications.

« Applications:

o Edible Coatings: Thin edible films are applied to fruits or vegetables to reduce moisture loss and
spoilage. _ o
Protective Coatings: Nanofilms can also be used on food containers to prevent contamination

o . . i
and extend shelf life by acting as a barrier against gases and microbes.

; SR
9, Explain About anoemulsions.

anoemulsions are emulsions with droplet sizes in the nanometer range, typically used to

Definition: N , _ : b A
ater-insoluble) ingredients in food, pharmaceuticals, and

° ! ul
improve the delivery of hydrophobic (w
cosmietics.

. Applications:




o Enhanced Nutrvient Delivery: N
and other bioactive compounds.

o dmproved Texture and Stability  In foods, nanoemulsions can enhance texture, increase shelf
lile, and veduce the

nse ol preservatives
o Clarity in Beverages: Nanoe
clear beverapes without

anocmulsions improve the bioavailability of vitamins, mmerals,

mulsions allow the incorporation of hydrophobie compounds in
affecting clarity,

10. What is Mcant by Shelf Life Assessment in Food Product Deveopment?

o Definition: Shelf life assessment is the process ol determining how long a food product remains safe and
of acceptable quality under specilied storape conditions, It is essential in food product development to

ensure the product maintains its intended sensory, nutritional, and microbiological qualitics.
*  Mcthods of Shelf Life Assessment:

o Microbiological Testing: Determines how microbial growth affects shelf life.
o Sensory Evaluation: Involves testing the product’s taste, smell, appearance, and texture over time
o Chemical Testing: Mcasures changes in nutritional content, pi, and chemical stability to assess
product quality.
ga# - Importance: It helps companies m

ake informed decisions about storage conditions, packaging materials,
and expiration dates, ultim

ately ensuring consumer safety and satisfaction.

PART B

11: Explain about Type 1 Disorders

Type 1 disorders refer to autoimmune conditions where the body’s immunc system mistakenly attacks its own
tissues or cells, often leading to chronic health problems. One of the most well-known Type 1 disorders is Type
1 Diabetes, where the immune system targets insulin-producing cells in the pancreas. However, other
autoimmunc discascs also fall under this category, with cach affecting different organs or systems.

1. Type 1 Diabetes

 Definition: Type 1 Diabetes is an autoimmune disorder where the immune system attacks and de
beta cells in the pancreas, which are responsible for producin
blood glucose levels.

” » Symptoms: Frequent urination, excessive thirst, sudden weight loss, extreme fatigue, and blurre

Without insulin, glucose builds up in the blood, causing hyperglycemia.

*  Management: It is managed through insulin injections or an insulin pump, along w
sugar monitoring and a carefully balanced diet. Lifestyle adjustments, inc
play an essential role.

stroys
g msulin. Insulin is critical for regulating

d vision.

ith regular blood
luding physical activity, also

2. Other Examples of Type 1 Disorders

o Rheumatoid Arthritis: An autoimmune condition where the immune system
inflarnmation, pain, and, over time, joint damage,

o Celiac Disease: The immune system reacts to gluten, a protein found in whe
the small intestine’s lining and affecting nutrient ubsnrp.ti(m_

o Multiple Sclerosis: An autoimmune disease ‘\‘vhgrc the immune syslcm att
nerve fibers in the central nervous system, aflecting movement, sensation

attacks the joints, leading to
at, rye, and barley, damaging

acks the protective covering of
, and muscle control,

3. Role of the Immune System



. i Ttye T . T . : receoile . : . 5
Autoimmunity: In Type | disorders, the immune system is misdirected, producing antibodies against the

body's ~ells : . : : ; :
C d)f% own u,!ls and tissucs. This attack often leads to inflammation, tissue damage, and, over time, the
dysfunction of the affected organs.
G.cm‘hc and Environmental Factors: A combination of genetic predisposition and environmental

OIS 3 ~ 5 1 o+ 4 ks N . 1 . " - .
triggers, such as viral infections, can increase the likelihood of developing Type 1 disorders.

4. Diagnosis aud Treatment

Di:lgn-osis: Autoimmune disorders are diagnosed through a combination of symptoms, blood tests (for
spectfic autoantibodies), and imaging studies (like MRIs for multiple sclerosis).

tl'rc:ltmcnt: Most Type 1 disorders are managed rather than cured. Treatment focuses on suppressing the
immune response (immunosuppressive drugs), relicving symptoms, and preserving organ function.

5. Challenges in Management

» Chronic Nature: Type 1 disorders are typically lifelong conditions that require ongoing management and

medical support.

Risk of Complications: If not managed effectively, these conditions can lead to severe complications,

including cardiovascular disease, nerve damage, and organ failure, depending on the affected area.

Research and Innovations: Ongoing research in immunology and regenerative medicine is focused on

lf;mnlimg more effective treatments, including potential cures through stem cell therapy and advanced
iologics.

In summary, Type 1 disorders are a group of autoimmune diseases where the immune system mistakenly attacks
healthy body tissues, necessitating lifelong management to control symptoms and reduce complications.

Question 12: Give Brief Explanation about Diseases like Cancer, Diabetes, and Ulcers

This question covers three critical health conditions: Cancer, Diabetes, and Ulcers. Each of thesc diseases has
unique causes, symptoms, and treatment options, impacting millions of people worldwide.

1. Cancer

2

Definition: Cancer is a disease characterized by the uncontrolled growth of abnormal cells in the body,
which can invade and destroy normal tissue. It can occur in virtually any part of the body and may spread
(metastasize) to other regions.

Causes: Gernetic mutations, lifestyle factors (e.g., smoking, diet, and physical inactivity), environmental
exposure (e.g., radiation and carcinogens), and certain infections (e.g., HPV and hepatitis B).

Types: There are many types of cancer, including breast cancer, lung cancer, prostate cancer, and
leukemia, each with specific characteristics and treatments.

Symptoms: Vary depending on the type of cancer but may include unexplained weight loss, fatigue,
lumps, changes in skin, and abnormal bleeding.

Treatment: Common treatments include surgery, chemotherapy, radiation therapy, immunotherapy, and
targeted therapy, which may be combined based on the stage and type of cancer.

2. Diabetes

Definition: Diabetes is a chronic condition where the body either doesn’t produce enough insulin (Type
or cannot effectively use the insulin it produces (Type 2). Insulin is a hormone that regulates blood sugar.
Types:

Type | Diabetes: An autoimmune disorder where the body attacks insulin-producing cells,
requiring lifclong insulin therapy.

(o)



Type 2 Diabetes Ofte

body becomes resistan
Gestational Diabetes

merease the sk of

. ‘\:\'mptf‘nn\ Increased thir. frequent wnnation. hunger. fatigue, blurved vision, and slow-healing wounds
* Complications | neontrolled :
complications (diabetye

* Mana . . ; Sk Jh d Pk . i
gement. Treatment includes msulin therapy (for Type 1), oral medications, lifestyle modifieations
(et and exercise), and regular blood glucose monitoring

n linked to lifestyle factors such as diet and phyvsical inactis iy, where the
Pto insulin

Oceury dunng pregmancy and typically resolves after childbirth but may
eveloping Type 3 diabetes later

dhabetes can lead 10 heart dhsease, kidney damage, nenropathy, and eve
retimopathyy,

3. Ulcers

* Definition: Ulcers are open sores th
with the most common type
* Types:

Atcan develop on the skin or within the lining of the digestive tract,
being peptic ulcers.

o Peptic Ulcers: Occur in the stom
(duodenal uleers).
] o Pressure Ulcers: Also known as bedsores, they occur due to prolonged pressure on the skin,

commonly seen in immobile patients.
» Causes:

ach (gastric ulcers) or the first part of the small intestine

(s}

Peptic Ulcers: Often caused by Helicobacter pylori infection or prolonged use of NSAIDs (non-
steroidal anti-inﬂammatory drugs), which weaken the stomach’s protective lining.

Pressure Ulcers: Result from prolonged pressurc on the skin, cspecially in arcas with little fat or
muscle over bony prominences, such as heels or hips.

* Symptoms: For peptic ulcers, symptoms may include burning stomach pain, bloating, nausea, and in

Severe cases, vomiting blood. Pressure ulcers manifest as sores or red patches on the skin that can develop
into deep wounds.

* Treatment:

0O

o Peptic Ulcers: Treatment includes antibiotics (for H. pylori), medications to reduce stomach acid,
and lifestyle adjustments (avoiding spicy foods, alcohol, and smoking).
o Pressure Ulcers: Managed through repositioning, wound care, and in severe cases, surgery to
B repair damaged tissue.

4. Comparing Cancer, Diabetes, and Ulcers

= Disease Mechanism: Cancer involves abnormal cell growth, diabetes affects glucose metabolism, and
ulcers involve tissue erosion due to infection, pressure, or acid.

e Lifestyle Influence: Both diabetes and certain cancers are significantly influenced by lifestyle, whereas
ulcers are often caused by specific infections or physical factors.

o Treatment Complexity: Cancer treatment is often the most complex, requiring multiple approaches,
while diabetes and ulcers can often be managed with lifestyle and medical interventions.

5. Prevention and Lifestyle Modifications

Cancer: Avoid smoking, reduce alcohol consumption, eat a balanced dict, and undergo regular

-
screenings for carly detection. | | |
Diabetes Manage weight, follow a balanced diet, and maintain an active hifestyle to prevent T ype 2
- - i > : :
diabetes, while Type | has genctic and autonmmune origins,
abeles, W ) : : , e, o gt .
o Ulcers For peptic ulcers, avoid excessive NSALD use and practice good hygiene to reduce H pylori

infection risk. Keposition frequently 1o prevent pressure uleers in bedridden individuals
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| INTERNAL IV Date/Session | 17.10.2023/FN| Marks | 50
| Course code | CW3351 Course Title | Data Information Security

' Regulation 2021 Duration 1:30 Hours Academic Year 2023-2024
| Year [ 1 Semester \ Department AI&DS

| COURSE OUTCOMES

| COt: Understand the basics of data and information security standards
| CO2: Understand the legal, ethical and professional issues in information security
' CO3: Understand the various authentication schemes to simulate different applications.
CO4: Understand various security practices and system security
COs: Understand the Web security protocols for E-Commerce applications
Q.No. | Question [ cO | BTS
PART A
(Answer all the Questions10 x 2 = 20 Marks)
1 [What is web security? CO4 U
2 |List the primary facts of web security problem. Co4 R
3 Define web browser. CO5 R
.4 at 1s proxy server? CO4 R
5  [Define web log file CO5 U
6  [Wnte down the role of security standards. CO4 U
7  Listout and define TLS protocols. CcO3 U
| 8 Draw the SSL architecture. CO4 R
9  [Explain transport layer security. CO5 R
10 [List out the types of wireless attacks. CO5 R
PART B
(Answer all the Questions  2x 15 = 30 Marks)
11 | Explain the steps methodology involved in SSL/TLS protocol CO5 E
12 | Discuss the working of SET and PKI with neat diagram, CO4 X
}J‘jnl\'d)"h”. V
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PART-A '

1. What is web security?
Web sccurity refers to the protective measures and protocols implemented to safeguard websites.

wcb :jppllcatinns. and online services from cyber threats and vulnerabilities. It encompasses a variety of
practices and technologies aimed at protecting sensitive data, maintaining the integrity of web
appllcmu.ms, and ensuring the availability of services. Key components of web security include secure
communication (c.g., using HTTPS), user authentication and auth

. orization, input validation, encryption,
and ngl_llﬂr sccurity updates to defend against attacks such as cross-site scripting (XSS), SQL injection,
and denial-of-service (DoS).

2. List the primary facts of web security problem.

ations are pronc to common

Cross-Site Request Forgery
steal sensitive

1. Vulnerabilitics in Web Applications: Many web applic
vulnerabilitics such as Cross-Site Scripting (XSS), SQL Injection, and
(CSRF). These vulnerabilities can be exploited by attackers to gain unauthorized access,

data, or manipulate application behavior.

\stantly exposed to a variety of threats, including malware,
al-of-Service (DDoS) attacks. As technology

ng web security a continually pressing

2. Threat Landscape: The web is cor
attacks, data breaches, and Distributed Deni

phishing
tactics employed by cybercriminals, maki

evolves, so do the
concern.

allows users to access, retrieve, and view content

from the World Wide Web. It interprets and displays websites and web applications by processing
HTML. CSS, JavaScript, and other web technologies. Popular examples of web browsers include
Google Chrome, Mozilla Firefox, Microsoft Edge, and Safari. In addition to rendering web
content, browsers often include features such as bookmarks, tabbed browsing, and security

easures o protect users from online threats

3. Define web browser.
A web browser is a software application that

m

4. What is proxy server?
A proxy server 18
another server (usu
makes a request foraw
it 10 the target server. The response from the ta

relays it to the client.

an intermediary server that sits between a client (such as a user's computer) and
ally a web server) from which the client is requesting resources. When a client
b resource, the request is first sent to the proxy server, which then forwards
rget server is sent back to the proxy server, which



. ]

> D\‘ﬁlh‘

webh log file

A web log fileas 5

1o the < gfile ]‘{ a text file generated by aweb server that records information Ahont requests made
) ¢ SOVt e tavnie 4 i 5 '

i r\‘ ws file typreally includes details arch as the date and hme of each re.uest, the [P
MHUITCSS © ~ che al i pps X B

e SIFALS client making the request, the requested URL. the type of browser us d. and the
ctatus of the TESPONSE (€€, SUCCESs OF CIToT codes)

Web log files arce valuable for vanous purposes, including:

Website e Analu - . = .

- ; chsite .\11:\1)11\.5. Analyzing user behavior, tra ffic patterns, and popular content on a website.

Troubleshooting: Identifying issues such as server errors or unauthorized access attempts.
Qecurity Stanne: : . . . . :

h. Security Monitoring: Detecting and analyzing secunty threats, including potential attacks or
reaches.

1
-
-
-
_‘\

6 Write down the role of security standards.

g Draw the

1. Framework for Security Practices: Security standards provide a structured framework for
organizations to implement security measures, ensuring consistency and reliability insa feguarding
sensitive data and systems across different industries.

2. Compliance and Risk Management: Adhering to recognized security standards helps
organizations mect regulatory requirements and manage risks effectively by identifying
vulnerabilities and establishing strategies to mitigate potential threats, ultimately enhancing

overall security posture.

> List out and define TLS protocols.

Transport Layer Security (TLS) is 2 cryptographic protocol designed to provide secure

communication over a computer network. Here are the key components of TLS protocols:

1. Handshake Protocol: This initializes the secure connection between the client and server. During
the handshake, they negotiate the version of TLS to use, select cryptographic algorithms,
authenticate each other, and establish session keys for encryption.

2 Record protocol: This is responsible for the secure encapsulation of data. It provides
confidentiality and integrity for higher-layer protocols by breaking the data into manageable
blocks, comprm‘sing them, applying @ Message Authentication C ode (MAC) for integrity checks,
and encrypting the blocks before transmitting them over the network.

gSL architecture.
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9.Explain transport layer sceurity

otocol designed (o secure communication
gecure Sockets Layer (SSL), and serves
Jdata transmitted between clients and

Transport Layer Security (TLS) is a cryptographic pr
over a computer network. It evolved from its predecessor
to ensure the confidentiality, integrity, and authenticity of
servers. Here's a brief overview:

tween communicating parties, preventing

1. Confidentiality: TLS encrypts the data exchanged be !
ed through symmetric encryption using

eavesdroppers from reading the information. This is achicv
a session key that 1s established during the TLS handshake.

been altered during transit. It

cr the network has not
f the data, ensuring that any

2. Integrity: TLS ensures that the data sent ov
uses Message Authentication Codes (MACs) to verify the integrity 0

tampering can be detected.

icating the identities of the parties involved
h the use of digital certificates issued
entities of the entities.

3. Authentication: TLS provides methods for authent
in the communication. This is typically accomplished throug
by trusted certificate authorities (CAs), which validate the id

10.List out the types of wireless attacks.

Wireless networks are susceptible to various types of attacks due to their broadcast nature. Here

are several common types of wireless attacks:

rized interception of data being transmitted over a wireless network,

1. Eavesdropping: Unautho
ture sensitive information such as passwords and confidential

allowing attackers to cap

communications.
2. Man-in-the-Middle (MitM)  Attack: An attacker positions themselves between two

communicating parties in a wireless network, intercepting and potentially altering the

communication without the parties' knowledge.
3. Rogue Access Points: Unauthorized access points are set up by attackers to impersonate

legitimate networks, tricking users into connecting and exposing their data.
4. De authentication Attack: An attacker sends authentication frames to disconnect users from a
wireless network, which can facilitate a further attack when users reconnect to a malicious

network.
PART-B

11.Explain the steps methodology involved in SSL/TLS protocol
The SSL/TLS (Secure Sockets Layer/Transport Layer Security) protocol involves a series of steps

{0 establish a securce communication channel between a client and a server. The process typically

includes the following key steps:

1. Client Hello

-Thep

to the server. This message includes:

. The supported versions of SSI/TLS.

- A list of supported cipher suites (encryption algorithms).

. A randomly generated pumber (client random).

- Other session-related options.

')l“" ))" ‘\“ )".) .. 32 . '
rocess begins with the client (usually a web browser) sending a "Client Hello" message



2. Server Hello
- The server responds with a "Server Hello" message. This message includes:

- The chosen SSI/TLS version.
- The selected cipher suite from the client's list.
- Another randomly generated number (server random).

3. Server Certificate , :
- The server sends its digital certificate to the client. This certificate contains the servers public
key and is signed by a trusted Certificate Authority (CA). The client verifies the certificate to
ensure the server's identity.

4. Server Key Exchange (optional) L
- In some cases, depending on the chosen cipher suite, the server may send additional key
exchange parameters.

5. Server Hello Done
- The server sends a "Server Hello Done" message, indicating it has completed its part of the
negotiation process.

6. Client Key Exchange

- The client generates a "Pre-Master Secret," encrypts it with the server's public key (obtained
from the server's certificate), and sends it to the server. Only the server can decrypt this message
using its private key.
7. Generate Session Keys
- Both the client and server use the "Pre-Master Secret," along with the client random and server

random numbers, to generate session keys (symmetric keys) for encrypting and decrypting the
data. This includes:

- A key for encrypting data.
- A key for decrypting data
12. Discuss the working of SET and PKI with neat diagram.

e Secure Electronic Transaction (SET) and Public Key Infrastructure (PKI)

e Secure Electronic Transaction (SET) and Public Key Infrastructure (PKI) are essential
technologies that enable secure electronic commerce and communication. Below is an explanation
of their working mechanisms alongside a simplified diagram.

1. Overview of SET
SET is a protoco! that secures credit card transactions over the intemet. It was developed by major
credit card companies (Visa and MasterCard) to ensure the security of online payment tmnsactiojns

Key Components of SET:
-Cardholder: The individual making the transaction.
- Merchant: The business accepting payment for goods/services.
- Payment Gateway/Bank: The financial institution that processes the payment
- Centificates: Ensures that all parties are authenticated using digital ccniﬁcateé.

Working of SET:
1. Registration:

- Cardholders and merchants register with a Centifi
> d 1 a Certificate i
cenificates. licate Authority (CA) to obt

ain digital




2. Purchase Request:

= The cardholder requests to purchase goods/serviees from a merchant. The purchase

requestis accompanied by the cardholder's digital certificate (for authentication) and their
credit card informmation (enerypted).

3. Merchant Verification:

- The merchant receives the purchase request and verifies the cardholder's identity by validating the
digital certificate.

4. Payment Authorization:

- The merchant sends the transaction details to the payment gateway or bank for authorization, along
with their certificate.

5. Transaction Confirmation:

- The payment gateway processes the transaction. If valid, it sends an authorization code back to the
merchant. The merchant then confirms the transaction with the cardholder.

6. Completion of Sale:

- If the transaction is successful, the goods/services are delivered to the cardholder, and the payment
1s processed accordingly.

2. Overview of PKI

Public Key Infrastructure (PKI) is a framework that manages digital certificates and public-key
encryption. It supports the secure exchange of information over insecure networks.

Main Components of PKI:

- Certification Authority (CA): Issues and manages digital certificates.

- Registration Authority (RA): Acts as a mediator between users and the CA, verifying
identities before issuing certificates.

- Digital Certificates: Bind public keys to an entity’s identity, enabling secure electronic
communications.

- Public and Private Keys: Used for encrypting (public key) and decrypting (private key) data.
Working of PKI:

1. Key Generation:
- Users generate a pair of keys (public and private). The public key is shared with others, while
the private key is kept secret.
2. Certificate Request:
- Users send a request to the CA for a digital certificate that proves their identity.

3. Identity Verification:
- The CA verifies the identity of the requester, often through the RA, to ensure legitimacy.
4, Certificate Revocation:

- If a certificate is compromised, the CA can revoke it, and this information is made available
via a Certificate Revocation List (CRL)
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- PART-A
L.What services are provided by 1IPSEC?
IPsec (Intermet Protocol Security) provides several key services to ensure secure communication
over IP networks. Here are two primary services:

1. Lontfdcmialit)‘: IPsec ensures that the data being transmitted over the network is encrypted,
preventing unauthorized users from being able to read the contents of the packets as they traverse the
network.

he integrity of the data and

h the data during
d, ensuring that the data

2 Integ.nty’and Authentication: IPsec provides mechanisms for verifying tl
authent_zca.tmg the source of the packets. This means that any tampering wit
transmission can be detected, and the identity of the sender can be confirme

comes from a legitimate source.

2. What is the difference between transport mode tunnel modes?

1. Transport Mode
- Description: In Transport Mode, only the payload (the actual data) of the IP packet is encrypted and/or

authenticated while the original IP header remains intact.
- Use Case: This mode is typically used for end-to-end communication
securing TCP or UDP communications directly between user applications (e.g.,

the endpoints are known).

- Header: The original IP header is unc
and destination addresses remain visible.

2. Tunnel Mode
- Description: In
encrypted and a new |
- Use Case: This mode is 0
securely between gateways (suc
untrusted network while protecting th
- Header: A new outer IP header is inserted, m
greater anonymity and security for the encapsulated data.
3. What are the five principal services provided by PGP?
Pretty Good Privacy (PGP) provides several key services to ensure secure communications. The five

principal services offered by PGP are:
1. Encryption: PGP encrypts the data being sent over the network to ensure confidentiality, making it

unreadable to unauthorized parties.
2. Digital Signatures: PGP allows users to digitally sign message

and ensuring that the message has not been altered in transit.

between two hosts, such as
in VPNs where

hanged, allowing for efficient routing since the packet's source

Tunnel Mode, the entire original IP packet (including both the header and payload) is

P header is added, creating a new packet.
fien used in Virtual Private Networks (VPNs) where data needs to be sent

h as routers or firewalls), allowing communications over an

e entire original packet.
asking the original packet's header and thus providing

s, providing authentication of the sender




4. Define TS,

_ I'LS, or Transport 1
communication over
exchang

ayer Sceurity, s a cryplographic protocol designed to provide sceure
a computer network, It ensures the confidentiality, integrity, and authenticity of data
od between elients a
mechanisms,

d

et nd servers by using Creryption, message authentication, and key exchange
ata t . I'LS is widely used in applications such as web browsing (H11TPS), email, and other forms of
A IRNSMISSION 1o prevent cavesdropping, tampering, and forgery.

3. Specity the benefits of IPSEC,
IPsee (Internet Protocol Sceurity) offers several benefits, including:
I. Data Integrity and Authenticity: 1Psce ensures that the data being transmitted over a network is

protected from alteration and forgery. It uses eryptographic algorithms to verify that the data has not been
tampered with during transit and that it comes from a legitimate source.

] e B, ~ “ . .

- li_llur_\pnon and Confidentiality: IPscc encrypts the data packets being exchanged, ensuring that
sensitive information remains confidential and is not accessible to unauthorized parties during
transmission over potentially insecure networks, such as the internet.

e

6. Define dual signature.

_ A dual signature is a cryptographic mechanism that allows a signer to create two distinct signatures
for a single document or message. It enables a party to sign a document in such a way that both the original

signature and a second, related signature can be verified independently, often by different recipients or for
different purposes.

7. List out the types of wireless attacks.

1. Eavesdropping: An attacker intercepts and listens to wireless communications to capture sensitive data,

such as passwords or personal information, often using tools that exploit vulnerabilities in insecure
networks.

2. Rogue Access Points: An unauthorized access point is set up, tricking users into connecting to it instead

of a legitimate network. Once connected, attackers can intercept traffic and launch further attacks on
connected devices.

8.Define security standards.
. Secure Socket Layer (SSL) provides security to the data that is transferred between web browser and
P server. SSL encrypts the link between a web server and a browser which ensures that all data passed
between them remain private and free from attack.

9.Write down the role of security standards.
The role of security standards includes:

1. Establishing Consistency: Security standards provide a framework and uniform guidelines for
implementing sccurity measures across various systems and organizations, ensuring consistent protection
against vulnerabilities and threats.

2. Enhancing Compliance and Trust: Adhering to established security standards helps organizations comply
with Jegal, regulatory, and industry requirements. This, in turn, fosters trust among stakeholders, clients,
and customers, as it demonstrates a commitment to protecting sensitive information and ensuring secure
operations.



10.Define web security,

Web security vefers 1o the measures and practices miplemented 1o protect websites and web
applications from cvber threats, attacks, and unauthorized aceess. It cncompasses @ Tange of
strategics, protocols, and technologies aimed at safeguarding the integrity, cnlnl"ulh:nll«'l‘“)'- and
availability of web-based information and services. Key aspeets of web security ““—'!”“C g
coding practices, encryption, user authentication, and vulnerability assessments Lo defend against
common threats such as malware, data breaches, and denial-of-service altacks.

PART-B

11.How does PGP provide confidentiality and authentication service for email and file storage
application? Draw the block diagram and explain its components.
L.-Deeryption and Verilication
- Decryption (symmetric and asymmeltric)
- Signature verification
- Decompression and decoding
PGP Components:

1. Public-Key Cryptography: Uses RSA or DSA algorithms for key exchange and digital
signatures.

. Symmetric-Key Cryptography: Uses AES for fast and sccure data encryption.

. Hash Functions: Uses SHA-256 for data integrity and digital signature creation.

. Digital Signatures: Creates and verifies signatures using RSA or DSA.

. Compression: Uses ZIP for data compression.

6. Encoding: Uses Basc64 for encoding binary data.
How PGP Works:

Email/File Encryption:
1. Generate a symmetric key.
2. Compress and encrypt data using the symmetric key.
3. Encrypt the symmetric key using the recipient's public key.

4. Attach the encrypted symmetric key to the encrypted data.
Digital Signature Creation:

1. Create a hash of the data.
2. Encrypt the hash using the sender's private key.
3. Attach the digital signature to the encrypted data.
Decryption and Verification:
1. Decrypt the symmetric key using the recipient's private key.
2. Decrypt the data using the symmetric key.
3. Verify the digital signature using the sender's public key.
PGP Benefits:
1. Confidentiality: Encrypts data to prevent unauthorized access.
2. Authentication: Digital signatures ensure sender authenticity.
3. Integrity: Hash functions ensure data integrity.
4. Non-Repudiation: Digital signatures prevent sender denial.

[ SN S R o



PGP Tools and Implementations:
1. OpenPGP (standard,

- GnuPG (GNU Privac_ - Guard)
. PGP Desktop

- Enigmail (Thunderbird plugin)
. GPGTools (MacOS)

I 4= ‘s 2

12.Briefly explain about AH protocols and ESP protocol

Here's a brief overview of AH (Authentication Header) and ESP (Encapsulating Security Payload)
protocols, which are key components of IPsec (Internct Protocol Security):

AH (Authentication Header) Protocol:

Purpose: Provides authentication, integrity, and anti-replay protection for IP packets.
e Functionality:

- Authenticates sender and ensures data integrity.

- Ensures data has not been modified or tampered with.

- Prevents replay attacks.

- Header format: Inserted between IP header and upper-layer protocol header.
* Fields:
- Next Header
- Payload Length
- Reserved
- Security Parameters Index (SPI)
- Sequence Number
- Authentication Data

e Modes: Transport mode (protects upper-layer protocols) and Tunnel mode
e ESP (Encapsulating Security Payload) Protocol:

- Purpose: Provides confidentiality, authentication, integrity, and anti-replay protection for
IP packets.

- Functionality:

- Encrypts payload data.

_ Authenticates sender and ensures data integrity.

- Ensures data confidentiality.

- Prevents replay attacks.

- Header format: Two parts: ESP header and ESP trailer.
o Fields:

- Security Parameters Index (SPI)

- Sequence Number

- Payload Data (encrypted)

- Padding (optional)

- Pad Length

- Next Header

- Authentication Data

Modes: Transport mode (protects upper-layer protocols) and Tunnel mode (protects entire IP
packet).



Key differences:
- AH provides only aathentication and integrity, while ESP provides eonfidentiality (encryption) in
addition to authentication and integnity.
- AH does not enenypt payload data, whereas ISP encrypts payload data.
Usage scenanos:
- AH: Suitable for applications requiring authentication and integrity. but not confidentiality (e.g.. online
banking. email).
- ESP: Suitable for applications requiring confidentiality, authentication,
secure file transfer).

and integrity (e.g., VPNs,

Authentication Header (AH) Protocol:
AH is a protocol used in IPsec (Intemet Protocol Security) to provide authentication and integrity for IP
packets.
Keyv Features:
1. Authentication: Ensures sender authenticity.
2. Integrity: Ensures data integnty.
3. Anti-replay protection: Prevents packet replay attacks.
AH Components:
1. Header: Contains authentication data.
2. SPI (Security Parameter Index): Identifies security association.
. Seguence Number: Prevents replay attacks.

[¥3]

AH Process:

1. Packet creation

2. AH header insertion

3. Authentication data calculation (using HMAC)
4. Packet transmission

Encapsulating Security Payload (ESP) Protocol:

ESP is another protocol used in IPsec to provide confidentiality, authentication, and integrity for IP
packets.
Key Features:

_ Confidentiality: Encrypts packet payload.
_ Authentication: Ensures sender authenticity.
. Integrity: Ensures data integrity.

Ud b =



ESP Compones 1s:

- Header: Containg seeurty parameters.

- SPU(Security Parameter Index): Tdentities seeurity association.
- Sequence Number: Prevents replay attacks.

. Pavload: Enerypted data,

- Authentication Data: Optional,

R

4.

i

ESP Process:

1. Packet creation

- ESP header insertion

Payload encryption (using symmetric key)

- Authentication data calculation (using HMACQ)
. Packet transmission

‘ad 12
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Key Differences:

1. AH provides only authentication and integrity, while ESP provides confidentiality, authentication,
and integrity.

- AH does not encrypt packet payload, while ESP encrypts the payload.

- AH 1s typically used for protocols that require authentication but not confidentiality (c.g., routing
protocols).

L 19

12.a) Give brief notes on categories of threat in detail.
1. Categories of Threats:

I. Physical Threats:
- Unauthorized access
- Theft
- Vandalism
- Natural disasters (fire, flood, earthquake)
- Physical harm to personnel
2. Insider Threats:
- Malicious employees
- Accidental data breaches
- Insider espionage
- Sabotage
3. External Threats:
- Hacking
- Phishing
- Social engineering
- Malware
- Denial of Service (DoS) atlacks



4=

- Environmental Threats:

- Power outages

= Equipment failure

- Water damage

- Extreme lemperatures
- Network Threats:

- Unauthorized access

- i-fa\'csdl‘opping

- Snifhing

- Spoofing

- Man-in-the-Middle (MitM) attacks
- Software Threats:

- Viruses

- Worms

- Trojan horses

- Spyware

- Adware

n

-

~1

. Data Threats:
- Data breaches
- Data tampering
- Data theft
- Data loss

Threat Categories by Intent:

1. Intentional Threats:
- Malicious attacks
- Espionage
- Sabotage
- Vandalism

2. Unintentional Threats:
- Accidental data breaches
- Human error
- Equipment failure

Threat Categories by Source:

1. Internal Threats:
- Insider threats
- Employee mistakes

2. External Threats:
- Hacker attacks
- Social engineering
- Physical threats



I'hrea Categories by Impact:

L High-Tmpact Threats:
- Data breaches
= System compromise
- Financial loss

2. Low-Impact Threats:
- Spam
- Phishing
- Minor vandalism

—’ H 1 o . b - . . - . .
12.b) Define policies .and explain about integrity policies and hybrid policies.

Definition of Policies:

Policies are high-level guidelines that outline the objectives, rules, and standards for managing and
protecting an organization's assets, data, and resources. They provide a framework for decision-
making, ensure compliance with laws and regulations, and mitigate risks.

Types of Policies:

1. Security Policies

2. Access Control Policies

3. Data Management Policies
4. Network Policies

5. Compliance Policies

Integrity Policies:

Integrity policies ensure the accuracy, completeness, and consistency of data. These policies aim
to prevent unauthorized modification, deletion, or alteration of data.

Key Components of Integrity Policies:

1. Data Validation: Verify data accuracy and completeness.

2. Access Control: Restrict data modification to authorized personnel.

3. Auditing: Monitor data changes and updates.

4. Backup and Recovery: Ensure data availability in case ol loss or corruption.
5. Data Encryption: Protect data from unauthorized access.

[:xamples of Integrity Policies:
1. Data must be validated before entry into the system,

2. Only authorized personnel can modify sensitive data,
3. All data changes must be logged and audited.



Hyvbrid Policies:

”}bll(l PO“CiL‘S combine 1\11I“i]1|0 I“,]icy types to p,-mridu CUIH])I-CI]CIISivC sceurity and
management. These policies integrate  different sceurity controls. such as authentication,
authorization, and encryption.

Examples of Hybrid Policics:

1

54 19

. Access Control and Encryption Policy: Encrypt sensitive data and restrict access [0 authorized
personnel.

. Integrity and Compliance Policy: Ensure data accuracy and comply with regulatory requirements.

. Network and Security Policy: Protect network resources and ensure secure data transmission.

Benetits of Hybrid Policies:

1
2
3
4

5

. Comprehensive Security

. Simplified Management

. Improved Compliance

. Enhanced Data Protection
. Increased Flexibility

Other Policy Types:

1

2
A
3

4

. Mandatory Access Control (MAC) Policies

. Discretionary Access Control (DAC) Policies
_Role-Based Access Control (RBAC) Policies

_ Attribute-Based Access Control (ABAC) Policies

13.a) List out the digital signature schemes and explain RSA digital signature scheme.

Digital Signature Schemes:

1. RSA Digital Signature Scheme

2. DSA (Digital Signature Algorithm)

3. ECDSA (Elliptic Curve Digital Signature Algorithm)

4 EdDSA (Edwards-curve Digital Signature Algorithm)
5. Schnorr Signature Scheme

6. Hash-based Signature Scheme (e.g., Lamport, Merkle)
Code-based Signature Scheme (e.g., McElicce)

8 Multivariate Signature Scheme (c.g., Rainbow)

3

RSA Digital Signature Scheme:

RSA (](ivusl~Sh:|mi:‘-Adlcnmn) is a widely used digital signature scheme,



"l

Key Components:
1. Key Generation: Generate a pair of large prime numbers (p. ¢) and compute n=p * ¢. Choose ¢
such that 1 < ¢ < g(n) and ged(e, gp(n)) = 1. Compute d = (1) mod g(n).
2. Public Key: (¢, n)
3. Private Key: (d, n)
Signature Generation:
1. Hash the message (m) using a hash function (H): h=H{(m)
2. Compute the signature (s): s = h*d mod n
Signature Verification:
1. Compute the hash (h) of the message (m): h = [1(m)
2. Verify the signature: s*¢ = h (imod n)
RSA Digital Signature Scheme Steps:
. Key Generation
2. Message Hashing
3. Signature Generation (using private key)
4. Signature Verification (using public key)
Secunty:
RSA digital signatures rely on the difficulty of factoring large composite numbers (n = p *q). The
security of RSA depends on:
1. Key size (large enough to prevent factoring)
2. Quality of random number generation
3. Secure key storage and management
Advantages:
1. Widely accepted and implemented
2. High security level (with sufficient key size)
3. Easy to verify
Disadvantages:
1. Computationally expensive (key generation, signature generation)
2. Laree key sizes required for high security
3. Potential vulnerabilities (e.g., side-channel attacks)
Real-World Applications:
. SSL/TLS certificates
. Digital certificates
_Email encryption and authentication
. Code signing
. Cryptocurrencies (e.g., Bitcoin)

—
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13.b) Define Kerberos and explain how it provides authenticated service,
Kerberos:
Kerberos is a network authentication protocol that provides secure authentication and

authorization for clients and services in a distributed environment. Developed by MIT, Kerberos is
based on the Needham-Schroeder symmeltric-key protocol.



Kerberos Components:

- Client: Requests aceess to services

- Service Server: Provides services (o clients

- Key Distribution Center (KDC): Authenticates clients and issucs tickets
- Tieket-Granting Server (TGS): Issues service tickets
Kerberos Authentication Process:

- Client Registration: Client registers with KDC

- Authentication Request: Client requests authentication

- Ticket-Granting Ticket (TGT): KDC issues TGT to clicnt

. Serviee Request: Client requests access to service

- Serviee Ticket: TGS issues service ticket to client

0. Service Access: Client accesses service using service ticket
Kerberos Authentication Steps:

- Client — KDC: Authentication request

. KDC — Client: TGT (encrypted with client's password)
- Client — TGS: Service request with TGT
. TGS — Client: Service ticket (encrypted with service's key)
. Client — Service Server: Service request with service ticket
6. Service Server — Client: Service access (if authenticated)
Kerberos Provides Authenticated Service Through:
1. Mutual Authentication: Client and service server authenticate each other
2. Symmetric-Key Cryptography: Secure communication using shared secrets
3. Ticket-Based Authentication: Tickets verify client's identity

4. Single Sign-On (SSO): Clients authenticate once, access multiple services
Kerberos Benefits:

1. Secure authentication
2. Authorization
3. Single sign-on
4. Scalability
5. Compatibility (e.g., Windows, Linux, macOS)
Kerberos Limitations:
1. Complex implementation
2. Key distribution challenges
3. Clock synchronization required
4. Vulnerable to password guessing

— Lo T 1 —
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Kerberos Real-World Applications:

. Windows Active Directory

Linux and macOS authentication

. Distributed file systems (c.g., NFS)

. Web services (e.g., Apache, 11S)

. Cloud services (e.g., Amazon Web Services)



14.a) Explain i : " .
4.a) Explain in detail about components of an information systen.

'he components of an Information System (I1S) can be categorized into five main components:

- Hardware Components: -
- Computer systems (servers, desktops, laptops, mobile devices)
- Storage deviees (hard drives, solid-state drives, (lash drives)
- Networking deviees (routers, switches, lirewalls)
- Input/Output devices (keyboards, mice, printers, monitors)
- Telecommunication devices (modems, network cards)
. Software Components:
- Operating Systems (Windows, Linux, macOS)
- Application Software (Microsoft Oflice, Google Docs)
- Database Management Systems (MySQL., Oracle)
- Programming Languages (Java, Python, C-++)
- Utility Software (antivirus, backup tools)
. Data Components:
- Stored data (databases, files, documents)
- Transactional data (sales, inventory, customer info)
- Master data (customer profiles, product info)
- Metadata (data descriptions, definitions)
4. Network Components:
- Local Area Networks (LANs)
- Wide Area Networks (WANs5s)
- Internet connectivity
- Wireless networks (Wi-Fi, Bluetooth)
- Network protocols (TCP/IP, HTTP)
5. Human Components:
- End-users (employees, customers, stakeholders)
- IT staff (system administrators, developers, support)
- Management (decision-makers, policymakers)
- Users' roles and responsibilities
- Training and support
Additional Components:
- Procedures: Standard operating procedures, backup and recovery processes
- Policies: Security policies, data privacy policies
- Documentation: User manuals, system documentation
_ Infrastructure: Physical infrastructure (data centers, server rooms)
Interactions between Components:
- Hardware and software interact to process data
_ Data is stored and retrieved through database management systems
- Network components enable communication between hardware and software
- Human components interact with hardware and software to use the system
- Procedures and policies govern the use of the system

2
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Characteristics of a Well-Designed Information Systen:

- Effectivencss: Meets user needs and requirements

- Efficiency: Optimizes resource ntilization

- Flexibility: Adapts to changing requirements

- Scalabihity: Handles imercased workload

- Rehability: Ensures data integrity and availability

- Scecurity: Protects against unauthorized access
Benefits of a Well-Designed Information System:

- Improved productivity

- Enhanced decision-making

- Increased efliciency

- Better customer service

- Competitive advantage

- Reduced costs

14.b) Give brief notes on NSTISSC security model

Here are brief notes on the NSTISSC (National Security Telecommunications and Information
Systems Security Committee) security model:

NSTISSC Security Model:

The NSTISSC security model is a hierarchical security model developed by the US National
Security Agency (NSA) for securing sensitive information.

Key Components:

1. Layers: Seven layers of security, each representing a different level of sensitivity.
2. Compartments: Categories of information with similar sensitivity levels.
3. Access Control: Controls access to information based on need-to-know and clearance.

NSTISSC Layers:
1. UNCLASSIFIED: Publicly available information.

2. CONFIDENTIAL: Sensitive but not classified information.

3. SECRET: Classified information requiring protection.

4. TOP SECRET: Highly sensitive classified information.

5. SCI (Sensitive Compartmented Information): Special access programs.

6. SAP (Special Access Program): Highly sensitive, compartmented information.
7. above TOP SECRET: Extremely sensitive, special access information.

NSTISSC Security Features:
1. Bell-LaPadula Model: Implements mandatory access control.
2. Biba Model: Implements integrity controls.
3. Non-Interference: Ensures no interlerence between layers.
4. Separation of Duty: Prevents single-point vulnerabilities.



Advantages
l LTINS e ceenmive e 0 1 [ iti
5 ;]u rarchical Scenrity: Lnsures information (lows only to authorized entitics.
< Texability: Supports multiple Tevels of sensitivity.
B Scalability: Suttable {or large-scale secure systems.
Limitations: ‘
l. Complexity: Difficult to implement and manage.
. 2. Rigidity: Limited tlexibility in access control.
Real-World Applications:
1. US Government Agencies: NSA, DoD, CIA.
2] ~Eryees ~y - 1 1 i
2 Detense Contractors: Secure information sharing.
. Intelligence Communities: Information sharing and protection.

7]

15.a) Ei.\‘p.]ain cthical coneepts in information security
‘[:ll‘ncal concepts in information security are essential to cnsurce responsible handling of sensitive
information and protection of individuals' rights. Here are key ethical concepts:
Core Ethical Principles:
1. Confidentiality: Protect sensitive information from unauthorized access.
. Integrity: Ensure accuracy, completeness, and consistency of data.
. Availability: Ensure timely access 10 information for authorized users.
y of users and data.

. Authenticity: Verify identity and authenticit
. Non-Repudiation: Prevent denial of actions or commitments.

Ethical Theories:
1. Utilitarianism: Maximize overall benefi

2. Deontology: Adhere to moral rules and duties.
3. Virtue Ethics: Focus on character and moral virtues.

Information Security Ethics:
1. Privacy: Respect indivi

SIEN VTN S

t and minimize harm.

duals' right to control personal information.

2. Data Protection: Safeguard sensitive data from unauthorized access.
3. Intellectual Property: Protect ownership and rights to digital assets.

4. Cybercrime: Prevent and investigate online crimes.
5. Digital Rights: Promote freedom of speech, expression, and access.

Professional Ethics:
1. Code of Conduct: Establish guidelines for professional behavior.
2. Conflict of Interest: Avoid compromising professional judgment.
3, Transparency: Disclose security risks and vulnerabilities.
4. Accountability: Take responsibility for security decisions.
5. Continuous Learning: Stay updated on security threats and best practices.

Fthical Dilemmas:
1. Security vs.
2. Privacy vs. National
3. Disclosure vs. Secrecy: Decide w

ys and Standards:

HIPAA (Health Insurance

CGDPR (General Data Protection Regulation)

PCI-DSS (Payment Card Industry Data Security Standard)

IS0 27001 (Information Security Management System)

Convenience: Balance security measures with user convenience.
Security: Weigh individual privacy against national security concerms.
hen to disclose security vulnerabilities.

Regulatiol N N
Portability and Accountability Act)

RN S T N e



Consequences of Unethieal Behavion

Soeeur v lnes 11 :

l. Secunity Breaches: Unauthorized access or data loss.
\ .

2. Reputation Damage: 1 oss of trust and credibility.

(as

- Financial Toss: Fines, penaltics, or legal liabilities.
) JR. . X . :
Personal Harm: Identity theft, stalking, or harassment

4=

13.b) Write down the concepts about access control matrix.

Here are the coneepts related to Access Control Matrix:
Access Control Matnx:
An Access Control Matrix (
between subjects (users or processes) and objeets (
Key Components:
1. Subjects: Users, processes, or entitics that request access to objects.
2. Objects: Resources, data, or files that need to be protected.
3. Access Rights: Permissions or privileges granted to subjects to access objects.
Access Control Matrix Structure:
A matnx with:
- Rows representing subjects
- Columns representing objects
- Intersections containing access rights (e.g., read, write, execute)
Access Rights:
.Read (R): View or access object contents.
. Write (W): Modify or update object contents.
. Execute (X): Run or execute object (e.g., program).
. Delete (D): Remove or delete object.
5. Create (C): Create new object.
Access Control Matrix Types:
1. Discretionary Access Control (
2. Mandatory Access Control (MAC) Matrix:
3. Role-Based Access Control (RBAC) Matrix: Based on user ro

Benefits:
1. Fine-grained control: Precise access control over objects.

2. Flexibility: Easy to update access rights.
3. Scalability: Supports large numbers of subjects and objects.

ACM) is a sccurity model that defines the relationships
resources or data) in a system.

L ) =

DAC) Matrix: Based on user identity and discretion.
Based on classification and clearance.
les and responsibilities.

Limitations:
1. Complexity: Difficult to manage and maintain.

2. Space requirements: Large malrices require significant storage.
Real-World Applications:
. Operating Systems: Unix, Windows, Linux.
Database Management Systems: MySQL, Oracle.
" Cloud Storage: Google Drive, Dropbox.

(PRI S



PART-C
16.2) Bri .
LA lll‘", g ¥ . . . g . 3 » P
y explain about the avchitecture and certificate mechanism in Kerberos and X.509

Kerberos Arvchitecture:

1. Client
- Authentication Server (AS)

. Ticket-Granting Server (TGS)
. Service Server
Kerberos Certilicate Mechamism:

1. Ticket: Enerypted data containing client's identity and session key
_Ticket-Granting Ticket (TGT): Obtained from AS, valid for a period
_Serviee Ticket: Obtained trom TGS, valid for a specilic scrvice

4. Symmetric-key cryptography.

X.509 Architecture:
. Certificate Authority (CA)
. Registration Authority (RA)
Certificate Repository

(PN ]

4L

b2 b2

1
2
3.
4. End-entity (client/server)
X.509 Certificate Mechanism:
1. Public-Key Infrastructure (PKI)
2. Digital Certificates: contain public key, identity, and CA signature
3. Certificate Validation: verify chain of trust, expiration, and revocation
4. Asymmetric-key cryptography (RSA, ECC)
Key Differences:
1. Kerberos: Symmetric-key, ticket-based, single sign-on
2.X.509: Asymmetric-key, certificate-based, flexible trust model

16.b) Explain the function of an information security organizations

Information security organizations play a crucial role in protecting an organization's information

assets from various threats. Here are the key functions:

Primary Functions:

_Risk Management: Identify, assess, and mitigate information security risks.

2. Security Policy Development: Create and maintain organization-wide seeurity policies.
3. Threat Detection and Response: Monitor for security incidents and respond promptly.
4. Vulnerability Management: Identify and remediate vulnerabilities.

5. Compliance Management: Ensure adherence to regulations and standards.

fa—

Operational FFunctions:
1. Network Security: Protect network infrastructure and data transmission.

2. Endpoint Security: Secure laptops, desklops, mobile devices, and servers.
3. Data Protection: Encrypt and backup sensitive data.
4 ]dentity and Access Management  (IAM): Manage uscr authentication and

authorization.
5. Incident Response: Respond Lo security incidents.



Strategic Functions:

1. Sccurity Awareness Traming: Fducate chiployees on seeurity best practices
Y Continuous Montoring: Regrularly assess qecurity posturce.

3. Security Architeetare: Desipn and implement seeure systems.

4. Third-Party Risk Management: Assess vendor seeurity rsks.

5. Business Continuity Planning: Insure continuity during qeeurity disruptions.

Types of Information Sceurily Organizations:

1. Chief Information Sceurity € Miicer (C1SO)
_Information Sceurity Department

11 Sceurity Team

. Compliance Office

Risk Management Department

LI RS SIS i 0

w

Benelit

1. Protects sensilive data
2. Prevents financial losscs
3. Maintains repulation

Challenges:

1. Evolving threals
2. Limited resources

3. Complexity
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munication in military and governmental

Rbe of Digieal Security Chalenges

With the advent of computer systema, digital threats like viruses and unauthorired scvens slarted emerging
The growth of the internet and networking introd uccd new Vulnerabilities apd secunty risks.

Developasnt of Standards and Prutecoh

The 1970n and (9505 taw the creation of secunty standants, vuch as the Data Encryplion Stamdard (DFS).

Public key phy. introduced in the 19704, h data Plivn and digital auth,
Mu-r-b:n.rm-r_u--s-euh,

Info secunty b ved with soph dtooks and fr like firewalls, T
Mnmmmtlb!x)

The prowing reliasce on cloud computing and loT has intsoad, d ncw security chalk M
mummﬂwﬂ’mlw;

Components of an Information System

Nardware

Phoysial devices that process. store. snd rasssst information, such s eomputers. wervees. and netwerking
qupment

Security involves projecting haridw e from thefl, dsmage. o unauthanzod sccee

Sefrware

Frograms snd apph A
whvare

and provess mifirms mchuding cperating syatems and vocunty

Secunty mexiores ke patches. updaics. and antrvirus wflware ensure the teyrity and functionality of wollware
systems.
Dan

The vore element of any informaton system. rop rewenting the raw facts and figures that are provessed inta
manmgful nformatioa.

s seconty imvolves encnplion. hakup. smb scvens st 1 Provent unsuthonsod svcers amd o of data

Prople and Procene
People nteract with aad mang
iormation is handial.

Traming. poliy enforvement, and role-basal saew coatrob arg exsential ot sormg
Provadunl compenents.

¢ the componeats of an information sysicm. amd processes define e

theve haman sod

Critical Characteristics of Information

Coulidcntiality
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SECURITY INVESTIG ATION
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Legal, Ethical, ancd Professional Issues
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UNIT I

DIGITAL SIGNATURE AND
AUTHENTICATION
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UNIT IV

E-MAILAND IP SECURITY

S/MIME (Sccure/Multipurpose
Internct Mail Exten 1ons)
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Email Security Architecture

Baske Emall Seemebty Comeephe
Frostl secunty ensures that meveages are protested from pr—

tranemission. S b, i Ly
Thin includes encryption, suihonticslion, sad integrity chesks to eneure the confidentiality of wnestive data

Email Encrypilon Methads

Email encryption methods, such as SAMINE and PGP, ensure that the wremtent of The mes oo pe rema e
wonlidential duiing rensil

Fnerypinn ahwo prevents

J acvens 1o sttach annd cmbualded comtent. safopuarding pris acy

Dighal Sigmetures in Fmail
Digital signatures suthenticate the sender s Wentity sl wurily thal the eomsil crmtent has mod bren sbiiered ofler i
 sent

This pretests agarast idemtity thefl amd assures revipionts thal the messs=e orsgoted from e csimed smber

Spam end Phbhing Protection
Anthspam filters holp detect and blowk unwanted smaibe, which oflen coataim malnmss boks of 4iachments

Phishing protection invelves ' '] Jul e L e Ity

information bke pasewants

IPSec Protocols (ESP and AH)

Infradur riwe bu (P Ser
19 S i 0 swite of protosseds wsed b woure (P

N I AN S A e
1 perate ot the actwark Leyer, pron aling ead b sad o wrify sutons semecured srs orke ke the Wi het

L e P

Farapeulatiog Secarity Foyhsd (F5F)
TSP provides confudentialily by emcryptng the payiond of IF paciets, amurny dat fn diis bowtg wommariod m

pretocied from arveulropping
1 wom ahwo prvvide autheniscs wn sod miegrity by mobnling ¢« mesegs sefhaateaton ceds { VAL | o il pacbet

Aember

Amheurie stien e ader |
AN provades mtegrity sl suthentiation b (P pachets, casurimg fut the dote e mst bosn fasmpersd = &b m

rami
Uathe FSP A doon ot provide ema yptivn. but d wwres the packel hoaders snd paybead o provest

amsutherised alicrainn.

TP Ser Sermriry Assu s thom
TP ey wen Sty Asem saisoms {301 ) Lo defing the
nchulimg encryptn soul suthentagmon heys

SAs arw cxtablnbel during e mital cnseton sciap snd memtsmned by e Jurstion «f th cnmems s

B R e e TR e

PGP (Pretty Good Privacy)

Urerview of PGF
Pl i o madely s smryplicn prospram that eneares sanes coail

pod suthuntnaticn
1 s 8 wwhana o of publn Loy aod cyemmine snnvpisa offenng both saure casail amd (il srnpiem

stawn by pevading

FUF Key Momage ame ot
PP e o publi aind piisats key
pobla heys ke o plen

with wser managung thor privatk keys sesurcly and distrduting

anlreh e, amd wvosalion b mainlam sounly

Ry wma pstmert aassehes hoy pemration

bty

PLE B oy ptves Fro
POR Gt pomienis § SV EMUn wskon koY bt I mmadl o ge and emaypis e mase e uniny this L

Vo, o simryps the saniie by with the reagssil » pobla huy. ensuriag (hat valy the intsadal reupami v

Key Management for Secure
Communication

Symmetric hey Facn pline
Symmcin by annpaa wxcs s wmc bey ff il i ad Ky jine. proe sy et sd
effusnt sovurdy e barpe amogats of Juta

The mam halkiye b wvure oy dnrdwinm, I bl Pt Bad bone e wome oy » theowt 8 sy
mhericptad

Anymmarric hey Eocn plisn
ASYImMEtTn oI G w3 3 ped of boys s publn Bey by cmanpisa s & pom ot By b Ty pons,
olformg wvure by chahaats wibal sooding o dhased st

4 BT cen fEtas w B Ban § 80 ST B ok e Buingad Bovs @ ad e

B sl sy wie cosinon

Fublis ke lulvastrasturny (PRl
PR pros akos the amcw b e socag oy dy el contdiaio sl by by un pas cevny B

WABIC Qenmuns sin e s odehinbal
N mciedes Conpaawe \otborany @ Vob Kepuoutan Vot rtas (K il s sipendorns bt shrmg

o s abes aiad boy puas

divnpl A
POE Ayl s b " N N
oy Evehange Prosecs]
N N £ e e data smd autfn el th
P i w1 vl sy sten. lily sBering sl Jigital ogaten e - e o b v, 't Tl it d X, 250 s i 4 sy iy
- e aumacl
PUEIIPRK Ly O B
o e -~ s rbind b vrably cany amd Lsasparsal cimrypie b
e e ’ Thos pidnorls vionse Uit Rl purtas 38 syoe v & el el by w Shon arah Saan neg 4
—rs




UNIT YV
WEB SECURITY

16-11-2024

Transport Laye, Security (TLS)
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Web Security Requirements

Confdentialiry and Integriry
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SET Processing and Digital Signature
Verification
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